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@ GProgrammer

Y Filter Settings c Find Products
Products v . - . . . . . .
GRS51x series is a high-performance system-on-chip (SoC) supporting Bluetooth 5.1, making it an ideal choice for mobile devices, wearables, and
H Part Number Internet of Things (IoT) products. The series & sers to develop Blustooth Low Energy (LE) applications and products serving as a Central and/or a
Peripheral. GR5515I0ND is available in QFN56 package.
>
>
(&] Memory >
M Package > Item list 23 items
< Peripheral 5 Part Number Core  Frequency RAM Flash  Package Peripherals
P N GR5515IGND Cortex-M4F  64MHz 256KB 1024KB  QFN56 2x QSPI, 2x SPI, 2 x 12C, 2 x 125, 2 x UART, 1 x ADC, 1x I1SO7816, 6 x PWM
its
GRS515RGBD  Cortex-M4F  64MHz 236KB 1024KE  BGAGS 2xQSPI, 2x SPI, 2 x 12C, 2 x 125, 2 x UART, 1 x ADC, 1x ISO7816, 6 x PWM
GR3515GGBD  Cortex-M4F  64MHz 236KB  1024KB  BGA3S 0xQSPI, 2x SPI, 2 x 12, 2 x 125, 2 x UART, 1 x ADC, 1x ISO7816, 6 x PWM
@ GR3515I0ND  Cortex-M4F  64MHz 236KB 0KB QFN56 2xQSPI, 2x SPI, 2 x 12C, 2 x 125, 2 x UART, 1 x ADC, 1x ISO7816, 6 x PWM
GRS513BEND  Cortex-M4F  64MHz 128KE 512KB QFN40 1xQSPI, 2x SPI, 2 x 12C, 1 x 125, 2 x UART, 1 x ADC, 1x 1S07816, 6 x PWM
GMF0313C6PI Cortex-M0  48MHz 4KB 32KB LQFP48 1% USART, 1x12C 1x5PI, 1x 125
GMF0313K6P! Cortex-M0  48MHz 4KB 32KB LQFP32 1xUSART, 1x12C, 1xSPI, 1x 125
GMF0313F6TI Cortex-M0  48MHz 4KB 32KB  TSS0P20 1xUSART, 1x12C 1xSPI, 1x 125
GMF0310C6P! Cortex-M0  48MHz 4KB 32KB LQFP43 1xUSART, 1x12C, 1xSPI, 1x 125
oK

33 BRERAE

(EO e B LI, MR S A W B TR, A MDA 45 R /R iR . F P AT = i AL 7
R WL AR RIS BT S S AR AT 7 i ik

I “Series” BT, AT PRI H GRS51XERGMFO3x R A e

Series v
Product Type
BLE
Itemlist 5items
Series
Part Number Core  Frequency RAM Flash  Package Peripherals
GR551x
GR3515IGND  Cortex-MAF  64MHz ~ 256KB  1024KB  QFNS6 2% QSPI, 2xSPI, 2 x 12€, 2 x 125, 2 x UART, 1 x ADC, 1x1SO7816, 6 x PWM
Core >
GRS515RGBD  Cortex-MAF  B64MHz  256KBE  1024KB  BGAGS 2% QSPI, 2x SPI, 2 x 12C, 2 x 125, 2 x UART, 1 x ADC, 1 1SO7816, 6 x PWM
(&] Memory >
P Package 5 GRS515GGBD  Cortex-M4F  64MHz  256KB  1024KB  BGASS 0x QSPI, 2 xSPI, 2 x 12C, 2 x 125, 2 x UART, 1 x ADC, 1x1SO7816, 6 x PWM
“ Peripheral > GRSS1SIOND  Cortex-MAF  64MHz  256KB OKB QFNS6 2% QSPI, 2 xSPI, 2 x 12C, 2 x 125, 2 x UART, 1x ADC, 1x ISO7816, 6 x PWM
Kits > GRS513BEND  Cortex-M4F  64MHz ~ 128KB  512KB  QFN4D 1% QSPI, 2 SPI, 2 x 12C, 1x 125, 2 x UART, 1x ADC, 1 x ISO7816, 6 x PWM
fke -+
3-4 £ GR551x R
Item list 18 items
Series
Part Number Core  Frequency RAM Flash  Package Peripherals
GMF03x
GMFO313C6P1  Cortex-MO  4BMHz  4KB 32KB  LQFP48 1xUSART, 1x12C, 1x SPL, 1 x125
Core >
GMFO313K6P1  Cortex-MO  4BMHz  4KB 32KB  LQFP32 1xUSART, 1xI2C, 1x SPI, 1 x125
(&] Memory >
B Package > GMFO313F6TT  Cortex-MO  48MHz  4KB 32KB  TSSOP20 1% USART, 1xI2C, 1x SPI, 1 x12§5

[& 3-5 {HiEGMFO3x R FIitx
HHT, GProgrammer X fF1r7 iR
*  GR551x%7%l: GR5515IGND. GR5515RGBDZE54N LAl 5,

*  GMFO3x%%!: GMF0313K6Pl. GMF0313C6PI. GMFO0313F6TIZE18 7 il 5,
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& Fitt o

3.3 GR551x 37|

AR FEFEAHGR551x R A8 F IGProgrammer D) g 4

3.3.1F /M
EPEGRS5IX AT 5, ik AGRS5Lx:Es Fi b B #c: 3= FLti, wiE 3-6 7 o

@ GProgrammer

o

2 Q

111

m &

A S T R 2 D T

EltR

O O n

B Ooa

Firmware

0x010F FFFF

Unused

W nvDs

0x0100 2000

Refresh Add

ThEER IR
Firmware

Flash

Encrypt & Sign
eFuse Layout

Chip Configuration
Device Log

Help

v BN
He~F

Delete Startup

[# 3-6 GProgrammer#X {43 A H-GR551x R 5
Wikt CEARHAR WK 3-3) , AMINThaeElE X .

i

RATZ bR,
AL T
RATZ AR,
AL T
RATZ bR,
AL T

RATZ bR,

% Firmware File
User App Firmware:
® Image Info
Image Name:
Version:
SPI Access Made:
CheckSum:

Load Address:

[E] unfinished Events

No. Action

%= 3-3 IRESMAZIEIN

BEN R A T
HEN “Flash” #/ETUH
BEN I INAE” $RAF T
HBEN “eFusef/R” $RAE U
BEN CEABCE” BT
BEN “HAHE” BE
BEN “HBh” HAE

Device:
Speed: 4001
Run Address: Connect
Size(Byte)
Boot Delay:
Check Image:
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3.3.2 EHEE
R R B ) AR S LML R s
R A B ©, FRIFERE MR, HXad O, WG IFREIZ IR .
GProgrammer 7 £FSWDA & 1 A& % 7 30
SWDi%Hz

FESWDIER T AR, M A RBCE A fE R “Speed” , HIF midi “Connect” AL H AR

Connect

3-7 SWDIEIE
17 (UART) %E$:

fEF I (UART) EFJ70T, H P AR sEPriE UL E 5 1% “Port”  (FE s “Refresh” #Z41REH
H550%, FEFEMOSE DS MpgkeR, HAhSEERAR E A TIEH.

SR B UG, A “Connect” 124Hi%EHE H AR -

@ SWD UART

DataBits:
StopBits:

FlowControl:

Refresh Connect

LA~ And

3-8 UARTIEHE
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FARBOER T e, R B IARCR B S GERIFRER. RN, 4241 © ALK © , For Ml HNERSIRE

R CCIERE .
MFFWOFER, HRd @ , FTIRERE N, )5 S “Disconnect” $ZEIEIH]

3.3.3 B4
ek el

hEe S E R B, #FN “Firmware”

@ GProgrammer

SWD UART

Speed:

Disconnect

& 3-9 K& E

CLE A T

b= Firmware
f~—1 0x010F FFFF . .
(3] I% Firmware File
& User App Firmware:
@ Image Info
| II mage Name: Run Address:
zrsion: Size(Byte):
Unused Version: Size(Byte):
# . NVDS SPI Access Mode: Boot Delay:
E M Existed CheckSum: Check Image:
Download Load Address:
('} ) Delete Update
. QOverlapping
[E] unfinished Events
Update ble_app_hrs @
No. Action Description
1 add Add and download ble_app_ancs_c_fw.bin
2 add Add and download ble_app_hts_fw.bin
startup Start up ble_app_hts_
0x0100 2000 | |
Add Delete Startup Commit

3-10 “Firmware” T1[H

FH P AT ¥ User APPJE £F T %1 % Flash ' 0x01002000 ~ OxO10FFFFF({%E4E 4% 4] .

FRALITE © 2021 ARINTHC TR (i A PR A =
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3.3.3.1 NEEH

GProgrammer A AL 75 2B 7RFlash Firmware Layout (1] 3-11f7~) , RIS B T fi#éFlash o [

P DX o5 A O

0x010F FFFF

Unused
W NVDsS
B Existed
Download

Il Overlapping

Update

0x0100 2000

[&] 3-11 Flash Firmware Layout 7~ = %]

. () . v N EFlash =S [d] .

ble_app_hrs @

Startup

o B GREM - BABARCE FINVDSIXE. [ A EE R R 12 X

. GRIKED « FeMIBR B4, dble_app_ancs.
(GRZEED « fF FEMIEAE:, Wible_app_hrss.
« B GR&ZM) : OAFETFlash FRIE 4, tible_app_bps.

o« W (e - FAEMR S SRR ESX, Wble_app_T3uflible_app_hts.

FIP R BB A, 4% DL AP ERER A -

Lo e “Add” 3%, WAMERINTG N ERAVE S0 BRSO, AR B P 0 RS

B, BlunE g e AE . FEfFimage Infofg & .

2. hdE “commit” $ZEH, KA SO T A FIFlash.

TEGERUA, #ilayoutn i B I At skt AN “URERE” , WIERIRE1F N BRI .

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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L0 5t BR:
1.

2.

ERRINE, R BB HMGES K H B KIFlash i3 CAFAE KR 1F

TEEEN, 5% BEILInk e, GR5515 Starter KitH & MR GRS 8 E 1IEH T E k. GR551xEh
Bl e Ab FRERRIRZS (HPFF S T BEIR A R A4 IE 24T ), Al 96% N GR551x Starter KitJF A R
IR “ESET” %, JFmIFGIRD A BT FEE: . WA TCIR FEE M, AT ¥ Flash), ¥ Nk

[l 1 o

3.3.3.2 BMEFT

H P —IRERAT 284, Bl —RE NS EAE, A BB N E . P AT R
TEX N “HitelE” , Fbd “Commit” #4454 S EIEMPAT, I HEAEFFIEAE “Unfinished Events” £2H1
woR, i 3-12FR.

Unfinished Events

Mo Action

[95) () [
!
T
=k
T

FHP R 3RAT B i P R B4

BRIERIR BRIERE
AN [ 44 Add

il 9 ] A Refresh
JOH) e 4 Delete
& BN B BT Startup

Update ble_app_hrs image i
Delete ble_app_hts_
Add and download ble_app_ancs_fw.b
Add and download ble aobo bo i
& 3-12 #:4E5%
% 3-4 EHHR1E

g
s “Add” AL, A S N ST

FEIRECAHT H AR Flashh (R P45 B . 57 “Refresh” J&, 2 BT .

IR “Unfinished Events” H HABRBIATERAE, 1 “FFIRISAT” B R, MBAX
SR PATHRAER B, CBSS S EE.

RIS B ARAR FlashH EAEAE IO 15 . 78 Flash Layoutsi i I i rp AR IR [ 1, 485 2
i “Delete” #24Hl, ZEFAEMRIRAKE, H “Unfinished Events” HUK i— & deletedi
k.

TR E BN R BT, BN 858 AUS SLRVIEATiZE M. 7EFlash Layoutsi B & ik

[ 2F, ZRJE ST “Startup” %4, ZEERAME RS © EER, H “Unfinished
Events” UK N—ZkstartupifE. FEIFEITIE, &S EIWTT.
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BAERR BRAEIR
FEHEHT H ARt Flash i CAEAE I [ 2E 1915 B o 7EFlash Layoutys & B ik R A BRI 4F, SR
JEIEME I E R (BEUEMSEUE BB Rat) , &G ad “Update” #4401, Z[E 4
BT Il Update A SR © B4R, H “Unfinished Events” Fri 38— 4updatefif .
P AT updatedf(ESG, FTAMSEIEDERS S E, ARVFHERE. WFREEES, W5a
SRR 2 BT i update 1
U0 358R:

N <2 (5 271 P o S ( pEx b

» TR ERAE

o NTHRBCOCRIIPIIURIE, BUEH A — T RE & B 5 I Bldn: A — AR SO
BEORZNI, RIPAT “ANinT A CBEONR I IR WOREEE IR OInRiE, A “BENE

ZNIR” BAEAE A S -

AN, QR A X I AT A & (X

“Commit” HZHIFF BRI, Fh IR 5 74 AT S22 AT A

R,

ERTY:)2F

EWAE A ES, AE I — AR, FGE AT S — AN
3.3.4 Flashi2{E

sl ZE M Re SR E AR B, #EN “ Flash”

(Flash#/E) TLTHI -

111

Eo8

a Unused
. Boot

0 W nvDs
W Firmware

ble_app_bps

m Flash Configuration
(® Internal Flash

External Flash Flash ID:

m Erase Flash

Erase Al

Erase Sector
(®) Erase Specified Area Ox | 01002000
gt; Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address: Ox | 00000000

[# 3-13 “ Flash” T

Flash Size: Config
=

Download

Size(Byte): | 0 Dump

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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G@DiX GProgrammer i 1 1]
H P AT % GR551x N #Flash AN Flash BEAT B4, EL4E#EERFlash. R #EE 2 Flash. MFlash™'Dump#
/i
SRR L, 2R AL 75 2R 7R Flash Layoutfs S .
. GRAKE) - T HIfIFlash23 (A
< W GRE®) . FEMINVDSIX IR,

« W (R%f) : BootInfolX3H (0x01000000 ~ 0x01002000) , EFEAH FH P #Flashi ¥ E 2l &
7~Boot Info[X 1

o W (R . CAFAEFlash R EE, Wible_app_bps.
GRIEE) « FRRIEXIR, WRFEEBR I Flash X 38

3.3.4.1 N ERFlash

3.3.4.1.1 fig EFlash

M P EEE N Flash, B G FS7E “Flash Configuration” F2i%# “Internal Flash” &

T A2 I Flash Layouts i B [RI2E “Firmware” 3t Firmware Layout{s 2., MM #EHL 24 B Flash 7 ) [
X 35k BA K NVDS X 35k, - [F] B ik Boot Info X 4

@ GProgrammer

a DOL0E FEEE E\t Flash Configuration
& (®) Internal Flash
External Flash Flash ID: Flash Size: Config
111
" E} Erase Flash
# Erase Al
g Unused Erase Sector
M soot (® Erase Specified Area Ox | 01002000 to | Ox = OLO2FFFF Erase
0 W nvDs
ble_app_bps
W Firmuare — d‘; Download Data
File Path: =
File Size(Byte): Download Address: | Ox | 00000000 Download

D Dump Data

Starting Address: Ox | 00000000 Size(Byte): | 0 Dump

ble_dfu_boot
0x0100 0000

3.3.4.1.2 #&F&Flash

3-14 EHFE X ERFlash

GProgrammer 3 fF = FlFlash# 7 42 Bk, SectordZ B Al X I #2155

AU E © 2021 RYITTE TR B0 H RA R 14
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ZH¥EE (Erase AlD
A HERR, FEEEAAREEERFlash (]
BTG, P EBFlash ) Boot MINVDSIX d5k N 5 K5 81 2%, A Firmware s 4 i 5

@ GProgrammer

Flash @

0x010F FFFF ~
D& Flash Configuration

(®) Internal Flash

External Flash Flash ID: Flash Size: Config

" Q Erase Flash
® Erase Al

E Unused Erase Sector

| EEER Erase Specified Area 0x to | Ox
o =

W Firmwiare & Download Erase all data in internal flash, are you sure to
continue?
File Path: &=
File Size(Byte): oK Cancel 00000000 Download
B Dump Data
Starting Address 0x | 00000000 Size(Byte): | 0 Dump

0x0100 0000

& 3-15 & 8k
*  Sector#[% (Erase Sector)

Sectorf& [k, FRHEFRTE € MSector[X 1, (4 KBK/N) &

(% GProgrammer

Flash @
0x010F FFFF
[}, Flash Configuration
(® Internal Flash
External Flash Flash 1D Flash Size: Config
171
" Q Erase Flash
# Erase All
E () Erase Sector 100
e Erase Specified Area Ox to | Ox
0 | EEER
W nvDs
‘ta Download Data
File Path: =)
File Size(Byte): Download Address: | Ox | 00000000 Download
B Dump Data
Starting Address: 0x | 00000000 Size(Byte): | 0 Dump
0x0100 0000

[& 3-16 Sectort&f&

I © 2021 IRIITTIE TR I 0 A7 PR A =) 15



G@Dix GProgrammerfii il 15 1

e XIH#E% (Erase Specified Area)
X IR, FRAETE & H bk Y N 42 Sectorizd — 45 5%

@ GProgrammer

Flash @

0x010F FFFF

[}, Flash Configuration

(® Internal Flash

Externzl Flash Flash ID: Flash Size: Config

" Q Erase Flash

Erase All

E Erase Sector

Unused
(®) Erase Specified Area Ox | 01010000 to | Ox | 01020000

W nvDs
‘ta Download Data
File Path: =)
File Size(Byte): Download Address: | Ox | 00000000 Download

B Dump Data

Starting Address: 0x | 00000000 Size(Byte): | 0 Dump
0x0100 0000

& 3-17 N 5T EF IR SO
3.3.4.1.3 T#HHIE
N EEE £ Flashiy, F P R W A InEdEbin SCE, SRERE FEEE G AR AT,

@ GProgrammer

Flash @
a 0x010F FFEF E\ @Ay FEEE = 0 @
7\’°' U - =& : ExaE B
a ® Fi=— %] ble_app_bps_fw.bin 2019/5/17 9:53 B
e £ b\e_app_h.ds_mguse_ﬁmbm 2018/12/1016:29 B Config
P 2] ble_app_hrs_fw.bin 2019/3/27 17:51 B
|I | S ] ble_app_hts_app.bin 2018/11/2110:55 B
] ble_app_hts_fw.bin 2019/3/27 17:51 B
QI i ] ble_app_invalid.bin 2019/8/12 16:16 B
# = ] ble_app_nvds.bin 2019/7/30 10:57 B
- Subversion | ble_app_T3u_fw.bin 2019/6/27 1648 B
] ble_dfu_boot_fw.bin 2019/9/26 13:59 B
= B 2] ble_dfu_boot_fw.bi
= ® o oo o o A
E Unused &) E\ BR o) o | ;
Mot RN | o [magecEm <] frase
o L=
ble_app_bps J
Firmw; _
W Firmvare d’; Download Data
File Path:
File Size(Byte): Download Address: | Ox | 00000000 Download

B Dump Data
ble_dfu_boot
Starting Address: Ox | 00000000 Size(Byte): 0 Dump
0x0100 0000

& 3-18 ST R HHE 1
2R BB SIS K BB E ) B A b B Y I, R EFlashits B R

I © 2021 IRIITTIE TR I 0 A7 PR A =) 16
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£+ Flash

ﬁ 0x010F FFFF

E Unused

. Boot
0 Il VDS
ble_app_bps
Wl Firmuware

ble_dfu_boot

0x0100 0000

E\,° Flash Configuration

(® Internal Flash

External Flash

Flash ID: Flash Size:

E} Erase Flash

Erase All

Failed x

(®) Erase Sector
Qut of range.

Erase Specified Ar

OK

gf; Download Data

File Path: FAST=EaFF £\GRProgrammeriilig\ble_app_T3u_fw.bin

File Size(Byte): Download Address: | Ox = O10EFFFF
B Dump Data

Starting Address: Ox | 00000000 Size(Byte): | 0

Config

Erase

=

Dump

[&] 3-19 Flash &t

BOR): <

U RAE FHSWD Iy & HARAR,  AR4 H1 7 AT BLsg i R 28 2IBoot X4k, W SR Y e 107 % H AR, B4

PP Te ik s il 28 2 Boot [X 45K

3.3.4.1.4 Dump#i#E

R P TS 4R G A A KN, Bt Flash o (9 4F 3 8008 Dump 21 A4 (R A7 S0 A

@ GProgrammer

£+l Flash

0x010F FFFF

> Q

111

E Unused
M 5oot

0 W nvDs
. Firmware

ble_dfu_boot
0x0100 0000

m Flash Configuration

ma v wEEEE = @
[l I g = : A
8 L RESEESIENT,
&, Windows ()
O s Data (D)

s Software (E9
s Document (F)

S8 od (W172.16.162.100) (Z)

ST (N): flash_dump -
Fil FEERT): (Image (bin) ,I

N = e

B Dump Data

Starting Address: Ox | 01020000 Size(Byte): | 450000

Config

Erase

=3

Download

[&] 3-20 Dump {12

FRALITE © 2021 ARINTHC TR (i A PR A =
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G@Dix GProgrammerfi# F it FH
3.3.4.2 5P EBFlash
3.3.4.2.1 it EFlash

M P AR SNFlashit), B a7 TE “Flash Configuration” F2i%&#F “External Flash” . A5 s

ifi “Config” #%4l, FTFFAMEBFlashlic & M. H ) Al AR HE S bn 5 00 Be & PINFA .
BB UG, Sl “Apply” 3418 L BEE.,

External Flash Configuration x |

SPI Type: (@) SFI QSPI0
GPIO Type GPIO PIN PIN MUX
C5: NORMAL GPIO_D MUX_0
CLK: NORMAL GPIO_3 MUX_2
MOSE: | NORMAL GPIO 4 MUX_2
MISO: | NORMAL GPIO_S MUX_2
Apply Cancel

[&] 3-21 SPIfC &I

External Flash Configuration x

*  Flash Size Bit &

SPI Type: SFI (@) QSFI0
GPIO Type GPIO PIN PIN MUX
C5: AON AON_GPIO_1 MUX_5
CLK: NORMAL GPIO_24 MUX_5
100: NORMAL GPIO_25 MUX_5
101: NORMAL GPIO_16 MUX_5
102: NORMAL GPIO_17 MUX_5
103: NORMAL GPIO_31 MUX_5
Apply Cancel
3-22 QSPIOEC B 17T

P 5ERPINFHIEC B IR A J5, A L B Wos s Flash 1D, F- AR #Flash ID H ) fC B Flash Sizeo

FRALITE © 2021 ARINTHC TR (i A PR A =
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(10 {52 AR :

mr “Apply” L AT, AR RSN FlashiZ IR 5 IIEC B 5 B S OERERE . B0, ShEFlashCik S HARR
IEHIELE .

#JoiEF e Flash Size, W F 7% BAT1EF X B Flash Size.

@ GProgrammer

- 0x000F FEFE
o a Flash Configuration
a Internal Flash
(® External Flash Flash ID: Flash Size: | 1 Config

171
| Woing x|
E} Erase Fla

Erase All

B (® Erase Sect

<td oK

o Unknown flash ID and you need to config flash size.

Erase SpeciMeOrATET—TOX T UTOUZOTT oo T Erase

‘f’, Download Data
File Path F\GRProgrammerififiz\ble_app_T3u_fw.bin =)
File Size(Byte): Download Address: = Ox | 01009000 Download

r_"' Dump Data

Starting Address: Ox  QLOAFFFF Size(Byte): 150000 Dump
0x0000 0000

[&] 3-23 ZK#0Flash

3.3.4.2.2 Flashi®{E

R AR5 Flash (##ERFlash N EEEE . Dumpdidi) I, REAEARGBIE X2 N, AHEEHRME, T
RERRBR ] o
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«(]

®

111

Unused

00000 0000

E:!. Flash Configuration

Internal Flash

(®) External Flash

D Erase Flash
Erase Al
(® FErase Sector

Erase Specified Area

;t; Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address

Flash ID:

Flash Size:

Ox to | Ox

F:\GRProgrammerif¥ist\ble_app_T3u_fw.bin

Download Address: = Ox

0x | OLOAFFFF

Size(Byte):

150000

M Config

Erase

Dump

& 3-24 TEHUIE

(10 354 A

SE/KPINFIEC B AT, TR AT AT B X S Flash (155

3.3.5 & NE
S A M Th s SR B AR B, HEA “Encrypt & Sign”

Chnss nags)> v

@ GProgrammer

Encrypt & Sign

eFuse Settings
Name:
Firmware Key:
Security Mode:

Batch eFuse:

Download

Encrypt and Sign
Product Info:
Random Number:

Firmware:

(® Using Random Key

(® Open Close

(® Using Random Mumber

Select Kay

Select Number

SWD:  (® Open Close

Generate eFuse File

Download to eFuse

=]
4

Encrypt Encrypt and Sign

3-25 “Encrypt & Sign” T1H

FRALITE © 2021 ARINTHC TR (i A PR A =
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GRS5IX R FN Fr S Fp 2 AR 2 a5, |15 AeFuseff]7™ i {5 B i1 Security Mode th 7€ » £ 2 A
AIFR RO T, B RE I N2 5 4 7] LT 3 & Flashiz T .

3.3.5.1 eFusei% &

eFusesEGRE51x: F A ) — N B BEHL U 1032 i) — IR PE AT G AR A7 it 4 . eFuse A7 T8CE ™ L B 15
B AR E B DU T I in 22 2 e g 1E 255

el @E e e 2 77 i f{IName. 1D+ Firmware Key. Security Modef1SWD#% A= A7k £E eFuse HH I AH 5% 3¢
GaN

eFuse Settings
Name: test D 1
rmware Key Using Random Key (&) Select Kay FAGR551X update\tools\GProgrammertest\firmware.key =

Cloze SWD: EE_' Open Cloze

Generate efuse File

& 3-26 IEESH

L7 {53 8A:
*  Firmware Key R %A H sh A= i BN LKey, tRIAEH P B Sk BN INIKey LA,
« IFEwe)E, HP IR RS R HSWDEE

4, GProgrammerit 37 FriE L ¥ B “Batch eFuse” &I &A= i £ 1~ Encrypt_key_info.bin X
fF, BAERR &S RAME—ME, DURIE “—Hl—%" . Fli, 2k “Batch
eFuse” IEIIFAE AN B AHEEEN “37 , WA R34 Encrypt_key_info.bin
f%: Encrypt_key_info.bin, 2_Encrypt_key_info.bin, 3_Encrypt_key_info.bin.

AR S AL

|| 2_Encrypt_key_info.bin
|| 2_Public_key_hash.bt
|| 3_Encrypt_key_info.bin
|| 3_Public_key_hash.txt
|=] efuse,json

|| Encrypt_key_info.bin
|| firmware. key

| | Mode_control.bin

|&] product.json

|| Public_key_hash.t«t

| | sign.key

[ ] sign_pub.key

3-27 £ AT
*  efusejson: i 0.

JRBUITAT © 2021 PRYINTH I TR I 0 A7 PR A 7 21
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Encrypt_key_info.bin. 2_Encrypt_key_info.bin. 3_Encrypt_key_info.bin: eFuse F# X, A& AN
BINBAT B o MR N 82 eFuse.

firmware.key: T InZ E {4 HIAEH

Mode_control.bin: eFuse R0, 1% Security Mode FISWD{E B 47 N4k EeFuse.
product.json: 7S BICHF. HE AN ISR, 7S AR

sign.key: AT A A4 AL o

sign_pub.key: JHTU LR 44 A8 -

Public_key_hash.txt. 2_Public_key_hash.txt. 3_Public_key hash.txt: FTIUEZE 4 H /A% Hash.

AT ER PR OO R eFuse BN N4, A i Encrypt_key_info.binFllMode_control.bin A4
P ER 4K H S A 2] “Download” X4, 7= {5 8 X product.jsonf1 #4244 H sh# 4% “Encrypt and
Sign” ) “Product Info” #:, W& 3-28F77.

@ GProgrammer
& Encrypt & Sign @
a eFuse Settings
Name: test 1D 1111
& Firmware Key: '@) Using Random Key Select Key
SecurtyMode: @ Open  Close Close
171 _
Batch eFuse 2 O Complete to generate efuse file.
) Only Data Key is different between batch eFuse files.
# Generate eFuse File
0K
E Download
Encrypt Key Info: C:\eFuse\Encrypt_key_info.bin =
[} ] Mode Control: C\eFuse\Made_control.bin (=3
Download to eFuse
Encrypt and Sign
Product Info: Ci\eFuse\productjson =
Random Number: (i) Using Random Number Select Number
Firmware: =
“
Encrypt Encrypt and Sign
YP q
2 = o 4z
3-28 HEIMEHEETE
S
3.3.5.2 eFuse V&

HH P 9HAT “Generate eFuse File” #1E42 1 T Encrypt_key_info.binF1Mode_control.bin A4, W R] B 4%/2)
% “Encrypt Key Info” F1 “Mode Control” &1, 55 “Download to eFuse” Z4H¥% S0 T 3 £ eFuse.

G0, &S Tk B INEncrypt_key_info.binfliMode_control.bin SXCAF:, SR )57 A N4k

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 22
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@ GProgrammer

£+l Encrypt & Sign @
a eFuse Settings

Name: test 1D: 1111
& Firmware Key: '@) Using Random Key Select Key

Security Mode: @® Open Close SWD:  (® Open Close

Batch eFuse:

Only Dts Key is different between batch eFuse files.

# Generate eFuse File
E ownload

Encrypt Key Info: C\eFuse\Encrypt_key_info.bin =
o Mcde Control: Ch\eFuse\Mede_control.bin =]

Download to eFuse

Encrypt and Sign

Product Info: C:\eFuse\product.json =

Random Number: '@) Using Random Number Select Number

Firmware: A =
Encrypt Encrypt and Sign

& 3-29 T &34 Z|eFuse

BOR): <
eFuse NEEEH B N,

3.3.5.3 Bl mMEME
AT RSO0, BN A% 5 A4 7] LU 22 Flashiz 1T . GProgrammer RJ X [l 44 1447 10 25 0
ZEE AN EAE, UV S R — & 5 s B AT —/MRandom Numberd§ifE —/NEE 2 AN [ 4 S0
Random Number AJ {8 F FI P £ N BEHLEOC A, 50l Bk B 3 A O B L3
W2 AR, S FEE R A «7 BB, ikl 3-30fR.

Encrypt and Sign

Product Info: C\eFuse\productjson =
Random Number: (E) Using Randem Number Select Number
Firmware: CAfirmware\ble_app_ancs_fw.bin;C:\firmware\ble_app_bps_fw.bin;C\firmware\ble_app_hrs_fw.bim;C:\firmware\ble_app_hts_fw.bin =

P

Encrypt Encrypt and Sign

& 3-30 ;5N % AN E 5

WA AIE “Encrypt” SIEHE, WHRAEZEIAZ R “Encrypt and Sign” , WIERAAE “Encrypt” HiEHE, NI
BRI L “Sign” o TR, RIS, BRI A S n s ml AN N A 1 [ 44

TN N2 I A S SCA AL 4 -
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GProgrammer i F i 1§

|| ble_app_ancs_fw_encryptandsign.bin
|| ble_app_bps_fw_encryptandsign.bin
|| ble_app_hrs_fw_encryptandsign.bin

| | ble_app_hts_fw_encryptandsign.bin

random.bin

[ 3-31 MNE N E 54 AR AL

DU Ja 25 R SR A

| | ble_app_ancs_fw sign.bin
| | ble_app_bps_fw_sign.bin
ble app_hrs_fw sign.bin
_app_hrs_fw_sig
| | ble_app_hts fw_sign.bin
| | random.bin

& 3-32 (N EE A1

BOR):)<F

BAFRENLAE B Random Number & — NI SR REN LB . AT N HAE 5, BEHLECCrF
Crandom.bin) 251NN G A SCAFORAFAE R — HSR R o A5 TP & FRURE A BE LB 2 in &g, I mT
SN I Z AT ORAT R BE LA

3.3.6 eFusef& 7~
AT RE S AL EAs B, 3#E\ “eFuse Layout” (eFusef£/rx) TiTf .

@ GProgrammer

hf eFuse Layout

— Offset Name Value Length Comments

u 0x015E Product ID preduct identity

& x0158 ChipID chip identity
x0152 EncMede encrypted or not

171 - .
%0150 SWDDisable enable SWD or not
%014 Config 4 chip configuration
x013C Chip UID 16

g %0122 b (o] o off:

o 0x0124 BT_MAC

3-33 “eFuse Layout” T1HE

FEAUITE © 2021 FEYITTIC TR A BR 2 7]

24
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P Al & F eFuse G A S, W PERMME—FRIRAF C “Product ID” )« WO A ME—FRIRAF ( “Chip
ID” ) . e ( “EncMode” ) . SWD I ( “SWDDisable” ) . BLEELE ( “Config” ) FEI WAL H
e H. KESER. H, “Config” FEIGHEZ /M.

B FBAIEAMEE R, T A “Refresh” #4452 H .

mii “Config” FBI) “Offset” A1 Ebs, "IEIFHMEEE, W 3-34FR. 7R KGEA G
B, AT BB EENE “Config” 25 HAT.

@ GProgrammer

£+l cFuse Layout @
a Offzet Name Value Length Comments
0x015E Product ID 67 2B 2 product identity
& 0x0158 Chip ID 00 A8 27 D4 13 EA 6 chip identity
0x0152 EncMode 0100 2 encrypted or not
111
0x0150 SWDDisable 00 00 2 enable SWD or not
# 0x014C Config 00 00 00 00 4 chip configuration
upgrade_disable ] 1
E . . . 0: PLL-64MHz, 1: PLL-48MHz, 2: XO-16MHz, 3: PLL-24MHz, 4:
1 boot_clk 000 3 . .
PLL-16MHz, 5: PLL-32MHz
o 4 dpad_while_disable ] 1
5 ne_sample_delay 00 2
7 flash_power_up_delay 0000 4
11 spi_mode 00 2 mode0, 1,23
13 clk_fls_ctrl 4 0: 64MHz, 1: 48MHz, 2: 32MHz, 3: 24MHz, 4: 16MHz, 5: 16MHz
17  xip_cmd_mode 00000000 8
s -
Refresh

[&] 3-34 B FF{iia

U035 8R:
B3R IR BANIRAE S, 32K H config 3192 fefuse_config.json3CAt, FHIEE: FreFuse A4 I AR5

I o

337 RECE
Al A MTh R SR B AR B, 3\ “Chip Configuration” U HBCE) T .

AU E © 2021 RYITTE TR B0 H RA R 25
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@ GProgrammer

& Chip Configuration = @
- Init NVDS Area
o
Start Address: | Ox | OL0FF000 Sectors: | 1
& Parameters
i criptio t
111 +

M Unfinished Import Export Write Read All

[&] 3-35 “Chip Configuration” 1M

FH PRI E B A7 A AE O AP NVDSIX 3R 2 50, 5 USERSEFIROM S 4 .
s USERZ¥: M EENHISE, FUH . MR BN S .
*  ROMZB¥: S ROMFISEL, RAVEH MBS EUE, AER e .

35 ER:

© FIRHEUNEIRIIROMSEL,  #95K H config KA T Hnvds_config.jsonSCAT,  FFAE MRS i NVDSH SR 32
. ROMSHEIVEAIYE, S 0K 3-5.

D SN e 11 1P i Rl 74 PTIE [l = =i/ i i P B8 S e

o MHSEA BT RERDIEE, FREERS

%% 3-5 NVDS ROME 3

ID BHER i::3un
0xC001 BD_ADDRESS W B WA W k.
0xC002 DEVICE_NAME BEEELNK.
0xC007 LPCLK_DRIFT BB RGBS B SCA, BB YU A10 ~ 500, HA7: ppm.
0xC085 CODED_PHY_500 15 & BRikCoded PHY, 024125 kbps, 14500 kbps.
0xCOB1 RF_XO_OFFSET wEB RS, 15 J90x000 ~ Ox1FF.
3.3.7.1 #1935 1LNVDS

B ENVDSS il HI F 4R ENVDS X IR e ah it (L4 KBR/INAFFF) Al i F ¥ Sector &

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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Init NVDS Area

Start Address: | Ox | 010FF000 Sectors: | 1

3-36 I ENVDSHE I HiE
FHCE FINVDS X I 5 CAFAE [ Firmware X I HE S, 4 152 NVDSHI AL »

@ GProgrammer

ﬂ% Chip Configuration = e
a Init NVDS Area
Start Address: | Ox | 010FF000 Sectors: | 1
& Parameters
111
0 Can not init NVDS in the area firmware exists. +
ROM Parameter:
L
OK
=]
er LI 00K
o B offset
W Unfinished Import Export Write Read All
[ 3-37 NVDSXIEL S EIHF XL E S
3.3.7.2 I EHEH

GProgrammer > £F— IS BT S FFNVDSH IR 241, IR S80S B AE “Parameters” %113
JEIR
T B IR FENVDS R EAFE S B R T8 75, S 8User APPLIEIEH 21T, @I P 58 ek
Ja, BERPAT “Read All” #:1E, LUHIHIASEUE 15 CAFTENVDSH .
GProgrammerld “Unfinished” . “Same” . “Different” £RSHEIRE, #RAFFIRFHSEZEEE
fEAENVDSHT .
. “Unfinished” JRZ&: TR NEM, Fom MNVDSHELEL R 51 G 1S5 (nE
3-3841IDH0x4000/1Z %) , BENVDSH O WS HUE K E A (nl&l 3-38F11DN0x4001 115
30 .
. “Same” JIRAS: TR NG, FRNVDSHAECHSE, JHHKEMZE. EHFE ok
3-381IDH0x4002/1) S50 .

. “Different” JIRAS: FAR N, FRNVDST OHINSH, KEMSBEMEAHE (K
3-38411DNOX4003 IS HD)

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 27
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GProgrammer

Chip Configuration = @

Init NVDS Area

5]
Start Address: | Ox | 10ff000 Sectorst 1
a Parameters
All D Parameter Name Description Length(Byte) Value Value In Chip
! I ! USER Parameters +
" 04001 testl testl 1 1 01:00
E 04003 test3 test3 1 2 1
_ 04000 0 01
E 04002 test? test? 1 1 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 6 01:23:45: N/A
0xC002 DEVICE_NAME Device Name 4 name N/A
0xC007 LPCLK_DRIFT Sleep k Accuracy 2 500 N/A
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xC0B1 RF_XO_OFFSET XO offset 2 0x0100 0x008c
M Unfinished M Same M Different Import Export Write Read All

& 3-38 iZEIS

3.3.7.3 EASH

BANSHR, FTHRAEMGSANRNSEIN, R)a At “write” %4, K S8UEHS ANVDS.

@ GProgrammer

Chip Configuration = @
—] Init NVDS Area
Start Address: | Ox | 10ff000 Sectors:
& Parameters
111 ,
VSER Parameters The following value will be writen in chip: +
" 04001 testl o 0xC002 : name 01:00
Are you sure to continue?
u 04003 test3 1
04000 0l
E oK Cancel
04002 test2 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 3 01:23:4 WA
0xC002 DEVICE_NAME Device Name 4 name NAA
0xC007 LPCLK_DRIFT Sleep Clock Accuracy 2 500 N/A
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xCOB1 XO offset 2 0x0100 0x008c
B Unfinished M Same M Different Import Export Write Read All

& 3-39 EASH
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L0 5t BR:

© EHSERA N “Unfinished” , MIARTFEES NSH .

o AEEASE, REsaE “Write” #HL, FTSESEIHLES A

© HAERMZANSEPEE “Unfinished” IREHIZSHE, W “Write” #ZHIKBEE, ARTESA.

3.3.7.4 FiHEUSERE
BIEUSERSHT, 15 1% DL R D IR AE
1. S 424, TP HIEUSERSHE 1.
2. IBEZSHUD. BRI, AL KE. E DR Bk .
D Ox
Parameter Name

Description

Type Unsigned Integer
Length(Byte) 0
Value
(® dec hex
Cancel

3-40 FIEUSERS ]

3. miili “ok” fEHIEIN, BISERCHTIE S AL

U {5 RR:

© HHMSENIDAR S AR P OHE S EDHA. FARFE, WK HESIDRER, WK 3-415TR.
© WUERNVDSHEAHFIDIIZH, B IS HO B LS ANVDS.,

© WERNVDSTHAFEIDKIZE, HEZHKEMIFE, Hrid i S 8E v 45 ANVDS.

o WEENVDSHHEHFEIDISEL, HSHKEAR, KIS EEASH S ANVDS, HSHUREER
N “Unfinished” . FAIESHKE, 74 HES ANVDS.

FAUITE © 2021 IRYINTTC TR A% 00 A BR A 7] 29



G@Dix GProgrammerfii il 15 1

USER Parameters

0x4001 existed existed parameter 1 10

sl Add USER Parameter x |
e ——]

1D Ox | 4001
) 0 User Parameter ID must be identical.
Parameter Name duplicated
Description duplicated paramter oK
Type Unsigned Integer
B Unfin Length(Byte) 1
Value 20
(®) dec hex
oK Cancel
E 3-41 2HIDEE
3.3.7.5 2l H

FH P A& EENVDSH [T USER S FTIROM B 44 .

ROMSH I IZMSHAHK. MBI LSHUE, JFHSHENBEA S FBRERRNL KA R
BRARD

USERZHUIRA A “Same” B “Different” I, AN A SROMSE—3, USERSHUIRZE
N “Unfinished” B, MBS SHRBMSHKE.

BERSH, BARMGESEITH SR E O, RiESHER, BE S0 “ok” MM ESE IS EUE
S5 ANVDSH .

Edit Parameter Value x

1D Ox

Parameter Mame ABC

Description abc

Type

Length(Byte)

Value ARAAAAANAAARN

oK Cancel

& 3-42 2 REBE O
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(10 {52 AR :

FEMHISECREN “Unfinished” , HABRUGEHIKE SNVDSH IS K EA—, MHITENEER, S5
AR “Unfinished” RS, AE#E ANVDS.

3.3.7.6 HHIFRUSERE %

FH P H AT ERNVDSH [USERZ H, ASHEMIFRROMZ: %] .

SRJE Rl o AR, RIWTSEHLANVDS R 2 4L

MRS s, Sen ik R ER 240,

@ GProgrammer

>

171

o

Chip Configuration

Init NVDS Area
Start Address: | Ox
Parameters

Al o}

0x4003

0x4000

0x4002
ROM Parameters
0xC001

0xC002

0xC007

0xC085

0xCOB1

M Unfinished M Same

10ff000

BD_ADDRESS
DEVICE_NAME
LPCLK_DRIFT
CODED_PHY_500

RF_XO_OFFSET

M Different

The selected parameters will be deleted from chip.

are you sure to continue?

oK Cancel
test? 1 1
Device Address 6 01:23:45:67:8%:AB
Device Name 4 name
Sleep Clock Accuracy 2 500
Prefer LE Coded PHY 500K 1 0x00
X0 offset 2 0x0100

Import

3-43 fiiFkUser& 3

N/A
NAA
N/A
N/A

0x008c

Export Write Read All

(1 {58 B

© WEEANUserZHL, WA veee KR, ATSCHLUSERZEIHEE M ER .

© WRARNZANASEHHEEROMSY,

cecte PRREGHEE K (B “Remove” INEEWZZER) , AARGM

3.3.7.7 A5 5H

GProgrammer X Frf SR P BT (ZEALFR. ik, KEME) SH NjsontsHC & S, ALK

WA T N B S IR BB R R

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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@ GProgrammer

Chip Configuration

Init NVDS Area
Start Address: | Ox
Parameters
Al D
USER Parameters
04001
0x4003
0x4000
0x4002
ROM Parameters
0xC001
0xC002
0xC007
0xC085

0xC0B1

W Unfinished M Same

10ff000

Parameter N

testd

test2

BD_ADDRESS|
DEVICE_NAM,
LPCLK_DRIFT

CODED_PHY |

ch ==
G J=|& » HER » Windows ©) » ~ %2 || 2= windous < 2|
ER v FETEE = O @
e s e EEE
B T# . inetpub 2018/5/28 14:00
=i = | Intel 2017/9/4 14:50
% BEAEEE MSOCache 20177911052 |
|\ OutBackup 2017/9/1 13:28
e Ji PerfLogs 2009/7/14 11:20
|, Program Files 2020/3/13 10:28
| Program Files (x86) 2020/3/31 11:23
- Jls=g . o
B Windows ProgramData 2020/5/25 9:14
[clowes;(C) | Python27 2019/1/31 11:32
s Data (D3

&

e

] v

THEMN): nvds_configjson

RF_XO_OFFSE

M Different

T

XO offset

0x0100

Ul

Sectors: | 1

Value In Chip

N/A

N/A

N/A

N/A

0x008c

Import config file

Write

Read All

& 3-44 SN

BOR): <

© RABEXME, XS HSERARTSIRT RS
« BESHUE, AN SHEE IR, DI R E R BN

3.3.8 & HE

s 2 M ae AR EER B, 2 “Device Log”

(B HE) .

FEAUITE © 2021 FEYITTIC TR A BR 2 7]
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@ GProgrammer

AO04
1

A0OS
i A006
A007

E AD08

A009
o A00A
A00B
A00C
AQ0D
AOOE
AOOF

AOL0

Device Log @

CONTENT

HARDFAULT CALLSTACK INFO: RO-00000000 R1-00000000 R2-00000000 R3-00000000 R12-0000000A LR-01020581 PC-01015FEC XPSR-61000011
HARDFAULT CALLSTACK INFO: RO-00000000 R1-00000000 R2-00000000 R3-00000000 R12-0D2E6465 LR-010058AD PC-01015FEC XPSR-61000011

HARDFAULT CALLSTACK INFO: RO-00000000 R1-00000000 R2-00000000 R3-00000000 R12-0D2E6465 LR-010058AD PC-01015FEC XPSR-61000011

Read

P B v H A

#HERFER.
FAk, il

. ascii ()N
:

b \v

[ 3-45 “Device Log” T1H

U A B AR, wi R HEE R ER T
TR 2 “ascii” , RRUFAHFERERHEREE, WK 3-46F7r.
T RAZHDI B E “stream” , KpRLLFTREAERHEGER, WHE 3-47F7R.

RO IBAT R ERERE R . Al “Read” H%4H, BRI AR EEHL IR

Device Log @

CONTENT [ ci @)

HARDFAULT CALLSTACK INFCr

HARDFAULT CALLSTACK INF R1 0 64 S8AD PC-0101SFEC XPSR-6.

HARDFAULT CALLSTACK INF(

3-46 IFFHHREREE

A002

A003

AQ04

Device Log @

CONTENT a

484152444641554C542043414C4C53544143 4B 2049 4E46 4F 3A 2052 302D 30 303030 303030302052312D 30303030303030302052322D 3030303030
303030 2052 33 2D 30 30 30 30 30 30 30 30 20 52 31 32 2D 30 30 30 30 30 30 30 41 20 4C 52 2D 30 31 30 32 30 35 38 31 20 50 43 2D 30 31 30 31 3546 45 43 20 58 50 53 52 2D
36313030303031310D0A

484152444641 554C542043414C4C 5354414348 2049 4E464F 3A 20 52302D 30 303030303030 3020523120 30303030303030302052322D 3030303030
303030 2052 33 2D 30 30 30 30 30 30 30 30 20 52 31 32 2D 30 44 32 45 36 34 36 35 20 4C 52 2D 30 31 30 30 35 38 41 44 20 50 43 2D 30 31 30 31 3546 45 43 20 58 50 53 52 2D
36313030303031310D0A

484152444641 554C542043414C4C 5354414348 2049 4E464F 3A 20 52302D 30 303030303030 3020523120 30303030303030302052322D 3030303030
303030 2052 33 2D 30 30 30 30 30 30 30 30 20 52 31 32 2D 30 44 32 45 36 34 36 35 20 4C 52 2D 30 31 30 30 35 38 41 44 20 50 43 2D 30 31 30 31 3546 45 43 20 58 50 53 52 2D
36313030303031310D0A

& 3-47 AEFREAERBE

3.3.9 1T

GProgrammer$2 2N 24T FE ¥, GR551x_console.exef1GR551x_encrypt_signature.exe.

FRALITE © 2021 ARINTHC TR (i A PR A =
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*  GR551x_console.exe ™| J{d FH /" ELHAS FH Ay AT 58 U 4 T B ANFlash i B S5 R AR Th e 4k .
*  GR551x_encrypt_signature.exen] J5 % F /7 B3 45 FH iy 247 56 BT 4R B9 0 5% I 28 s AU A4 4E

3.3.9.1 GR551x_console.exe

AT R GR551x_console.exelf1{# 5 18 1R .

=

Do

HHE “TVIRSIR > A QPR

2. ffifcdfr 4 ik NGProgrammerZ:3 H 5% .

» BCEAEBAT AR R “emd” BRI, FTOT

— s
“r TR

l@

3. HIAGR551x console.exe commandfi AT eAHRNEEIE. KT “command” BARHER, S

3'6 o

command

program

erase

eraseall

download

3% 3-6 GR551x_console.exe ST ¥R #p 4

Thaetaik

RS A2 Fr P Flash

PRI AR R bk B A FRRS P S Flash 2
#

PEBR 42 HU Y B Flash £l

TR S Z S N EBFlash

LRSI

program <firmware file path> <run
immediately:y | n>

A

* <firmware file path>: 1% & E{F 3¢
%42

<run immediately:y | n>: FESERUE
Fe 15 5 RIS AT [
erase <start address<hex>> <end
address<hex>><force erase when conflict

with firmware/bootinfo/nvds:y | n>
S UL

* <start address<hex>>: [ X 35 (142
GhHhE (163D

* <end address<hex>>: &[4 X 35 (1 45
FHhE (16D

* <force erase when conflict with
firmware/bootinfo/nvds:y | n>24Fll
[E 4. bootinfo. nvds[XIH R
JG, RS EIR R

eraseall

download <data file path> <start
address<hex>><force download when
conflict with firmware/bootinfo/nvds:y |

n>

LT © 2021 IR TR A A IR 22 7]
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command INREdEIAR R A NS HRAA
S UL

<data file path>: £§ N EEHE A%

/4
7

<start address<hex>>: F#K[X 15k fr)iEC
fathl (16D

* <force download when conflict with
firmware/bootinfo/nvds:y | n>: 24
FOE M. bootinfo. nvds[X o2
JG, FETRURE] TR

writeefuse <Encrypt Key Info file Path>

<Mode Control file Path>

. ZHULI :
FtEncrypt Key InfoflIMode Control XX E'5
writeefuse .
AeFuse <Encrypt Key Info file Path>: Encrypt
Key InfoSCHF#% 4%
<Mode Control file Path>: Mode
Control 34 #6545
reset BN RE reset
help BEHRAWLSHWER help

LM flprogramfy & FE—MEASCIE, FFRE TRSERUA LA TZE A A5, AR08

GR551x console.exe program “C:\ble app hrs fw.bin “ y
programfy & HATIFEF & L Eon N, WK 3-487R .

B =R C\windows\system3Z\cmd.exe

3-48 #\{Tprogramfr L1312

L) 354 8R:
GProgrammerfir 217 FE > GR551x_console.exe Fl FLTH R 7 62 &) I FH o

IR © 2021 T IE TR B A PR 24 7 35
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3.3.9.2 GR551x_encrypt_signature.exe

4.

WA 4T RS GR551x_encrypt_signature.exelf) i L RN R

Lo e “TFRSEER > AT, BEEBITAHEEPRA “omd” JE[EIZG, FTOT “ar PR EW
DO

2. fHfcdfn ik AGProgrammer: 3 H 3¢,

3. HIAGR551x encrypt signature.exe --parameterSEf{iffE. KT “parameter” HAkHH
W, 20 3-7 . T RBIHEHRSH %gﬂ%%%ﬁmWfﬁﬁGRSSlx_encrypt_signature.exe
--helpi 2 HITEE.

%% 3-7 GR551x_encrypt_signature.exeB'E S8 5IFR

2 biz:puy

operation I N B E NN HAE, S8UE T IED NencryptandsignEi# sign
firmware_key FH T In s 25 838 UM (M firmware. key (1 ¥ 4%
signature_key FHF I N s U i sign. key i 4%
signature_pub_key FHT- s n s sl #3025 Ksign_pub.key 142
product_json_path FH TN n2s 83 UM 25 M product. json 1 B 42
rand_number FH T 02 25 83 UM 2 (random. bin {1 %45
ori_firmware FE N 028 B AN 28 1 iR 4 4 1% 45

output TN InAg: fa s (N A8 B [ 1 CR AT B A2
random_output T g Bl AN A5 A FH PR BE LR ) R AT R A2
help BRFEIE R

LI a3 ou b, A a2 09:

GR551x encrypt signature.exe

—--operation="encryptandsign"

--firmware_key="C:/eFuse/firmware.key"

--signature key="C:/eFuse/sign.key"
--signature pub_ key="C:/eFuse/sign pub.key"

--product json path="C:/eFuse/product.json"

--ori firmware="C:/firmware/ble app hrs fw.bin"

—--output="C:/firmware encryptAndSign/ble app hrs fw encryptAndSign.bin"

--random output="C:/firmware encryptAndSign/random.bin"

HAZEEME “C:/eFuse/” N3.3.5.1 eFusei B 1, i “Generate eFuse File” %40l J5 F J & B0 S0
R .

*  —ori_firmware="C:/firmware/ble_app_hrs_fw.bin": JF%f &1 AR

*  -—-output="C:/firmware_encryptAndSign/ble_app_hrs_fw_encryptAndSign.bin": {RAFINZE 0% fa [ 44 1
PRAT o
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s hn sy A PAT E RE an i 3-49FT 7R o

B BER: Chwindows\system32\emd.exe

Microsoft Windouws [ 6.1.766811
t Copporation. {fgg

C:“Users™ >cd "C:“\Program Files (x86>“Goodix“GProgrammer'

IC:“Program Files (x86>“Goodix“GProgrammer>GR551x_encrypt_signature.exe ——opepratil
lon=""encryptands irmuare . " signature_key="C: e

" ——product_json_path=""|
C: /eFuseproduct . json" ——ori_firmuar YERY i _fu.hin" ——outpu
"'C:/F irmware_encryptAndSignsble_ap encryptAndSign.bin" ——random_output=""|
:/firmuare_encryptAndSign/random.bin"

C
il
2
3
i
5

fhash
B580dcB3e?142230d01213e4ceadB267FBF0A6 6391 304dF d6162801a91824a
[buf : Bxed,BxF1.B8x11.8xd5 Bx92, Bxcl . OxcB . Bxl6 . Bx91, Bx94, 0x2c . Bxel . Bxfl,

-Bxed. Oxbe . Bxde . 800,
ec8 . Oxcl, Bx92, @11,
B, 8x12.0x13 . Bxed. Bxa3.

-8 -Bx93 . 0x1c.B -Bxbl,Bx45.Bxdh, Bx66 .
-Bx?d.0xf?.Bxe2 . Bxhe . ~BxcS . Bx31.8x53 . Bxlf .

buf : @xeh.BxB1.@xca.Bx8d.@x5h, Bxhd . Bx67 . Bx48 .@x15 . BxBA7 . 0x89 . Bxch . Bx55 .
Bx8e . @x48 , Bx2c . Bx51 . Bx48 . Bx06 . Bx?h . Oxcf . Bx05 . Bxda. Bxbc  Gx43, Bxdh. 887 .
0293 .

C:“Program Files (x86>“Goodix“GProgranmer>

3-89 PUTMEME A SiTE
3.3.9.3 AP B E X Windowsl Z

R AT B XS Windows JIAS SO, SRR dr &ATHEF . #EGProgrammer ) 222 H 3%
frIGR551x_script H 1, 77T 24N Bl A ST A«

encryptAndSignatureFirmware.bat il 2<% F [F] 2% H % W firmware_origin.bin XA FleFuse H 3%, A2 U5 i
PR fF S| firmware encryptAndSign\firmware encryptAndSign.binigitH.

program_Firmware_EncryptAndSign.bat il A e 55 43 N #Flash, 2RJE R
#H firmware encryptAndSign\firmware encryptAndSign. bin&AE A ) [ 4 2 A B Flash

3.4 GMF03x &%)
AR FEFE BN HGCMFO3x R 515t A ) GProgrammer I BE#E1E

341 A M
EFEGMFO3X R A )5, 333k NGMFO3xits F 5t . #5443 ST

IR © 2021 T IE TR B A PR 24 7 37
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& Memory & File

Device Memory

nnnnnnnnnn

Address: ) 08000000

&
# Address
i ]

Open File

Address: | 0x = 00000000

Address

E#r IhEEEFR
Memory & File
Programming &
a
Erasing
User Option Bytes
a Help
\ vabariax
3.4.2 H1HEIE

Connect

Size (Byte) 0x 0 Data Width: | 8 bits

3-50 GProgrammer#X {4 3 A H-GMF03x & 5]
ARSI M ThEe S CEARFEIA IR 3-8 ), A M NThEEHAE X 5.

ik

S AL T

ATz EbE,

RATZ AR,

ALY

% 3-8 THRESAAZIER

HEN “PAE/SCET AR IR

HEN “ORFE/ERR T AR U

BEN PRI E” BAF v
BEN AP AUl

FHP AT B H AR AS EWLZ RIS
MBI B ©, FRIFERAE IR, AR ©, WG IFRREUZ B -

FEAUITE © 2021 FEYITTIC TR A BR 2 7]
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& Memory & File SWD UART

Device Memory

£+ 3
-~ Device:
------ 3 0000 Size (Byte] Ox 100 Data Width 8 bits
# Addre 2 E Speed 4000
0 Connect
Open File

[ 3-51 T EHREIEER
GProgrammer 3 i SWDALH 19 Fid 4% 7 1

+  SWD##E
ESWDIER: AT, HP A HAEA R “Speed” , BT[] fidi “Connect” #%41ZEH: HARMK .

@ SWD UART

Device:

L |

Speed: 4000

Connect

3-52 SWDiE#E

FRALITE © 2021 ARINTHC TR (i A PR A =

39



G@Dix GProgrammer g A it A

o H1 (UART) %%

FEH L (UART) B35 0R, AP ATIRYE LRt OLECE A %5 “Port”  (FEJGsith “Refresh” 4l
R OS5, FEFFIEMS OS5 o PR “BaudRate” MAHILK: “Parity” , HALZHIIR
WEEEA B

ZHACE UG, Sl “Connect” $24HERE H AR

©

SWD UART
" Ok

s Port COM
F Baudrate: 115200

Parity Even

DataBits:

StopBits:

FlowControl:

Refrash Connect

3-53 UARTZE#E

HARBCES I 5, ERE B IARCR B S GE IR, 124 © KA @, TR LAl ERIRE N “ i
7 o [, R SRR AR, RISEPRE R B AR S A RS

o Connecting to product: GMF0313C6PI
OK

[& 3-54 EZBIMRIS R ES
R WITERE, HOOSE 0 I ERE RN, A5 S “Disconnect” $Z4A1RIT] .

AU E © 2021 RYITTE TR B0 H RA R 40
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3.4.3 N7/ H3R1E
A MR S MK E A B, 3N “Memory & File”

SWD UART

Device:

Spead:

Disconnect

[&] 3-55 W FF s

AR/ SO T -

@ GProgrammer

a Memory & File

Device Memory

Address:

# Address

0x08000000 28
o 0x08000010
0x08000020
0x08000030

0x | 08000000

0x08000040
0x08000050

DU B o oo o
R T = A=

0x08000060
Open File
File:

Address: | Ox = 00000000

Address

[SINE)
(]

Size (Byte): | Ox | 1250 Data Width: | 8 bits Read Dump

W oo oo o

[EIE R ]
O A W

(SR R )

Size (Byte):  Ox | 0 Data Width: | 8 bits 0 /0

3-56 “Memory & File” T1[H

FP RIS R A AT B S A, [ IE T & binMhexSCIF A 2 .

3.43.11E5R 7

RUP R NAFEAT IR EERAE, B AP AR ORI K i) A 5 N

FEAUITE © 2021 FEYITTIC TR A BR 2 7]
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e AT

MBI, 15 5 B BB (i ah bl “ Address” FIEHEKE “Size(Byte)” , T
&7 “Read” ##4H.

FEAE R, R EIERS AR BN, F IR S “Data Width” N hiHEE $£4%8 bits (F
F) . 16 bits (7)) 832 bits (7)) F RN EIE .

[&] 3-57 NI TRIEENBURE
A, S “Dump” $Z4L, APREEEEUR B SRAT N AR Hbin SO

L1 {5 BB
FaEHHE “Address” A4 R FE .

5t
P TS R R, D P K
R, RSSO, R SR, BURE R,
TEINCE
= . , — __
e 5330 ——
3-58 EAFE AN KR

[0 355 BR:
Mifi “Size (Byte)” FAAME, wYIH109E ] 516 HI KRN . BIR.

3432 B

I FE T A biny hex S EAE A 25

s “Browse” %4, MAHLIRINSCHE, SRJ5 s “Data Width” FHIAE, EFERAER T (8
bits. 16 bitsE{32 bits)  F4b, KN “Size(Byte)” WM E B I LUE R

LT © 2021 IR TR A A IR 22 7] 42
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Open File
File:

Address: | Ox | 00000000 Size (Byte): | Ox | 150000 Data Width: | 8 bits

o

)

Address

o
r
B
in
ra
S
5}
5}

0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050
0x00000060

ry

[
[
[
)
=]
o
[

-
S

[
8]
=
[
S
o
w

[
[
)
o
o
o
[
[

n
5}
5}
r
B
"
n
ra
S
o
n
5}
5}

[
[
[
)
r
)
o
[
o
o
[
5]

3-59 RR"bin XX fFAE

ARATIF IS ahex SO, FIAER] “Browse” 4441 T U7 IR TUZ A, DLHREN B hex S % B T N 25

Open File
File:

Address: | 0Ox 01000000 Size (Byte):

8]

Address

0x01000000
0x01000010

o

w

(&)

Data Width: | 8 bits 1 /

& 3-60 hexXC ) TUE 7

3.4.4 Flash#1{E

A A TR SR 0 AR B, #EN “Programming & Erase”

@ GProgrammer

(Flash$/E) TLIHI .

Programming & Erasing

Flash Programming

File: | C\Users\hejie. GOODIX\Desktop\test\dump4.bin

Starting Address: | Ox | 08000000

Flash Operation

All Page Start Address Size (Byte) Read | Write Write Protection

0 0x08000000 1K Mo Protection | Write Protected

1 0x08000400 1K Mo Protection | Write Protected ®
2 0x08000800 1K Mo Protection | Write Protected

3 0x08000C00 1K Ne Protection | Write Protected

4 0x08001000 1K Neo Protection | No Protection

5 0x08001400 1K Mo Protection | No Protection @
6 0x08001800 1K Mo Protection | No Protection

7 0x08001C00 1K Mo Protection | No Protection

8 0x028002000 1K No Protection | No Protection

9 0x02002400 1K No Protection | No Protection ®
10 0x08002800 1K No Protection | No Protection

1 0x08002C00 1K Neo Protection | No Protection

12 0x02003000 1K No Protection | No Protection

Browse

Pregramming Options: Skip flash erase before programming Run after programming

Programming

~
~

@

Erase

& 3-61 “Programming & Erase” T1TH

R AT BEAT FlashZ e #5BR DL RS/ 5 OR9P #R A

FRALITE © 2021 ARINTHC TR (i A PR A =
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3.4.4.1 #4%#%Flash

HuFEFlash P /E DR AT
1. fiii “Browse” WEHFFFE M (SZFrbiny hexXCfF)

2. REmEEGHIE,
3. WCEmMAEEIN (RFEAT R S #BRFlash. Zifija & B RIS IT R F)
4. gl “Programming” 14T Flashgmfz .

Flash Programming
o

| File: DA\EREF\GProgrammer-1.2.4-ia32-win\snapshot_blob.bin Browse

| Starting Address Ox | 08000000 9 e| Programming Options: Skip flash erase before programming Run after programming |

Programming

3-62 #w#zFlash

1" 354 8R:

o ENEBEAE SO Ahex U, MG R B S ia il “Starting Address” FlgmFEAL B LI “Starting
Address” .

o kbl “Starting Address” A4 TR 5F .

3.4.4.2 #2[&Flash

GProgrammer> ##{% 7l (Page) #£FkFlashE 17X (Flash Memory) . #1ERT, 7 ocik ks
HIPage, FFiiii “Erase” T4l

Flash Operation C @
Al it ite Pr ti
K
‘ @
K
K
1K
. @
K
K
3 1K
] K @
10 K
1 K
12 1K
Erase

3-63 IRTUIER

Y35 8R:
FiPageb T HLRPVIRE, WA BESEAT R EAE .
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FAN, Ak AN BIEHE, kg T A Page (& T HIRTVUIRASIPage) , H AT “Erase” $&HIAT
— IR 4 R R T A Page

Flash Operation o w
All Size (B Write Protection
1K otection
1K otection ®
] 2 1K otection
3 1K otection
4 1K otection
5 % otection )

6 1K otection
|
7 1K otection
2 1K otection
g % otection )
10 1K otection
] 1 1K otection
12 ® o Protection

Erase

3-64 2RI
3.4.4.3 Flashi&/ 5 R4
GProgrammer3 £fFlashi/ 5 R E -
© BRERIP

BWEBRG, KAREXTFlash DI AT EERAE, HAFESDT 30T R XA . fESWDIERTT
N, KA BEXS Flash EAFE X HEAT 38R AE, 7EUARTEER TR, T A Flash XIS BE#EAT BL 8R4

U0 358R:
o0 ER E R, WA A FHUARTIE 7 .

iy “Flash Operation” BR824 M H @ $%4, w3 ESRRY .

Flash Operation C
9

Flash X

o} @

& 3-65 & B iEfRIP
BB I G, ©IZHS R W, St @ USSR, RS ERFlash A X

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 as
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© By

WEBEERY G, $8ERFlashXEEAREIITS5#E, BHSHAP REELURX (Sector, 4/ Page) NI
AT HAE
s FE T “Write Protection” FIH W %4, nJ & B SR

Flash Operation C @
- n
o Set flash sector [0] PROTECTED, are you sure to n
continue
oK Cancel [0}
[ 3-66 R E S RIF

WESRIPRIIGE, O AR Y, [FISectorxf I ) % Page ) R IEHER A vl 2)ik . sty © AlI
HERY

3.45 B PEINFDELE

Al A MTh e SR B AR B, 3 “User Option Bytes” (&I A &) TUH .

@ GProgrammer

& User Option Bytes e

User Data
Data0: | Ox | 44 Data1: | Ox | 45
User Parameters

Use software watchdog No reset generated when entering Stop mode [] No reset generated when entering Standby mode

© & ©

Boot from system flash when BOOT0=1 VDDA power supply supervisor enabled RAM parity check disabled

Refresh Apply

[®] 3-67 “User Option Bytes” T1iH

FH P A S EGE B B R Pk T2 (User Option Bytes) Z¥{E 8., . REMEHBKMAE . 275
MFlashJE 5. RAMZA (R PERI6 2%

SHBETRIG, M “Apply” L, R EIUF A R E SR TS
FAh, midr “Refresh” 1%L, TSRS DS 7 o P 001 R EAS 2.
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3.5 FEEE B
i IR SR R R B, HEA “Help”  (FEBN{ZE) .

@ GProgrammer

Help @ SWD UART

a About GProgrammer
Device:
GProgrammer 1.2.14
a # GProgrammer is a flash programming tool which supports the GR551x and GMF03x series SoC designed by Goodix. It has the following features. | Speed: 4000
‘
The GR551x Series The GMF03x Series
|I| Connect
® Firmware Programming * Read/Write SRAM 4
e Internal/External Flash Operation * Display the content
m ® Encryption and Signature » Download and eras|
# ® eFuse Programming and Layout ® Activate flash read/]
® Chip Configuration * Configure user opti

E Copyright©®2020 Shenzhen Goodix Technology Co., Ltd. All rights reserved.
Feedback
i -
Feedback

If you have any questions or suggestions, please send an email to: software@reg.goodix.com.

About Goodix

Goodix Technology (SH: 603160) is an integrated solution provider for applications based on IC design and software development offer|
GmDIX software and hardware semiconductor solutions for smart devices, loT applications, and automotive electronics.

For more information, please visit Goodix official website: www.goodix.com.

5] 3-68 #EN T E
GProgrammer i P 3L 13 B SO FE, B
. About GProgrammer
1 GProgrammer P RAE B LA DI RERS 1
. Feedback
W%} GProgrammer X A AL R R, 7] A& BB 2 software @reg.goodix.com.

. About Goodix

N T i £ Goodix = M5 B, 715 7] Goodix B M www.goodix.com.
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