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*  Flash#fF

« HlESRER

* FHEOUfFEeFuse
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* FLENVDSSHL
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© SRR ATERAE

GProgrammer X {4 54T, @il 1-1F7R.

@ GProgrammer

£+l Firmware @
ﬁ PHORCE FEEE Firmware File
User App Firmware:

a @ Image Info
| II mage Name: : Run Address:

Unused Version: Size(Byts):
# . NVDS SPI Access Mode: Boot Delay:
E M Existed CheckSum: 9 Check Image:

Download Load Address:

o Delete Update

[ Cverlapping

Undat e s @ Unfinished Events
pdate  app_hrs @
No. Action Description

1 add Add and download ble_app_ancs_c_fw.bin
2 add Add and download ble_app_hts_fw.bin
3 startup Start up ble_app_hts_

0x0100 2000 | |

Refresh Add Delete Startup Commit

[&] 1-1 GProgrammer&i £ EH
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IEfE5ThY GProgrammer FHiEmS

GProgrammer DT ITRIERL -
BT e

FE TLink

BIIH ()
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A& T EA 4IGProgrammer %5 D RE B UL R AE AL

3.1 &R
i I GProgrammer 2 Rl 155652 i ENLS B AR PR ER:, Wik HFSWDIZERE A R 5 K.
SWDiEHE

HePESWDHESE T 3NN, P 75 68 F)-Link £7 FLASKGEREPCAT HARKR . A FH USBERKE 117 HL 45 ) — Y
SPCHRE, fE HIAEIRERE U7 FLAR 10 53— 55 F ARAR L R i B

Host(PC)

Micro USB Cable

J-Link

Dupont Wire Cable

3-1 EH5 BARR B0 EIRAEE
J-Link 7 LS 50 F B VB EE B R AR U T

R 3-1)-LinkfAE S EMER R X &

J-Link{F E 2R E R GR551Lx:0s & i

vce vce

GND GND

SWDIO GPIO_1

SWCLK GPIO_0
(BUET=Y:=P

WS H AR SR T )-Linkfi BLAR S A, P AT E B FHUSBZREHPCE B ARt
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R LERT AU, P TR AE ] N USBEL L IR BORE L ML S HARIR . {3 FHUSBL R #2
BRI — i 5 PCARIE, (8 AL FRER AR 53— 55 HARAR B (08 P 7 AT I

Host(PC)

Micro USB Cable USB-to-Serial

Converter

Dupont Wire Cable

& 3-2 5 B RE) EIRAEE]
B0 R 8 IR R BLSG R IR

R 32 EEMS BN ERMERN XA

HERINER GRS51xits F & i
vce vce
GND GND
X GPIO_1
RX GPIO_0
RTS CHIP_EN
(10 {52 AR :

5 H bR AR T USBEE HE G B, P Al B HUSBZR & H2PC 5 H AR

3.2 HikE!

i HGProgrammerttf, WAZISGIESRE H AR EI SRS, R R4 AR “OK” &4, ARl
AGProgrammer{F 3+ 5L .

(035 BR:
Ja ZliGProgrammer/5, BRI GES FriE B UL TR
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@ GProgrammer

Y Filter Settings C Find Products

Products v

GR351x series is a h nal hip (SoC) suppo uetooth 5.1, making it an ideal ci

Internet of Thin rgy (LE) application:
3 Part Number > : o o e
Peripheral.
28 Series >
fiii Core >
[&] Memory >
M Package > ltem list 5 items
< Peripheral 5 Part Number Core  Frequency RAM Flash  Package Peripherals
Kit N @ ‘GR3513IGND Cortex-M4F  64MHz 236KE 1024KE  QFN36 2 xQSPI, 2x SPI, 2 x 12C, 2 x 125, 2 x UART, 1x ADC, 1 x ISO7816, & x PWM
its
GR3515RGBD  Cortex-M4F  64MHz  256KB 1024KE  BGAGS 2 xQSPI, 2xSPI, 2 x 12C, 2 x 125, 2 x UART, 1x ADC, 1x 1507816, 6 x PWM
GR3515GGBD  Cortex-M4F  64MHz  256KB 1024KE  BGASS 0x QSPI, 2xSPI, 2 x 12C, 2 x 125, 2 x UART, 1x ADC, 1x 1507816, 6 x PWM
GR3515I0ND Cortex-M4F  64MHz  256KB OKB QFN56 2 xQSPI, 2xSPI, 2 x 12C, 2 x 125, 2 x UART, 1x ADC, 1x 1507816, 6 x PWM
GR3513BEND  Cortex-M4F  64MHz 128KE 512KB QFN40 1xQSPI, 2xSPI, 2 x 12C, 1x 125, 2 x UART, 1x ADC, 1x 1507816, 6 x PWM

& 3-3 5 RERA®
(RS P R TTIE , 2 N 2% PR B BTN, AT S R R AR . PP TP R 5
ARV Wi WAERAN ERRIAM s 380 S 34T = i ik

1 58 B

SR e R G B PR RIS oAb, JRARS A I A A IR ARBUE 2 EE S, ESHZ RIS 14
Tt

3.3F /M
EPEGRS5IX AT 5, ik AGRS5Lx:Es Fy 6 B B4 3= i, Wi 3-4F 7
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@ ‘GProgrammer

# Firmware @
] 0x010F FFFF
o Firmware File
5 o
User App Firmware:
é
® Image Info
|I| Image Name: Run Address:
Version: Size(Byte)
# SPI Access Mode Boot Delay:
CheckSum: Check Image:
E Unused
Load Address:
o W nvDs

[E] unfinished Events

No. Action Description

Refresh Add Delete Startup

3-4 GProgrammer#X {4 £ R H-GR551x & 5]
ARSI M N Thae SRS (BARFEIAR LR 3-3) , AN NThREEAE XK.

#® 3-3 HRESFAAZIE TN

El#R IhRERFR iR

a8 Firmware iz bR, BN R B T

5] Flash Rz ERE, #EN “Flash” #AETUH

a Encrypt & Sign Az ERR, #EA CINEINEE” B T
1] eFuse Layout AEZEbR, N “eFusef@R” HAETH
o] Chip Configuration iz ERs, BN CNATRE” BRI
a Device Log Mz ERE, A CWEEE” BIERH
a Help Az ERR, BN B #RAE TR

3.4 EIEETE
FE PR ER ) L BRAR 5 L2 A e

RAr AT B ©, FREIRERE MR FXad O, AR IFREIZ R -

GProgrammer 32 FSWDA E 1 Fide 4% 77 3

s SWDi%EEE

Connect

FESWDIER T AR, HP ABRRCE g R “Speed” , HIR midi “Connect” A4S H AR -
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Connect

& 3-5 SWDiE#E
«  HI (UART) %%
FEHE (UART) HEHET7EUN, P Al AR 4 SE bRt U RC B 8 5 “Port”
M543, FHEBIERR S 05 B, HMSHBALE AT,
S E SR SG, midi “Connect” $Z41IER: HAR.

Parity:
DataBits:
StopBits:

FlowControl:

Refresh Connect

L hdodad

3-6 UARTIEHE

(F Hidr “Refresh” A0 ELER

HARBCER TG, RS BIACR B SR IFFGE. FIRF, 24 © AR 0 , Fon Ll IR

N CEHERE

MW ERE, RS O, JTITERAE PR, )5 A “Disconnect” AT,

JEAUITA © 2021 IR A A R A 7
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3.5 [Ef4

sl ZE Mg S AU f s bs B, #E “Firmware”

@ GProgrammer

£+l Firmware

3] 0x010F FFFF

" Unused

# W nvDs

E . Existed
Download

o Delete
I Overlapping

Update

0x0100 2000

Disconnect

3-7 R FFER

Firmware File
User App Firmware:

@ Image Info

e s @ Unfinished Events
 app_hrs &
No. Action Description

CLE AR DU

mage Name: Run Address:
Version: Size(Byte):
SPI Access Mode: Boot Delay:
CheckSum: Check Image:
Load Address:
Update
1 add Add and download ble_app_ancs_c_fw.bin
2 add Add and download ble_app_hts_fw.bin
startup Start up ble_app_hts_
|
Commit

Startup

[ 3-8 “Firmware” T1[H

P Al User APPJEIE: R %k 25 Flash#70x01002000 ~ OxO10FFFFF)IZE 4L 25 H]

3.5.1 NEEH

GProgrammer DL JEAL 75 2L 7Flash Firmware Layout (UM 3-9FT7~) , BB P W T fdéFlash A & £

DX IR o G O -
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0x010F FFFF

Il Overlapping

Update ble app hrs O

Refresh | | Add | | Delete | | Startup
& 3-9 Flash Firmware Layout ;< =[5
GRAKE) = T FEIFlash % 8]
W (FEC) - RAEBRAREFINVDSIX . FEARE R E %X,
GRIKE) « FeBRITIE F,  fible_app_ancs.
(Jkgkte) « fF FEME:, Wible_app_hrs.
W GRG0 . CAFLETFlash [, fiible_app_bps.
W) - AER S R I E S X, Wible_app_T3ufllble_app_hts.
F P R BRE PRI, DL T D R R

1 gl “Add” #%5H, MWAHWESINT T EAME SO B Scainfs, ol &8 2zt R EgE
B, BlunE g Sc g E . EfFimage Infofg & .

2. gl “Commit” 4%4H, R SR #EFlash,
TEGERSE, #layouts B T R AN “CIRER ), MRS BRI BN

(1 {58 B
1 FEERINE, KBS MERR H AR Flash 2B S A7 7E (10 [ 4
2. FERFEMERN, W SRERAILInk S, GR5515 Starter Kit 7T R M C k& E IEH FEE M. GRS51x:
B ET o geAh THERRAR S (RIFF S 1 MR U B 44 IEFEIZ24T) Al Jad% N GR551x Starter KitFf A& i

() “RESET” %, JRIAIRRLRD /A BT R A F. dsRABIRTCIE TG 1, FI#ERRFlash)a, HHT T
[

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 10
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3.5.2 #R1EF7

H P —IREPAT 2 N84, Bl —RE NS EAE, A B BN P AT R
TESR “TiAE” , 75t “Commit” &4 A4 2 HIEHPAT, F HEAEFHPEAE “Unfinished Events” #2H1
Wor, W 3-10F7R.

Unfinished Events

1 update Update ble_app_hrs image info

2 delete Delete ble_app_hts_

3 add Add and download ble_app_ancs_fw.bin

- add Add and download ble apo bos fw.bin
& 3-10 #4EFIFR

F P AT 1 ] 14 A A

& 3-4 EfHFHRIE

BAERR 1BIFRE i
s “Add” FAL, A HB ST R ST
SAh, AT B B R B A S
R
FEP S 7 BRI, ARG Al TR
FEIRBCA T H AR Flash P I EHE R . A “Refresh” J&, £ ELIEHAT .
a5 “Unfinished Events” £t 245 H bRt Flash o [ 4 0 R BT HRAE, 0 “IF
R 864 Refresh URIEAT” B CTEEIREAET BB AX B R BT ERE R R i AR R
M, H “Add” fHA “Commit” [ {FfStartupt(E A SHRAD , eSS Hth &l
HE.
T MBS HARHR Flash o A7 AE ([N . 7 Flash Layoutss i P&l gk v A5 M B [ 12F 4R ) o5
i “Delete” f44l, ZMEfFEAEMIRK M, H “Unfinished Events” HUKiHE fii— %k Delete
b e £ Delete (=
1iRB
“Delete” A H M B3 B2 [ ¢ il image Info, A2 B A7 fik X S SE B ) [ 12435 1B
T E A R BT, BR85S SRS AT [E R . 7EFlash Layout/ &5 & i i [
BE A B0 Startup . ShJE ik “Startup” $%81, ZELFRA NI ZR © BA5, H “Unfinished Events” 1
eI —SkstartuptfE. BIHEIT)E, SRS EEBTF.

VR ¢ =
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BAERR BIERE
F8 5B H Anti Flash 1 CLAFLE I B 44 115 /&« 7EFlash Layoutrs & B FR g R AR BRI 14, 2R
S E R (BMUEMNSEIE BB TRt , &aad “Update” $&4, %M1
3 I A Ercate FIA M SR © AR, H “Unfinished Events” FE48i— 4k updatedfF .
PATupdatetf(E /5, BT AMSECEDEEHSUE, DR HEwE. WFHEIES, X2
SEE] 2 B i updated: AF .
(10 {52 AR

© ERIERSIT, R dERIEIUA M

» TR AR

o XTFARBOCRKI M IERIE, SR I RE 2 H SR T 0. ARSI R LB
BRI, RIPAT “dsin” A0 “ B EONR BT IR . IR TR InRAE, B4 “BENE

ZHIR” AR E SR .

AN RR P X 38 A A X 3

Feo

“Commit” FZHIKFE KT, R G A AR A I AT IR AT

(1 58 B

AR,

BT R P ANE R, R R 5 AN A

3.6 Flashi2{E

s ZE M Re SR E AR B, 2N “ Flash”

(Flash$/E) TLIHI .

111

E Unused
. Boot

0 W nvDs
M Firmware

ble_app_bps

E)a Flash Configuration
(® Internal Flash

External Flash Flash ID:

E}c Erase Flash

Erase Al

é Download Data
File Path:

File Size(Byte):

B Dump Data

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

Starting Address: Ox | 00000000

[# 3-11 “ Flash” T1MH

Size(Byte): | 0 Dump

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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GProgrammer i F i 1§

F P AT X GRS51x N i Flash fl #h i Flash3EAT4#4E, AUFE#ERBRFlash. T3 ZdE 2 Flash. M Flash1 Dump#y

P

5 PSR, ARt R BT AL 7 U 2R Flash LayoutfZ & .
. GRAKE) = AT HKIFlash Al .
< B GRE® - BCEMINVDSX .
« M (F%A5) : BootInfolXIH (0x01000000 ~ 0x01002000) , HEFAd FH P EFlash i K [ 3 n#k It &

7~Boot InfolX 15

o W (R . CAFAEFlash R EE, Wible_app_bps.

3.6.1 N ERFlash

3.6.1.1 fit EFlash

GRIED = FARAEIXIE, IR ERIFlash X35

M H P EAE N EBFlashiy, B 5ETR7E “Flash Configuration” #2i%#¢ “Internal Flash”

TUIH 22 () Flash Layouts = ELKE [2P “Firmware” B [ Firmware Layoutfs /5, AT EREC 4 AT Flash H [ [i]
X35 LA EENVDS X 35, - [F]E T #Boot Info X 3.

@ GProgrammer

£+l Flash

a 0x010F FFFF

1T
E Unused
M soot
o W NvDS
3.6.1.2 #RFlash

E}u Flash Configuration
(® Internal Flash

External Flash Flash ID:

E}c Erase Flash

Erase Al

Erase Sector
(® Erase Specified Area 0x 01002000
é Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address: 0x

& 3-12 & 3FE A ERFlash

Flash Size: Config
to x | O102FFFF Erase
=4
Download Address: | Ox 000 Download
Size(Byte): | 0 Dump

GProgrammer > ¥ = FliFlash4% B 7 20: 4 F ¥R SectordZ B Al X 8 #5F5%

FEAUITE © 2021 FEYITTIC TR A BR 2 7]
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ZH¥EE (Erase AlD
A HERR, FEEEAAREEERFlash (]
BTG, P EBFlash ) Boot MINVDSIX d5k N 5 K5 81 2%, A Firmware s 4 i 5

@ GProgrammer

Flash @

0x010F FFFF ~
D& Flash Configuration

(®) Internal Flash

External Flash Flash ID: Flash Size: Config

" Q Erase Flash
® Erase Al

E Unused Erase Sector

| EEER Erase Specified Area 0x to | Ox
o =

W Firmwiare & Download Erase all data in internal flash, are you sure to
continue?
File Path: &=
File Size(Byte): oK Cancel 00000000 Download
B Dump Data
Starting Address 0x | 00000000 Size(Byte): | 0 Dump

0x0100 0000

& 3-13 £ F {8k
*  Sector#[% (Erase Sector)

Sectorf& [k, FRHEFRTE € MSector[X 1, (4 KBK/N) &

(% GProgrammer

Flash @
0x010F FFFF
[}, Flash Configuration
(® Internal Flash
External Flash Flash 1D Flash Size: Config
171
" Q Erase Flash
# Erase All
E () Erase Sector 100
e Erase Specified Area Ox to | Ox
0 | EEER
W nvDs
‘ta Download Data
File Path: =)
File Size(Byte): Download Address: | Ox | 00000000 Download
B Dump Data
Starting Address: 0x | 00000000 Size(Byte): | 0 Dump
0x0100 0000

[& 3-14 Sectort& &

I © 2021 IRIITTIE TR I 0 A7 PR A =) 14
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e XIH#E% (Erase Specified Area)
X IR, FRAETE & H bk Y N 42 Sectorizd — 45 5%

@ GProgrammer

Flash
0x010F FFFF
171
= Unused
o | EEER
W nvDs

0x0100 0000

[}, Flash Configuration

(® Internal Flash

External Flash

Q Erase Flash

Erase All

Erase Sector

() Erase Specified Area

‘ta Download Data

File Path:

File Size(Byte):

B Dump Data

Starting Address:

Flash 1D:

0x | 01010000

Download Address: | Ox

Ox | 00000000

Flash Size:

to | Ox | 01020000

00000000

Size(Byte): | 0

Config

=

Download

Dump

3.6.1.3 TE IR
T #HAE 2 Flashisf, FH A HEN

10y
I

¥ 3-15 0 S B ST

AINEHEoin S, ARJA CE T B ia R

@ ‘GProgrammer

Flash

W Boot

W Firmware

0x010F FFFF

H Unused

ble_app_bps

ble_dfu_boot

0x0100 0000

D @Ay FESEE =~ O @
N s e =i : T 3=
® B [ ble_app_bps_fw.bin 2019/5/179:53 B
maE ble_app_hids_mouse_fw.bin 2018/12/10 16:29 B
 EEsENEE ble_app_hrs_fw.bin 2019/3/27 17:51 B

Subversion

@

ble_app._hts_app.bin
ble_app._hts_fu.bin

[ [ [ [ [

ble_app_invalid.bin

2018/11/21 10:55
2019/3/27 17:51
2019/8/12 16:16

B
B
i B
- ] ble_app_nvds.bin 2019/7/30 10:57 B
Subversion ] ble_app_T3u_fw.bin 2019/6/27 16:48 B
- R 2] ble_dfu_boot_fw.bin 2019/9/26 13:50 B
O] A . AR T o
‘e E‘ EH— v 4 ‘ . | »
RN | +| |Image (“bin) -
. =)
&3 Download Data
File Path:
File Size(Byte): Download Address: | Ox | 00000000
B Dump Data
Starting Address: Ox 00000000 Size(Byte): 0

Config

Erase

Download

Dump

[&] 3-16 5 1%

EHHE
2R BB SIS K BB E T BGEAR I Y R, KT EFlashits B R .

FRALITE © 2021 ARINTHC TR (i A PR A =
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£+ Flash

0x010F FFFF

E Unused
Il Boot
Ui I os
W Firmware

ble_dfu_boot

0x0100 0000

E\,° Flash Configuration

(® Internal Flash

External Flash

Flash ID: Flash Size:

E} Erase Flash

Erase All

Failed x

(®) Erase Sector
Qut of range.

Erase Specified Ar

OK

gf; Download Data

File Path: FAST=EaFF £\GRProgrammeriilig\ble_app_T3u_fw.bin

File Size(Byte): Download Address: | Ox = O10EFFFF
B Dump Data

Starting Address: Ox | 00000000 Size(Byte): | 0

Config

Erase

=

Dump

[&] 3-17 Flash it

BOR): <

U RAE FHSWD Iy & HARAR,  AR4 H1 7 AT BLsg i R 28 2IBoot X4k, W SR Y e 107 % H AR, B4

PP Te ik s il 28 2 Boot [X 45K

3.6.1.4 Dump#{iE

F P T 45 e A M A KA, R Flash o (R AF B 800 Dump 31 4 RA7 A SO

@ GProgrammer

I] Flash

0x010F FFFF

> Q

111

E Unused
. Boot

0 W nvDs
W Firmware

ble_dfu_boot
0x0100 0000

D Flash Configuration

OgEess U
%l‘ | « Document (F) » SFESTHEE
|m v FEuEs = @
[ i | = : puamn
L RESEER TR,
&, Windows (C)
@ s Data (D)
s Software (£
s Document (F)
S8 od O Tz
A ] v

STEE(N): flash_dump

il REEERT): | Image (*.bin)

T e

B Dump Data

Starting Address: Ox | 01020000 Size(Byte): | 450000

Config

Erase

=

Download

[&] 3-18 Dump#iE

FRALITE © 2021 ARINTHC TR (i A PR A =

16



GA@DiX

GProgrammerfi ] it 1

3.6.2 S ERFlash

3.6.2.1 fi EFlash

M P EAE SN ERFlashist, B 5ETE4E “Flash Configuration” F21%E#% “External Flash” ; #RJ5 55
i “Config” %4, FTIFAMBFlashfC & & M. H P AT AR & LR U AL B PINFA .

LB SE MU, s “Apply” $ZHIN FRCE F S

SPI Type:

Cs:
CLK:
MOSI:

MISO:

GPIO Type

NORMAL
NORMAL
NORMAL

NORMAL

(®) SPI QSPI0
GPIO PIN
GPIO_0
GPIO_3
GPIO_4
GPIO_S
Apply Cancel

External Flash Configuration x I

PIN MUX

MUX_0

MUX_2

MUX_2

MUX_2

[&] 3-19 SPIFC & I

*  Flash Size it &

External Flash Configuration x
SPI Type: SPI (®) QSPIO
GPIO Type GPIO PIN PIN MUX
CS: AON ADN_GPIO_1 MUX_5
CLK: NORMAL GPIO_24 MUX_5
100: NORMAL GPIO_25 MUX_5
I01: NORMAL GPIO_16 MUX_5
102 NORMAL GPIO_17 MUX_5
f

103: NORMAL GPIO_31 MUX_5

Apply Cancel

3-20 QSPIOEL B 15

F P 52 APINFHIFC & FF B H f5, B 2 BT W os AR Flash 1D, FEAR#EFlash ID H 2L E Flash Sizeo

FRALITE © 2021 ARINTHC TR (i A PR A =
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GProgrammerfi ] it 1

(10 {52 AR :

mr “Apply” L AT, AR RSN FlashiZ IR 5 IIEC B 5 B S OERERE . B0, ShEFlashCik S HARR

IEHIELE .

#JoiEF e Flash Size, W F 7% BAT1EF X B Flash Size.

@ GProgrammer

=]
5
el
3

171

0x0000 0000

m Flash Configuration

Internal Flash

(®) External Flash Elash ID: Flash Size:

| Woing x|
E} Erase Fla

o Unknown flash ID and you need to config flash size.
Erase All

(®) Erase Secto OK

Erase SpeciMeOrATET—TOX T UTOUZOTT oo T

‘f’, Download Data
File Path FAGRProgrammeriliZ\ble_app_T3u_fw.bin
le Sizel Download Address: | O 01009
r_"' Dump Data
Starting Address: Ox  QLOAFFFF Size(Byte): 150000

Config

Erase

=

Download

Dump

3.6.2.2 Flashi21E

[& 3-21 K H0Flash

R AR5 EiFlash (#EERFlash N EEME . Dumpdidn) i, REAEAROBIE R N, AEEHRME, T

RFR PR 1 o

FEAUITE © 2021 FEYITTIC TR A BR 2 7]
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“
-
g
g
8
§
4
n

®

111

o Unused

00000 0000

E:!. Flash Configuration

Internal Flash

(®) External Flash

D Erase Flash
Erase Al
(® FErase Sector

Erase Specified Area

;t; Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address

Flash ID: Flash Size:

Ox to | Ox

F:\GRProgrammerif¥ist\ble_app_T3u_fw.bin

Download Address: = Ox

Ox | O10AFFFF Size(Byte):

150000

M Config

Erase

Dump

& 3-22 TE#iE

(10 354 A

SE/KPINFIEC B AT, TR AT AT B X S Flash (155

3.7 INEME
Bl IR S AL AR B, #EN “Encrypt & Sign”  CINZEIN%E) TH .

@ GProgrammer

Encrypt & Sign

eFuse Settings
Name:
Firmware Key:
Security Mode:

Batch eFuse:

Download

Encrypt and Sign
Product Info:
Random Number:

Firmware:

(®) Using Random Key

(®) Open Close

(® Using Random Number

Select Key

Select Number

SWD:  (® Open Close

Generate eFuse File

Download to eFuse

=]

4

Encrypt Encrypt and Sign

3-23 “Encrypt & Sign” i@

FRALITE © 2021 ARINTHC TR (i A PR A =
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GRS5IX R FN Fr S Fp 2 AR 2 a5, |15 AeFuseff]7™ i {5 B i1 Security Mode th 7€ » £ 2 A
AIFR RO T, B RE I N2 5 4 7] LT 3 & Flashiz T .

3.7.1 eFuseiZ &
eFuse &GR551x:0 A N BT — A B A BEHLUT 18] 322 0 1 — IR M o dR A2 AT 25 o eFuse P R E T~ L B2
B 22 iU iE B UL T & i 25 s 85 B 4.

F P a s FE 2 P2 i Name. ID. Firmware Key. Security ModeFISWD#% [ 4= il /7l 7E eFuse H I AH 2 S
(e

eFuse Settings
Name: test D: 1
rmware Key Using Random Key (®) Selact Key FAGR551X update\tools\GProgrammer\test\firmware.key =

Security Mode: ‘E_.' Open Close SWD ‘E_' Open Close

Generate eFuse File

3-24 I RESH

935 AR:
*  Firmware Key AJ fi 52k H 2h 4B BN LKey, A1 H A P B Sk BERInIKey T4 .
« IFEweE)E, AP ERR S OCHSWDEE

J45, GProgrammeridt 37 BT B B “Batch eFuse” EIHE & A2 K Z N Encrypt_key_info.binSC
4, HAER & SO R A ME— M, DURIE “—Hl—%” o i, 2)iE “Batch
eFuse” JEINHAESCAMEH W B X ER “37 , WA B34 Encrypt_key_info.bin L
f%: Encrypt_key_info.bin, 2_Encrypt_key_info.bin, 3_Encrypt_key_info.bin.

R SR

| | 2 Encrypt_key info.bin
| | 3 Encrypt_key info.bin
@ efusejson

| | Encrypt_key info.bin
| | firmware.key

| | Mode control.bin

@ productjson
|=| Public_key hash.tet

[ | sign.key
| | sign_pub.key

3-25 RS
s  efusejson: IS SCAF.

JRBUITAT © 2021 PRYINTH I TR I 0 A7 PR A 7 20
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Encrypt_key_info.bin. 2_Encrypt_key_info.bin. 3_Encrypt_key_info.bin: eFuse F# X, A& AN
BINBAT B o MR N 82 eFuse.

firmware.key: T InZ E {4 HIAEH

Mode_control.bin: eFuse F# 344, & Security ModeFISWD{E . M7 N #i EeFuse.
product.json: {5 B0 RIS NN, &S A

sign.key: F1T A2 A4 BIFRLE o

sign_pub.key: JHTU LR 44 A8 -

Public_key_hash.txt: FTIUESE 44 1)/ ¥HHash.

AT ER PR OO R eFuse BN N4, A i Encrypt_key_info.binFllMode_control.bin A4

(2K E sh s N E] “Download” X1, 72 &h{E B U product.json 42K H sh# 7 N E] “Encrypt and
Sign” ) “Product Info” #:7, W& 3-26F7.
@ GProgrammer
& Encrypt & Sign @
a eFuse Settings
Name: test 1D 1111
& Firmware Key: '@) Using Random Key Select Key
SecurtyMode: @ Open () Close Close
171
Batch efu 3 O Complete to generate efuse file.
# : e Generate eFuse File
0K
Download
E i
Encrypt Key Info: C:\eFuse\Encrypt_key_info.bin =
[} ] Mode Control: C\eFuse\Made_control.bin (=3
Download to eFuse
Encrypt and Sign
Product Info: Ci\eFuse\productjson =
Random Number: (i) Using Random Number Select Number
Firmware: ) =
Encrypt Encrypt and Sign
3-26 BEMEH R
L0 5t BR:

AEAE I eFuse A AR ST, 75 AT RE Al il 10 s &8 R -

3.7.2 eFuse N3}

#H P 9PAT “Generate eFuse File” #:EA42 1K T Encrypt_key_info.binfIMode_control.bin (A4, W R] B %2
& “Encrypt Key Info” 1 “Mode Control” #£17, A “Download to eFuse” 140K 4 T 4 £ eFuse.

B0, P EETEhiE BRI Encrypt_key_info.binFiMode_control.bin XA, SRJG A 0] R,

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 21
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@ GProgrammer

£+l Encrypt & Sign @
a eFuse Settings

Name: test 1D: 1111
& Firmware Key: '@) Using Random Key Select Key

Security Mode: @® Open Close SWD:  (® Open Close

Batch eFuse:

Only Dts Key is different between batch eFuse files.

# Generate eFuse File
E ownload

Encrypt Key Info: C\eFuse\Encrypt_key_info.bin =
o Mcde Control: Ch\eFuse\Mede_control.bin =]

Download to eFuse

Encrypt and Sign

Product Info: C:\eFuse\product.json =

Random Number: '@) Using Random Number Select Number

Firmware: A =
Encrypt Encrypt and Sign

& 3-27 #3142 eFuse

BOR): <
eFuse NEEEH B N,

3.7.3 EH N %
LA AT RSO, BN N2 5 A4 v LU #8022 Flashiz 4T . GProgrammer B X [ 44 3547 15
Zal FH AU e, W P A E— &7 s EAIE—/Random Number#/f—A~ak# 2 AN [E1H 14
Random Number il {i Fil il 2 S 0 (O BE HLSSC LR, S0t 6 P 1 302 BRI B LS
MR, S E 2 <7 BB, WK 3-28fR.

Encrypt and Sign

Product Info: C\eFuse\productjson =4
Random Number: (i) Using Randem Number Select Number
Firmware: C\firmware\ble_app_ancs_fw.bin:C:\firmware\ble_app_bps_fw.bin:C:\firmware\ble_app_hrs_fw.bimC:\firmware\ble_app_hts_fw.bin =3

“

Encrypt Encrypt and Sign

[&] 3-28 iR E 4
WA “Encrypt” SEEHE, THR{ES4IAER “Encryptand Sign” : A “Encrypt” HIkHE, )
SRR HAIAT IR, “Sign” o A ERETHL, TEERESEIS,  RIVET A RN I R O B

TINEE N2 I A S SCA AL 4 -

AU E © 2021 RYITTE TR B0 H RA R 22
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|| ble_app_ancs_fw_encryptandsign.bin
|| ble_app_bps_fw_encryptandsign.bin
|| ble_app_hrs_fw_encryptandsign.bin

| | ble_app_hts_fw_encryptandsign.bin

random.bin

& 3-29 MNEE NS4 AREVT
DU Ja 25 R SR A

| | ble_app_ancs_fw sign.bin
| | ble_app_bps_fw_sign.bin
ble app_hrs_fw sign.bin
_app_hrs_fw_sig
| | ble_app_hts fw_sign.bin
| | random.bin

& 3-30 (XN &4 BB

U035 8R:

TAFREALAE B FJRandom Numberig — N T IN& SV BENLE . PATINE IS E#AE G, BENLECC
Crandom.bin) =55 1% IN2% JG W B4 SCAFRAFAE R — B3 N o 5 H 7 75 BRRAE A BE LA 25 i 2%, ] 3
BN Z BT ORAT I BE AL

3.8 eFusefE 7~
m 2 M ThRE ML s B, #EN “eFuse Layout” (eFusefE/r) T .

@ GProgrammer

hf eFuse Layout e
a Offset Name Value Length Comments
0x015E Product ID 0000 2 product identity
& 0x0158  Chip ID 00 00 00 00 00 00 6 chip identity
0x0152 EncMode 00 00 2 encrypted or not
171
0x0150 SWDDisable 0000 2 enable SWD or not
# 0x014C Config 00 00 00 00 4 chip configuration
0x013C  Chip UID 54 53 4D 14 04 50 52 59 57 34 38 30 30 08 6F 22 16
E 0x012A Xo 0000 2 xo offset
o 0x0124 BT_MAC 000000 00 00 00 6
. . . O:Unused, 1:GR5515RGBD, 2:GR5515GGBD, 3:GR5515IGND,
0x0112 Package Type 0 1 - I P S —
4:GR5515I0ND, 5:GR5513BEND, 6:GR5515BEND, 7:GR5513BENDU
0x0111 10_LDO_SEL 08 1
MName Value Comments Operate
10_PWR_SRC 0: Internal, 1: External Write

Refresh

[#] 3-31 “eFuse Layout” T1E
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H P & eFuse A RfE B, W0 F=AME—FRIRTF C “Product ID” )« S ME—FRIRFF ( “Chip
ID” ) . e ( “EncMode” ) . SWD I ( “SWDDisable” ) . BLEELE ( “Config” ) FEI WAL H
W . KESEERE. H, “Config” A1 “10_LDO_SEL” FBFBUSH & 2 /M.

BFB/MMEG R, 7 “Refresh” F2H1 1.

i Z AR “offset” B ElbR, WRIFHAIEE, W 3-32F7R. WHBIGEMIE R, 15 S
B brEk B XL “Config” M “l10_LDO_SEL” 45 HAT.

P el A B “10_LDO_SEL” “FBHh ) “10_PWR_SRC” firis, FTi& B ANt 5= .

(19 {52 AR
RFpow BN, AR 1 E N0,

@ GProgrammer

# eFuse Layout e

Firmware Offset Name Value Length Comments
3 .
0x015E Product ID 2 product identity
& Chip ID 0 00 00 00 6 chip identity
0x0152 EncMode 0000 2 encrypted or not
111
SWDDisable Q000 2 enable SWD or not
# 0x014C Config 00 00 00 00 4 chip configuration
upgrade_disable
E . . 0: PLL-64MHz, 1: PLL-48MHz, 2: XO-16MHz, 3: PLL-24MHz, 4:
1 boot_clk 000 3 _ R I
PLL-16MHz, 5: PLL-32MHz
o 4 dpad_while_disable
5 rx_sample_delay 00 2
flash_power_up_delay 0000 4
" spi_mode 00 2 mode 0, 1,2, 3
13 clk_fls_ctrl 0000 4 0: 64MHz, 1: 48MHz, 2: 32MHz, 3: 24MHz, 4: 16MHz, 5: 16MHz
Name Value Comments Operate
I0_PWR_SRC 0: Internal, 1: External Write

Refresh

3-32 R Al

(0 354 A
B R s B 7 B IRAE B, 125K H config SCAFJE T Hefuse_config.json XA, FEAES FreFuse A7 it 1 4345

itho

ohRECE
m A MTh R SR B AR B, 3\ “Chip Configuration” U HHBCE ) T .

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 24
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@ GProgrammer

& Chip Configuration = @
- Init NVDS Area
o
Start Address: | Ox | OL0FF000 Sectors: | 1
& Parameters
i criptio t
111 +

M Unfinished Import Export Write Read All

[&] 3-33 “Chip Configuration” T1M

FH PRI E B A7 A AE O AP NVDSIX 3R 2 50, 5 USERSEFIROM S 4 .
s USERZ¥: M EENHISE, FUH . MR BN S .
*  ROMZB¥: S ROMFISEL, RAVEH MBS EUE, AER e .

35 ER:

© FIRHEUNEIRIIROMSEL,  #95K H config KA T Hnvds_config.jsonSCAT,  FFAE MRS i NVDSH SR 32
. ROMSHEIVEAIYE, S 0K 3-5.

D SN e 11 1P i Rl 74 PTIE [l = =i/ i i P B8 S e

o MHSEA BT RERDIEE, FREERS

%% 3-5 NVDS ROME 3

ID BHER i::3un
0xC001 BD_ADDRESS W B WA W k.
0xC002 DEVICE_NAME BEEELNK.
0xC007 LPCLK_DRIFT BB RGBS B SCA, BB YU A10 ~ 500, HA7: ppm.
0xC085 CODED_PHY_500 15 & BRikCoded PHY, 024125 kbps, 14500 kbps.
0xCOB1 RF_XO_OFFSET WEMNBAESH, 5 Jy0x000 ~ OX1FF,
3.9.1 #J45LNVDS

FLENVDSS 2 i, HI P FdRENVDS X RS an il (L4 KBIR/INAFFF) Al d Y ¥ Sector i &

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 25
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Init NVDS Area

Start Address: | Ox | 010FF000 Sectors: | 1

3-34 I ENVDSHE IS it
B E INVDSIX 18, 5 C A I Firmware X I B S, 4 T07% 58 BINVDSHIAG 4L

@ GProgrammer

ﬂ% Chip Configuration = e
a Init NVDS Area
Start Address: | Ox | 010FF000 Sectors: 1
& Parameters
111
0 Can not init NVDS in the area firmware exists. +
ROM Parameter:
L
oK
=]
r LI 00K
o B offset
W Unfinished Import Export Write Read All
[ 3-35 NVDSXIEL SEIHF X EE
\_—_._—’ K
3.9.2 IS

GProgrammer 3 FE— KPS FIC NVDSH AT A 24, I I 3405 B AE “Parameters” FIJ3RH
%/j——\‘o
AT B IR FrNVDS H AP E I S B R S, T8 User APPTCIEIE W I24T, S P 58 i e 1
Ja, ERPAT “Read All” #:fE, DAHHINSEURE T CAFTENVDSH
GProgrammerlL “Unfinished” . “Same” . “Different” /RSEIRE, AP IIRTHSEHEED
fEAENVDSHT .
. “Unfinished” JRZ&: TN B, Fom ANVDSHELEL R 512 A 1S5 (il
3-36 911D 0x4000/ 1B %) , EENVDSH O WS HUBE K E AL (&l 3-36H11DN0x4001 ()5
¥ .
. “Same” IRA: FHMONLEE, RIRNVDSHA DA MSEL, JHFHKEMSE. [EHE okl
3-3611IDA0x4002[ZHD)
. “Different” JIRAS: PR AR, FIRNVDSH O A NS E, KEMHSEMAHE
3-361IDN0x4003 /) S50 .

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 26
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GProgrammer

Chip Configuration = @

Init NVDS Area

5]
Start Address: | Ox | 10ff000 Sectorst 1
a Parameters
All D Parameter Name Description Length(Byte) Value Value In Chip
! I ! USER Parameters +
" 04001 testl testl 1 1 01:00
E 04003 test3 test3 1 2 1
_ 04000 0 01
E 04002 test? test? 1 1 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 6 01:23:45: N/A
0xC002 DEVICE_NAME Device Name 4 name N/A
0xC007 LPCLK_DRIFT Sleep k Accuracy 2 500 N/A
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xC0B1 RF_XO_OFFSET XO offset 2 0x0100 0x008c
M Unfinished M Same M Different Import Export Write Read All

& 3-36 IZHIS

3.93 BEASH

BANSHN, FHRAESGSARNSEIN, R Ad “Write” %4, K SHUES ANVDS.

@ GProgrammer

Chip Configuration = @
ﬁ Init NVDS Area
Start Address: | Ox | 10ff000 Sectors:
a Parameters
111 .
VSER Parmmeters The following value will be writen in chip: +
" 0x4001 testl o 0xC002 : name 01:00
Are you sure to continue?
E 04003 test3 1
04000 01
— oK Cancel
H 04002 test2 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 6 01:23:4 N/A
0xC002 DEVICE_NAME Device Name 4 name N/A
0xC007 LPCLK_DRIFT Sleep Clock Accuracy 2 500 N/
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xCOB1 X0 offset 2 0x0100 0x008c
M Unfinished M Same M Different Import Export Write Read All

3-37 BASH
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L0 5t BR:

EHZEURAES N “Unfinished” , NIARVFEZEBANGH .
REEANBE, RIEET “Write” %4, FTSEILSERHES A
FAENZANZH A E “Unfinished” RIS, T “Write” $ZHEHZEH, ARITFE N,

3.9.4 ¥IBUSERS

WHEUSERSHUNS , 15 1% LA T A SR Ak
Lo S 44, TP RTHIUSERSHE M.
2. {RESHUD. AR, k. RAL KL EHLUEE Rk .

Add USER Parameter X

D Ox
Parameter Name
Description

Type Unsigned Integer

(it}
[a]
=
4]
=4

=
()
8 d

Cancel

3-38 HTIEUSERS

3. il “oK” TN, BISERGHTIE S 4L

U ER:

IS EIDARE 5VIER P CH KIS EUDHIE . M, NP2 S RORME R, WA 3-39FTR.
WEENVDSH CHIEIDINSEL, Bl IS5 515 ANVDS.
WENVDSHHHFIDISE, HSEAKEME, HribiS20E v # 5 ANVDS.

WENVDSHHFFIDISE, HSHKEARE, FEHSEEA S EANYDS, HSHIRE TR
A “Unfinished” . TSNS EKE, 74 HES ANVDS.
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USER Parameters

0x4001 existed existed parameter 1 10

sl Add USER Parameter x |
e ——]

1D Ox | 4001
) 0 User Parameter ID must be identical.
Parameter Name duplicated
Description duplicated paramter oK
Type Unsigned Integer
B Unfin Length(Byte) 1
Value 20
(®) dec hex
OK Cancel
& 3-39 BHIDEE
3.9.5 245

F P A& EINVDS H [ JUSERS HUFIROM S 4

ROMZSH MBS H AR, HR LA AZHIE, I HSHENBEA S SBKERZ L KRR
BRARD .

USERZHUIRA A “Same” B “Different” i, FIZELKI % SROMBH—3: USERBHLIRZ
SN “Unfinished” B, A& S HER S HKE .

BRSHN, BRNESEITSHEmEE O, MESHEE, REAT “oK” BB SUE M SHUE
S5 ANVDSH .

Edit Parameter Value x

1D Ox
Parameter Mame ABC
Description abc
Type
Length(Byte)
Value AMARAAANAAAN
oK Cancel
[ 3-40 2 ¥4RIBE O
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GProgrammer/ii FH it 7

(10 {52 AR :

FEMHISECREN “Unfinished” , HABRUGEHIKE SNVDSH IS K EA—, MHITENEER, S5
AR “Unfinished” RS, AE#E ANVDS.

3.9.6 f|BRUSERS %

FH P AT BRNVDS H [FIUSERS: 3, A REMIFRROM S %

LEE - U A ] -

@ GProgrammer

R iy oo EER,  HIATSEHLANVDSH IR Z 4L

Init NVDS Area

5
Start Address: | Ox
& Parameters
Al D
III USER Parameters
0x400
# 0x4003
0x4000
E 0x4002

ROM Parameters

o 0xC001
0xC002

0xC007

0xC085

0xC0B1

Chip Configuration

10ff000

BD_ADDRESS
DEVICE_NAME
LPCLK_DRIFT
CODED_PHY_500

RF_XO_OFFSET

M Unfinished B Same M Different

The selected parameters will be deleted from chip,

are you sure to continue?

OK Cancel
testd
Device Address 6
Device Name 4
Sleep Clock Accuracy B

Prefer LE Coded PHY 500K

X0 offset 2

01:23:45:67:8%:AB
name

500

0x00

0x0100

Import

3-41 fiFRUsers #

N/A

N/A

WA

NAA

0x008c

Export

Write Read All

L0 354 RA:

© AEEANUserZHL, MRJE R oeee EbR, RATSCBLUSERZ AL EMIER .

© WRARNZAN ST EEROMSH,

438

celcte RIFRAGHE K (BRI “Remove” THEEWEZEHD) , ARV

3.9.7 EAN55H

GProgrammer SRS S HBIR PN EE (SEAR. ik, KERME) T ujsonks UL E 3L
fF, DL AR 3\ B SIS 51 R s

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7
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@ GProgrammer

©

hf Chip Configuration

Init NVDS Area

—
3 ] ek
Start Address:  (Ox 10ff000 m.|£ v HERL » Windows (C] » - |"‘ | 1 Windows (C) ) | Sectors: | 1
& Parameters iER v FETEE =~ 0 @
Al D Parameter N T r— = %ﬁ_ . %?Elfﬁn L f Value In Chip
III USER Parameters 8 TE 1 inetpub 2018/5/28 14:00 — +
201 i W =m c L Intel 2017/9/4 14:50
4001 testl 5 00
. 0 < W SRS MSOCache 2017/9/1 10:52
# 0x4003 test3 |\ OutBackup 2017/9/1 13:28
Sea000 = || PerfLogs 2009/7/14 11:20
E | Program Files 2020/3/13 10:28
0x4002 test? .
| Program Files (x86) 2020/3/31 11:23
-t ) P ; Dat. o 202015/25914
ROM Parameters B o . foqrambata lele=e:
o & Windows (C) || Python27 2019/1/31 11:32
0xC00L ED_ADDRESS  ca Data (D) | i ] ’ s
0xC002 DEVICE_NAM| N/A
: - HEEMN): nvds_configjson - [NVDS Config (jsan) =
0xC007 LPCLK_DRIFT N/A
0xC085 CODED_PHY | N/A
0xCOB1 RF_XO_OFFSET XO offset 2 0x0100 0x008Bc

Import config file

M Unfinished M Same M Different Export Write Read All

& 3-42 A

L3RR

© RAREXMHE, HETRSESE G AR DRSS

© BUSHUE, RS HRECE SO IR, DLk E S B

*  HAHE “Unfinished” IREHIZE, W “Export” IZHIKHAEM, ARVFTH
o SPHHPRE G SRR A B

3.10 X% HE
S MDA SRS AR B, HEA “Device Log” (& H &) T,

I © 2021 IRIITTIE TR I 0 A7 PR A =) 31



G@Dix GProgrammerfii il 15 1

£+l Device Log @
- D CONTENT
DUl 001 HARDRAULT CALLSTACK INFO: RO 0000 R3-00000000 R12-0000000A LR-01020581 PC-01015FEC XPSR-61000011

a A002  HARDFAULT CALLSTACK INFO: R ) PC-01015FEC XPSR-61

A003  HARDFAULT CALLSTACK INFO: RO-0f

00 R12-0D2E6465 LR-010058AD PC-01015FEC XPSR-61000011

Read

[&] 3-43 “Device Log” T1 @

AP EERSHEER, —AOVSH BT AR REE . A “Read” 424, BT AR 3B
%’ EI mfﬁ o

5 ER:

HEREHEERZHT, 7 EMW R CHAT I T RAE:

o MR CR R A AIRE B S ANVDSH (NVDS IDJJA001~A010)
*  fEGProgrammer L IEF#IUGUNVDSIX I, 58 [ fF L5 o 5 X —3Ko

4, E VI GO A BT O, kR H SR B R R T 2
@D FPRBHUME “asci” , RAMFHERDTEOEEE, W 344505
* 4 : ﬁ%ﬁ‘f!ﬁﬂtﬂ}ﬁ%ﬁ “Stream %Tu%ﬂﬁﬂzﬁﬂjdazuw l:lzu ’ ﬂl]. 3- 45Fﬁ/j_\‘o

Device Log @

D CONTENT [ oxcii @)
. X 00000 B2 - 5. 00000004 LR-D1020561 PC-0L01SFEC XPSR-G1000011

HARDFAULT CALLSTACK INFO: RO-00000000 R1

3-44 PFEFRERAERAE

AU E © 2021 RYITTE TR B0 H RA R 32
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Device Log @

D CONTENT

A001

1434B 2049 4E 46 4F 3

31322D304432453

3.11 aF 1T

GProgrammerf2 {24~y 17 #E /7, GR551x_console.exe IGR551x_encrypt_signature.exe.

*  GR551x_console.exen] J5 {8 F J HL#2 48 H Ay 247 5€ B E 48 T 2 AT Flash42 bR S AR Th e 41 .

*  GR551x_encrypt_signature.exen] J5 {8 F J7 ELHAE FH A 24T 5 1 [ A AR I 2 28 s AU 2 #2 4
3.11.1 GR551x_console.exe

4T GR551x_console.exelf1{# 5 18 1R .

Lo E# TR > @ SRRT T, BT AEE R “omd” fHEIE, $TOF “ar PRt W
D o

2. ffifcdfir 4 ik NGProgrammerZ:3 H 5% .

3. #IAGR551x console.exe commandfi @ ATeMAHRNEEIE. KT “command” BAAHE, S

36,
3% 3-6 GR551x_console.exe X ¥R #p 4
command IheefEik LR RS HIRA
program <firmware file path> <run immediately:y | n>
SR
program TR SR A A EBFlash

 <firmware file path>: £F £ [EH {4 442
* <runimmediately:y | n>: NESERUE A& T L HPE AT

(55

erase <start address<hex>> <end address<hex>><force

erase when conflict with firmware/bootinfo:y | n>

S
PR e RV N RS A + <start address<hex>>: XM HHE (1653
erase
i Flash i ds i
 <end address<hex>>: & XIKAI 45 R ML (1653
i)

» <force erase when conflict with firmware/bootinfo:y |

n> 2 AIE . bootinfolX IR 2 J5, A& 75 IR

FAUITE © 2021 IRYINTTC TR A% 00 A BR A 7] 33
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command Ihaetd WL RS HIRAA
eraseall PR A0 Fr N B8 Flash B0 eraseall

download <data file path> <start address<hex>><force

download when conflict with firmware/bootinfo:y | n>

ZHU

* <data file path>: ¥ T #A AR5

* <start address<hex>>: [ # X FCaEHHE (161F
1D

« <force download when conflict with firmware/bootinfo:y
| n>: HFIEMA. bootinfolX o2 5, &7 |
4

writeefuse <Encrypt Key Info file Path> <Mode Control file

download T EEE SO 2 A N Flash

. Path>
FiEncrypt Key InfoflIMode Control 30
writeefuse ZH A
5 NeFuse
* <Encrypt Key Info file Path>: Encrypt Key Info ({4 4%
* <Mode Control file Path>: Mode Control 3L/ 1%
reset BHGHRR reset
help BERAGLHEUER help

LIS fprogramfiy & F#—ME A, IR E NEGE s SLRUEAT I E A 9], BRI 2N

GR551x console.exe program “C:\ble app hrs fw.bin “ y

programfy & HAT R 2L B R N EGEEE, & 3-46FR .

ES5: Ciwindows\system32\cmd.exe

= EoE

_app_hrs_fu.bin" y

3-46 H{Tprogram#ar i 18

19 3% 88:
GProgrammerfir 217 F2 ¥ GR551x_console.exe 1 5[ F2 7 o ik R FH .

3.11.2 GR551x_encrypt_signature.exe

24T R GR551x_encrypt_signature.exelf ) L3R U1 R

IR © 2021 T IE TR B A PR 24 7 34
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L i TR > A IURKE . SREEETRHERC A “omd” R, 1T @R
Ho

2. fEiHcdm 4 HE A\ GProgrammer#3t H 5%,

3. #IAGR551x encrypt signature.exe --parameteriEfifidffF. KT “parameter” FEAiH
w, Z2WFE3-7 . RETRIMEHOSE, EHSHTEHGRS51x _encrypt_signature.exe
-—helpm BHITEE .

%% 3-7 GR551x_encrypt_signature.exeB'E S8 FIFR

Y biz:pay

operation I N e E UM HAE, S8UE T IET NencryptandsignBi# sign
firmware_key FH T In 2 s 88 U2 (M firmware. key (1 ¥ 4%
signature_key FH T hn 2 n 25 5038 N5 (Fsign. key [ B 42
signature_pub_key FHF s n2s 8038 1IN 25 (Fsign_pub.key ¥ 4%
product_json_path FH T 0 2 83 M2 (M product. json 1 #§42
rand_number FH T 02 25 803 UM 2 random. bin ¥ % 4%
ori_firmware RTINS 0 25 AN N 288 1 Jed s i 2 B 12

output TN INAE: J wea AN RS B [ 1 OR AT A2
random_output TR 022 B N N2 R () B8 HLAR I ARAT % 42
help BRI E R

PO In 24 9], SN 29

7

GR551x encrypt signature.exe

—--operation="encryptandsign"

--firmware key="C:/eFuse/firmware.key"

--signature key="C:/eFuse/sign.key"
--signature pub_ key="C:/eFuse/sign pub.key"

--product json path="C:/eFuse/product.json"

--ori firmware="C:/firmware/ble app hrs fw.bin"

—--output="C:/firmware encryptAndSign/ble app hrs fw encryptAndSign.bin"

--random output="C:/firmware encryptAndSign/random.bin"

HAPSHEKIE “C:/eFuse/” N3.7.1 eFuselk & ', Aii “Generate eFuse File” ##%4l J5 H P& BRI AR
e

e —-ori_firmware="C:/firmware/ble_app_hrs_fw.bin": JE U E1F 1A

e —-output="C:/firmware_encryptAndSign/ble_app_hrs_fw_encryptAndSign.bin": {RAEIN%E N2 5 [ A 1Y
PRAE

INEE INEE fir & AT R W] 3-47

REUITAT © 2021 PRYINTHIC TR I 0 A7 PR A 7 35
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B8 BE&S: C\windows\system32\cmd.exe

Microsoft Windows [ 6.1.76811 ]

i ¢e> 2BA9 Microsoft Cowporation. {R.E5F

C: \Usersy sed "C:\Program Files (x86>\Goodix\GProgranmes"

C:\Program Files (xB6>\Goodix\GProgrammer>GRE51x_encrypt_signature.exe ——operatil
on="encryptandsign" —Firnuare_ke seFuse Firnuare key" —signature key="C:/e

C:/ePuse/product . json" ——owi_firm F irmuaresble_app_he
''C2/f ivmware_encryptAndSignble_a; u_encryptAndSign.bin andom_output="|
:/f ivmuare_encryptAndSign/random

C
il
2
3
4
5

6
const n: Bx622a551b

42230d81213e4cealdB267F8FAd6hE63IF IA4df d616e801a91024a
bef 1, @11, Bxd5 - Bx?2 . Brel  Bxc8, Bxlh . Bx?1 . Bx94. Bx2c, Bxel ., Bx3e  Bxf1, Bx29,

»Bxde, Bx29 , Bx00, Bxd4.
»Bx92,Bxd5, Bx11,8xf1,
»Bxed,Bxce,Bxal, Bx82,

»Bx4b, Bxd6 , Bx66 , Bx0Of .
»Bxe? . Bxef . lx9d Bxf9,.Bxe2 . Axhe . B - - »Bx53,0x93, Bl f,Bxdf .

Bxeb, BxB1  Bxca, BxBd.Bx5h, Bxb@ . Bx6: - - »Bxc6, Bxdh, Bx55,Bxb1 .
Bx2c, Bx51 . Bx48 . Bx@6 . BxFh, Bxcf . B - - »Bxdb, Bxed, BxB%,Bxf3,

3-47 AT ME S FE
3.11.3 AP EE X WindowsZx

H PR E 8 X9 5 Windows A SO, SRR fr 2 41TREF . 7EGProgrammer( %23 H %
IGR551x_script H 3k H, A7 1 27l A SCA

encryptAndSignatureFirmware.batfHI 215 F [F] 2% H 5 firmware_origin.bin XA FleFuse H 3%, A N2 Nz
(PR A7 2 firmware encryptAndSign\firmware encryptAndSign.bin#ffEH .

program_Firmware_EncryptAndSign.batHI A4 Jc #2458 N #BFlash, #AJ5 T4 firmware encryptAndSig
n\firmware encryptAndSign.binE&ffH 1 E 12N EBFlashH .

3.12 FBEER
M MR S HEL K EA B, FEN “Help” (FEEMEE) T,
GProgrammer y H P HRAL T B > Fe, B

. About GProgrammer

& GProgrammer I AAE S L K D RERE: -
. Feedback

WXt GProgrammer A F AL n) @, W] KX BB & software@reg.goodix.com
. About Goodix

W T 2 Goodix = {5 &, 715 Goodix B Ml www.goodix.com.
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