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Version: Size(Byte)
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£+l Firmware

Ur

0x010F FFFF

nused

# W nvDs
E . Existed

Download

o Delete

I Overlapping

Update

0x0100 2000

Disconnect

3-7 R FFER

Firmware File

ble app hrs @
No. Action

CLE AR DU

User App Firmware: Export
@ Image Info
mage Name: Run Address:
Version: Size(Byte):
SPI Access Mode: Boot Delay:
CheckSum: Check Image:
Load Address:
Update
Unfinished Events
Description
1 add Add and download ble_app_ancs_c_fw.bin
2 add Add and download ble_app_hts_fw.bin
3 startup Start up ble_app_hts_
Commit

Refresh

Add

Delete

Startup

[ 3-8 “Firmware” T1MH
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Refresh Add Delete Startup
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2 elete Delete ble_zpp_hts_

3 add Add and download ble_app_ancs_fw.b
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Ak, IR EAE XS EAAE A D, “ Commit” FHDRE BT, o SRR U5 A4 7T S 58 HF AT A
Fel

U7 354 BR:
LA e A ES, el — N EE, S T R S — AN R A

3.6 Flashi®{E
R T RES U ERR B, HEA “ Flash”  (FlashdefE) U7

LT © 2022 IR TR A A IR 22 7]

12



G@Dix GProgrammerfd A it A

@ GProgrammer

£+ Flash @

(® Internal Flash

— P
0x010F FFFF . .
O E)a Flash Configuration

External Flash Flash ID: Flash Size: Config
111
# E}c Erase Flash
Erase Al
E Unused Erase Sector
M soot (® Erase Specified Area | Ox | 01002000 to | Ox  QLO02FFFF
0 W nvDs

W ble_app_bps
Firmwa

é Download Data
File Path: =3

File Size(Byte): Download Address: | Ox = 00000000 Download

B Dump Data

Starting Address: Ox | 00000000 Size(Byte): | 0 Dump

& 3-11 “ Flash” TUMA
FA P a8 b 9 S Flash f AR B Flash@EATHEAE, B G H#ERRFlash. T 234 2 Flash. M Flash#1 Dump%idf .
5 AR, At R BT AL 7 U 2R Flash Layoutf5 8.
. GRAKE) = ATHFFlash 3 Al
< B GRE®) - FBCEMINVDSIX .

« W (FZf) : BootInfolX1#, (0x01000000 ~ 0x01002000, HEHEA[E RIS G Z5R) , kiRl
F N 8 Flashis K B 2 in# 3+ {2 7~ Boot InfolX 13 .

o W (RZE) . CAEAEFlash P EE, fible_app_bps.
. GREE) « FHEREXEL, WAFEBR T Flash X 35

3.6.1 A ERFlash

3.6.1.1 fit EFlash

A P EAE N EBFlashis, B SEF57E “Flash Configuration” #21%#% “Internal Flash”

G ZE () Flash Layoutss = BLKE [F]ZF “Firmware” AR I Firmware LayoutfE 5., AR E Y Hij Flash H T[]
PEIX IR B R NVDSIX 32k, A in2Boot InfoX 15
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Flash @

7] 0x010F FFFF L
B Flash Configuration

(® Internal Flash

Extemal Flash Flash ID: Flash Size: Config

" E} Erase Flash
o

Erase All
E Unused Erase Sector
oot (® Erase Specified Area % 2 to X rase
B ®E Specified Al 0; 01002000 0; 0102FFFF Ei

0 W nvDs

ble_app_bps
Wl Firmuware

gf; Download Data
File Path: =3

File Size(Byte): Download Address: | Ox = 00000000 Download

B Dump Data
ble_dfu_boot
Starting Address: Ox | 00000000 Size(Byte): | 0 Dump
0x0100 0000

[&] 3-12 i%£3F A EBFlash
3.6.1.2 #P&Flash

GProgrammer > #F —FliFlash#B (5 77 3 A 0 SectordB B Al X 385 % o
© SRR (Erase AD
P EER, TR RFlash 7 H] .
EBRJE, A EEFlash P KIBoot HINVDS X I N A4 4% 4, I Firmware ¥ B B «

@& GProgrammer

Flash @

— .
0x010F FFFF
o B Flash Configuration

(®) Internal Flash

External Flash Flash 1D: Flash Size: Config

B Erase Flash
(®) Erase All

E Unused Erase Sector

M oot Erase Specified Area 0x to | Ox
o LI

W Firmware é Download Erase all data in internal flash, are you sure to
continue?
File Path: =
File Size(Byte): oK Cancel 00000000 Download

B Dump Data

Starting Address: Ox | 00000000 Size(Byte): | 0 Dump
0x0100 0000

3-13 &%

WA © 2022 IRIITTIC TR I 0 A7 PR A =) 14
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GProgrammerfi ] it 1]

e Sector#[% (Erase Sector)

Sectorf& [k, FREFRTE € MSector[X 1, (4 KBK/N) &

@ GProgrammer

u Flash

ﬁ 0x010F FFFF

Unused

0 | EEER

W nvDs

0x0100 0000

[}, Flash Configuration

@ Internal Flash

External Flash Flash ID:

Q Erase Flash

Erase All
() Erase Sector 100

Erase Specified Area Ox

‘ta Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address: 0x

00000000

Flash Size:

Download Address: | Ox

Size(Byte):

00000000

0

Config

Erase

=

Download

Dump

* X $EER (Erase Specified Area)

& 3-14 Sectort& &

XIS, TRAESR € B HLHETE ] Y #2SectoriZ® —HERR .

@& GProgrammer

Flash
a 0x010F FFFF
a8
171
= Unused
o | EEER
W nvDs

0x0100 0000

E\0 Flash Configuration

(®) Internal Flash

External Flash Flash ID:

m Erase Flash

Erase All
Erase Sector

(8 Erase Specified Area 0x

d’; Download Data
File Path:

File Size(Byte):

B Dump Data

Starting Address: Ox

01010000

00000000

Flash Size:

to | Ox | 01020000

Download Address: | Ox

Size(Byte):

00000000

Config

Erase

=

Download

Dump

3.6.1.3 & ¥R

3-15 ¥ 5T ik

26 et

N EHE EFlashitf, FLP R & RS B bin SO, SRR B E T BGR A IR R AT .

FEAUITE © 2022 GEYITTIC TR 0 A BR 2 7]
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@ GProgrammer

Flash e
a 0x010F FFFF oy g = - M @
D - = ° BuEH af
a BT %] ble_app_bps_fw.bin 2019/5/17 9:53 B
m=E %] ble_app_hids_meuse_fw.bin 2018/12/1016:29 B Config
S BEETEE ¥ ble_app_hrs_fw.bin 2019/3/27 1751 B
|I | I %] ble_app_hts_app.bin 2018/11/2110:55 B
2] ble_app_hts_fw.bin 2019/3/27 1751 B
Ql i 2] ble_app_invalid.bin 2019/8/12 1616 B
# = ] ble_app_nvds.bin 2019/7/30 10:57 B
= Subversion | ble_app_T3u_fw.bin 2019/6/27 1648 B
= ke 2] ble_dfu_boot _fw.bin 2019/9/26 13:59 B
= ® oo mon e ao e T
E Unused () E] BR ey o | ;
e A | <[ fmegechin ] e
(i moos B
ble_app_bps g
M Fimviere =

é Download Data
File Path:

File Size(Byte): Download Address: = Ox | 00000000 Download

B Dump Data
ble_dfu_boot
Starting Address: Ox | 00000000 Size(Byte): 0 Dump

0x0100 0000

& 3-16 ST HAE 1
24 SR SO R B B T BGR A b BN, RS B Flashits B R .

@ GProgrammer

Flash e

0x010F FFFF

E\t Flash Configuration

(® Internal Flash

a
a
111

# E}t Erase Flash
- Erase All Failed X

External Flash Flash ID: Flash Size: Config

E Unused (®) Erase Sector
Out of range.
M soot Erase Specified Ar{ Erase
0 W nvos oK

Firmw
M Firmware ‘t; Download Data

File Path: FASRPERFT £\GRProgrammerifiiiZ\ble_app_T3u_fw.bin =

File Size(Byte): Download Address: | Ox | OLOEFFFF

B Dump Data
ble_dfu_boot
Starting Address: 0x | 00000000 Size(Byte): | 0 Dump

0x0100 0000

[&] 3-17 Flash i

U0 358R:

W FAE HSWD I 4z H AR, A8 FH = o] BAsi ] N 200 dE 2IBoot X . an SA A £ 1 05 o2 HbwiR, B4
FH P vk #008E 2/Boot X 3.

WA © 2022 IRIITTIC TR I 0 A7 PR A =) 16
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GProgrammerfi ] it 1]

3.6.1.4 Dump#iE

R P TSI 4R E A A KN, Bt Flash o (9 AF 3 8008 Dump 31 A4 R A7 A SCA

@ GProgrammer

£+l Flash

a 0x010F FFFF

171

E Unused
M Goot

0 W nvDs
. Firmware

ble_dfu_boot
0x0100 0000

m Flash Configuration

& BFA
@" | « Document (F) » FrEociss Config
|m~ v = @
F J 5 - = ° EHEsE
e EESRERETIRT,
&, Windows (C:)
[0 = Data (D)
(s Software (£ H
Erase
(a Document (F)
G ed QW V(@)
N — ]| J
Al
~ FE(N): flash_dump -
il EFEREAT): | Image (bin) - =
=)

B Dump Data

Starting Address: Ox | 01020000

Size(Byts):

450000

3.6.2 7 ERFlash

3.6.2.1 Big EFlash

[&] 3-18 Dump#{1E

M P EAESNERFlashBs), EAEFRAE “Flash Configuration” #2iEFE “External Flash” ; R S5 53
i “Config” %4, FTHFAMEBFlashft & & M. 7 Al AR PE SEPrfE DB B PINE

BB e, midi “Apply” ZHINHARER L.

External Flash Configuration x

SPI Type: {(®) SPI QsPI0 QSPI1
GPIO Type GPIO PIN PIN MUX
Cs: NORMAL GPIO_6 MUX_2
CLK: NORMAL GPIC_3 MUX_2
MOSI: | NORMAL GPIO_4 MUX_2
MISO: | NORMAL GPIO_S MUX_2
Apply Cancel

[&] 3-19 SPIFfL &I

FRALITE © 2022 RINTHC TR (A IR A =
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GProgrammer i F i 15

External Flash Configuration x

SPI Type SPI (@) QSPIO QSPI1
GPIO Type GPIO PIN
cs AON AON_GPIO_1
CLK: NORMAL GPIC_24
100: NORMAL GPIO_25
101 NORMAL GPIC_ 16
102 NORMAL GPIC_17
103 NORMAL GPIC_31
Apply Cancel

3-20 QSPIOFC E 15

*  Flash Size it &

PIN MUX

MUX_5

MUX_5

MUX_5

MUX_5

MUX_5

MUX_5

F P 5EPINHIFC B JF B H f5, A 2 BT T A Flash 1D, F-AR$EFlash ID H )AL & Flash Sizeo

(1 58 B

s “Apply” LT, AR RN FlashiZ I8 5 IIEC B 5 B AROERERE . B0, SMEFlash Tk S H AR

IEHIETE .

#ICIE ) E Flash Size, W H 75 H AT & 154 & Flash Size.

FEAUITE © 2022 GEYITTIC TR 0 A BR 2 7]
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@ GProgrammer
£+l Flash e

0x000F FFF

E\o Flash Configuration

Internal Flash

> Q

(®) External Flash Flash ID: Flash Size: | 1 Config

& | Woming x|

I:)! Erase Fla

ﬁ o Unknown flash ID and you need to config flash size.
Erase All

E (®) Erase Secto OK

Erase SpecimeurAres o o T 4 Erase

é’; Download Data
File Path FAGRProgrammerillizf\ble_app_T3u_fw.bin =]

File Size(Byte): Download Address: = Ox = 01009000 Download

B Dump Data

Starting Address: Ox  QLOAFFFF Size(Byte): = 150000 Dump

0x0000 0000

[&] 3-21 ZK#0Flash
3.6.2.2 Flash#21E

I AEShESFlash (#iERFlash N EEWE . Dumpddin) I, REAEAROBIE IR N, ATHEEERE, T
RFIR PR 1 o

@ GProgrammer
£+ Flash @

0X003F FFFF

E‘O Flash Configuration

Internal Flash

e

® External Flash Flash ID: Flash Size: 4 M Config

111

D Erase Flash

Erase Al
E (® Erase Sector 10
Erase Specified Area Ox to | Ox Erase

o Unused

é Download Data

File Path: F:\GRProgrammerilifizt\ble_app_T3u_fw.bin =

File Size(Byte): Download Address: | Ox | 00050000

B Dump Data

Starting Address: Ox | O10AFFFF Size(Byte): | 150000 Dump

00000 0000

3-22 TEHHUE

(10 358 BR:
SEAPINHIEC B AT,  TCVEBE T AL £ X A1 i Flash (P54 o

WA © 2022 IRIITTIC TR I 0 A7 PR A =) 19
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3.7 IEZmME
A IR S AL AR B, #EN “Encrypt & Sign”  CINZEHN%s) Tilh .

@ GProgrammer

& Encrypt & Sign @
a eFuse Settings

Name: ID:
& Firmware Key: '@) Using Random Key Select Key

Security Mode: (®) Open Close SWD:  (® Open Close

1l

Batch eFuse:

Generate eFuse File

&

ownload

Encrypt and Sign

Product Info: =

Random Number: '@) Using Random Number Select Number

Firmware: A =
Encrypt Encrypt and Sign

3-23 “Encrypt & Sign” T1@

O RN AE 2 e, S NeFuse 7= 5 B H A Security Mode R 7€ « 7E 22 & T 8 1%
BUN, [N N2 JE A 0] LU 20 2 Flashiz 17

3.7.1 eFusei% &

eFuse &t i W ER I — AN EAABENL VT 7132 O i — IR AT dmFEAZ (it 25 o eFuse P AFCE = ML BB B &4
AFEHE B UL T2 N i & ma 1 (E 4% .

F P R s fE 2 P2 S Name. ID. Firmware Key. Security Mode fISWD#% [ 4= Al A7l 7E eFuse HH HAH ¢ S
1*0

eFuse Settings

Name: test D: 1
Firmware Key: Using Randem Key (®) Select Key FAGR551X update\tools\GProgrammer\test\firmware key =
Security Mode: (® Open Close SWD: (8 Open Close

Batch efuse:

Only Data Key is different between batch eFuse files,
Generate eFuse File

E3-24 RESH

(1035 8R:
*  Firmware Key A] fif 52k H 2h 4B i B M LKey, AT H A P B Sk BERInrIKey T4 .
« JFEweE)E, AP ERR S OCHSWDEE

AT © 2022 FRIINTHE RSB AR A IR A 7 20
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WA, GProgrammerit L HHEIT B “Batch eFuse” &It A4 .2 N Encrypt_key _info.bin L
fF, HARE &S BAME—ME, BURIE “—Hl—%" . 40, 2ik “Batch
eFuse” WEIHAECAME W B A HE R “37 , WA N3N Encrypt_key_info.bin3C
f4: Encrypt_key_info.bin, 2_Encrypt_key_info.bin, 3_Encrypt_key_info.bin.

A R SO L

| | 2_Encrypt_key_info.bin
| | 3 Encrypt_key info.bin
@) efuse son

| | Encrypt_key info.bin
| | firmware.key

| | Mode control.bin

@ productjson
=] Public_key hash.ta

| | signkey
| | sign_pub.key

3-25 £ BB
efuse.json: il LA,

Encrypt_key_info.bin. 2_Encrypt_key_info.bin. 3_Encrypt_key_info.bin: eFuse F# S, A&7 fh M
FEMZAE B . W RE N2 eFuse.

firmware.key: FH T 4 (\FAEH o

Mode_control.bin: eFuse F# 1, 1% Security ModeFISWD1E B T FEi £ eFuse.
product.json: F=iAEEICIE. MEHINE IR, TSRS

sign.key: FT- A2 44 IRV o

sign_pub.key: FT I UF2E 44 B A

Public_key_hash.txt: FT-5E2E 44 1A 8HHash.

N IER PR B0 2 eFuse BN ZE N2 [ 14, AE B HIEncrypt_key_info.binF1Mode_control.bin SCA4:
IR H B N 2] “Download” X35, 7S 8 X product.json 12K H sh# A N E] “Encrypt and
Sign” Y “Product Info” F:H, UKl 3-26FT 7.

LT © 2022 IR TR A A IR 22 7] 21
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GProgrammer i F i 1

@ GProgrammer

£+l Encrypt & Sign

a eFuse Settings

Name: test 1D: 1111
& Firmware Key: '@) Using Random Key Select Key

SecurtyMode: @ Open () Close Close
DIl

Batch eFuse 3 o Complete to generate efuse file.

Only Dts Key is different between batch eFuse files.

OK
E Download
Encrypt Key Info: C\eFuse\Encrypt_key_info.bin
o Mcde Control: Ch\eFuse\Mede_control.bin

Encrypt and Sign

Product Info: C:\eFuse\product.json
Random Number: '@) Using Random Number Select Number
Firmware:

5] 3-26 BN CAHEERR

Enc

Generate eFuse File

=

=

Download to eFuse

=

i

rypt Encrypt and Sign

U0 358R:
ANEAE M eFuse FAE BIIATAR ST, 75 WU AT e A ] A2 n 2 0 285 2R e

3.7.2 eFuse N &}

£ H P YT “Generate eFuse File” #E4E 1 T Encrypt_key_info.binFliMode_control.bin U4, W A] B 4277
i% “Encrypt Key Info” F1 “Mode Control” &1, i “Download to eFuse” Z4H% SCH T 3 £ eFuse.

BN, &S Tk B INEncrypt_key_info.binfliMode_control.binSCA:, SR )57 A N4k

FEAUITE © 2022 GEYITTIC TR 0 A BR 2 7]
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@ GProgrammer

£+l Encrypt & Sign @
a eFuse Settings

Name: test 1D: 1111
& Firmware Key: '@) Using Random Key Select Key

Security Mode: @® Open Close SWD:  (® Open Close

Batch eFuse:

Only Dts Key is different between batch eFuse files.

# Generate eFuse File
E ownload

Encrypt Key Info: C\eFuse\Encrypt_key_info.bin =
o Mcde Control: Ch\eFuse\Mede_control.bin =]

Download to eFuse

Encrypt and Sign

Product Info: C:\eFuse\product.json =

Random Number: '@) Using Random Number Select Number

Firmware: 4 =
Encrypt Encrypt and Sign

& 3-27 #3142 eFuse

BOR): <
eFuse NEEEH B N,

3.7.3 B MEZEME

FE AT RGO, [ 5 N A J5 74 ml LN 2K £ Flashiz 1T . GProgrammer RJ X [ {:
Chex/.bintg 20 BEAT IE N BE SO A#ERAE,  Fevr P A IR — &7 dh 45 AN —Random Number
VE—A i Z A

Random Number 7] {8 F F P B I BE N LA AE, Bl 14 i B 20 2R R I BE LA
W2 AN E AR, S EFER A« BT, WE 3-28F1R.

Encrypt and Sign

Product Info: C\eFuse\productjson =]
Random Number: '@‘ Using Random Number Select Number
Firmware: C\firmware\ble_app_ancs_fw.bin:C:\firmware\ble_app_bps_fw.bin:C\firmware\ble_app_hrs_fw.bin:C:\firmware\ble_app_hts_fw.bin =

i

Encrypt Encrypt and Sign

3-28 AN Z N E

WRA)E “Encrypt” HIEHE, NIEEAVEZ41AE R “Encrypt and Sign” ; HRANAE “Encrypt” HIiEHE, N
BRI AR R “Sign” o SRR, PR G, R AR BN S NS s E UM R E Chinkg ) .

TN N2 i A ) S AR -

AT © 2022 FRIINTHE RSB AR A IR A 7 23
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|| ble_app_ancs_fw_encryptandsign.bin
|| ble_app_bps_fw_encryptandsign.bin
|| ble_app_hrs_fw_encryptandsign.bin

| | ble_app_hts_fw_encryptandsign.bin

random.bin

& 3-29 MNEE NS4 AREVT
DU Ja 25 B SR A

| | ble_app_ancs_fw sign.bin
| | ble_app_bps_fw_sign.bin
ble app_hrs_fw sign.bin
_app_hrs_fw_sig
| | ble_app_hts fw_sign.bin
| | random.bin

& 3-30 (XN &4 BB

U035 8R:

TAFREALAE B FJRandom Numberig — N T IN& SUA I BENLE . PATINE IS E#AE G, BENLECCH
Crandom.bin) =55 1% N2 JG W B SCAFRAFAE R — B3 N o 5 H 7 75 B A A BE LA 25 i 2%, ] 3
SN0 BT ORAT I BE AL

3.8 eFusefE 7~
Al A MIhRE SR B AR B, 3\ “eFuse Layout” (eFusef&/~) T .

@ GProgrammer

hf eFuse Layout e
a Offset Name Value Length Comments
0x015E Product ID 0000 2 product identity
& 0x0158  Chip ID 00 00 00 00 00 00 6 chip identity
0x0152 EncMode 00 00 2 encrypted or not
171
0x0150 SWDDisable 0000 2 enable SWD or not
# 0x014C Config 00 00 00 00 4 chip configuration
0x013C  Chip UID 54 53 4D 14 04 50 52 59 57 34 38 30 30 08 6F 22 16
E 0x012A Xo 0000 2 xo offset
o 0x0124 BT_MAC 000000 00 00 00 6
. . . O:Unused, 1:GR5515RGBD, 2:GR5515GGBD, 3:GR5515IGND,
0x0112 Package Type 0 1 - I P S —
4:GR5515I0ND, 5:GR5513BEND, 6:GR5515BEND, 7:GR5513BENDU
0x0111 10_LDO_SEL 08 1
MName Value Comments Operate
10_PWR_SRC 0: Internal, 1: External Write

Refresh

[# 3-31 “eFuse Layout” T1E
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F P Al fE FeFuselfIZ ARG B, W0 P @ME—R IR ( “Product ID” )« B ME—HRIRFF ( “Chip
ID” ) . e ( “EncMode” ) . SWDH ( “SWDDisable” ) . BLE{EE ( “Config” ) FE WAL H
ey . KESEER, Hih, “config” Al “10_LDO_SEL” “FELiAAL & 2 M.

BFB/MIMEG R, 7 “Refresh” F2H1 1.

Mifi 2 Ak “offset” FIY  Elbx, AIRIFHAIBEE, WK 3-32f7R. WfFGERAIEE S, F A
B brEk B Xl “ Config” AT “10_LDO_SEL” 45 HAT.

R Al BAHE G “10_LDO_SEL” FEHh i) “10_PWR_SRC” firisk, AT B MMM E TR .

(19 {52 AR
RFpKow BN, AR 1 E MO0,

@ GProgrammer

# eFuse Layout e

Firmware Offset Name Value Length Comments
3 .
0x015E Product ID 2 product identity
& Chip ID 0 00 00 00 6 chip identity
0x0152 EncMode 0000 2 encrypted or not
111
SWDDisable Q000 2 enable SWD or not
# 0x014C Config 00 00 00 00 4 chip configuration
upgrade_disable
E . . 0: PLL-64MHz, 1: PLL-48MHz, 2: XO-16MHz, 3: PLL-24MHz, 4:
1 boot_clk 000 3 _ R I
PLL-16MHz, 5: PLL-32MHz
o 4 dpad_while_disable
5 rx_sample_delay 00 2
flash_power_up_delay 0000 4
" spi_mode 00 2 mode 0, 1,2, 3
13 clk_fls_ctrl 0000 4 0: 64MHz, 1: 48MHz, 2: 32MHz, 3: 24MHz, 4: 16MHz, 5: 16MHz
Name Value Comments Operate
I0_PWR_SRC 0: Internal, 1: External Write

Refresh

3-32 BFF{LiE

(0 354 A
B R s B 7 B RAE B, 125K H config SCAFJ2 T Hefuse_config.json XA, FEAES FreFuse A7 At 1 4345

it o

ohRECE
A A MTh R SR B AR B, 3\ “Chip Configuration” & HHBCE) T .
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@ GProgrammer

& Chip Configuration = @
- Init NVDS Area
o
Start Address: | Ox | OL0FF000 Sectors: | 1
& Parameters
i criptio t
111 +

M Unfinished Import Export Write Read All

[&] 3-33 “Chip Configuration” T1M

FH PRI R B A7 A AE O AP NVDSIX 3R 2 50, 5 USERS I FIROM S 4 .
s USERZ¥: M EENHISE, R . MR BB
*  ROMZB¥: S ROMAFISEL, RAVEH MBS EUE, AERrbeimeg.

35 ER:

© FIRAENERIKIROMS L, 12K H config AR R BInvds_config.json S, FFE A Fr NVDS H SR 32
B, ROMBEUAVEAN B, S 0% 3-5 .

o AR AECE _BJTH) S HAH, THTOT CEBhRAT Y DIRE, SRR AT EOR.

- FHSEA BT R, TGRS

%% 3-5 NVDS ROME 3

ID BHER i::3un
0xC001 BD_ADDRESS W B WA & ik
0xC002 DEVICE_NAME WEBEEL.
0xC007 LPCLK_DRIFT BB R GRS BoRS BEEESCA, BB YE 10 ~ 500, HA7: ppm.
0xC085 CODED_PHY_500 1% & BRilCoded PHY, 04125 kbps, 14500 kbps.
0xCOB1 RF_XO_OFFSET WEMNBAESH, 5 Jy0x000 ~ OX1FF,
3.9.1 #J45LNVDS

FLENVDSS U |, HI P FdRENVDS X I RS an il (LL4 KBIR/INAFFF) Al di Y ¥ Sector i &

AT © 2022 FRIINTHE RSB AR A IR A 7 26
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Init NVDS Area

Start Address: | Ox | 010FF000 Sectors: | 1

3-34 I ENVDSHE IS it
B E FINVDSIX 8, 5 C AR I Firmware X I B S, 4 I07% 58 BUINVDSHIZG 4L

@ GProgrammer

ﬂ% Chip Configuration = e
a Init NVDS Area
Start Address: | Ox | 010FF000 Sectors: 1
& Parameters
111
0 Can not init NVDS in the area firmware exists. +
ROM Parameter:
L
oK
=]
r LI 00K
o B offset
W Unfinished Import Export Write Read All
[ 3-35 NVDSXIEL SEIHF X EE
\_—_._—’ K
3.9.2 IS

GProgrammer 3 FE— R PE S FIAC A NVDSH AT A 240, I LI 3405 B AE “Parameters” FIJ3RH
%/j——\‘o
AT B IR FrNVDS H A E I S B R 5, T8 User APPTCIEIE W 1247, S P 58 i e 1
Ja, ERPAT “Read All” #AE, LAHHINSEUR T CAFTENVDSH
GProgrammerlL “Unfinished” . “Same” . “Different” /RSEIRE, AP AIRTHSEHEED
fEAENVDSHT .
. “Unfinished” JRZ&: TR N B, Fom ANVDSHELEL R 5126 A 1S5 (i
3-36 911D 0x4000/ 1B %) , EENVDSH O WS HUBE K E AL (&l 3-36H11DN0x4001 ()5
30 .
. “Same” IRA: FHMONLEE, RIRNVDSHA DA SEL JFHKEMSE. [EHE okl
3-3611IDA0x4002[IZHD)
. “Different” JIRAS: PN, FIRNVDSH O A S E, KEMHSEMAHE
3-361IDN0x4003 /) S50 .
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GProgrammer

Chip Configuration = @

Init NVDS Area

5]
Start Address: | Ox | 10ff000 Sectorst 1
a Parameters
All D Parameter Name Description Length(Byte) Value Value In Chip
! I ! USER Parameters +
" 04001 testl testl 1 1 01:00
E 04003 test3 test3 1 2 1
_ 04000 0 01
E 04002 test? test? 1 1 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 6 01:23:45: N/A
0xC002 DEVICE_NAME Device Name 4 name N/A
0xC007 LPCLK_DRIFT Sleep k Accuracy 2 500 N/A
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xC0B1 RF_XO_OFFSET XO offset 2 0x0100 0x008c
M Unfinished M Same M Different Import Export Write Read All

& 3-36 IZHIS

3.93 BEASH

BANSHN, FToRAEGSARNSEIN, R Ad “write” %4, K SHUES ANVDS.

@ GProgrammer

Chip Configuration = @
ﬁ Init NVDS Area
Start Address: | Ox | 10ff000 Sectors:
a Parameters
111 .
VSER Parmmeters The following value will be writen in chip: +
" 0x4001 testl o 0xC002 : name 01:00
Are you sure to continue?
E 04003 test3 1
04000 01
— oK Cancel
H 04002 test2 1
ROM Parameters
o 0xC001 BD_ADDRESS Device Address 6 01:23:4 N/A
0xC002 DEVICE_NAME Device Name 4 name N/A
0xC007 LPCLK_DRIFT Sleep Clock Accuracy 2 500 N/
0xC085 CODED_PHY_500 Prefer LE Coded PHY 500K 1 0x00 N/A
0xCOB1 X0 offset 2 0x0100 0x008c
M Unfinished M Same M Different Import Export Write Read All

3-37 BASH
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L0 5t BR:

HZHUREN “Unfinished” , MIARRVFERZRE NG F
HikZANSH, G R “Write” 24, SRS EINHIERES .
AL ZAZEP A “Unfinished” IRESIIZHL N “Write” $ZHPRBZEEM, AT A

3.9.4 ¥IBUSERS

WHEUSERSHUNS , 15 1% LA T A SR Ak
L fddi 44, FTIPRTHIUSERSHE .
2. {RESHUD. AR, k. KA KL EHLUEE Rk .

Add USER Parameter X

D Ox
Parameter Name
Description

Type Unsigned Integer

(it}
[a]
=
4]
=4

=
()
®)d

Cancel

3-38 HTIEUSERS

3. il “ok” HEAEIA, BISERGHTIE S 4L

U ER:

IS EIDARE 5HIER P CH KIS EUDHIE . A, NP2 S RORME R, WA 3-39FTR.
WERNVDSH A EIDISEL, Bl IS5 515 ANVDS.
WAENVDSH A AMIFIDISE, HSEKEME, Hrib i S40E v # 5 ANVDS.

WENVDSHHFIFIDIISEL, HSHKEARE, FEHSEEASHEANYDS, HSHIRE TR
A “Unfinished” . TIESSEKE, 74 HES ANVDS.
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USER Parameters

0x4001 existed existed parameter 1 10

sl Add USER Parameter x |
e ——]

1D Ox | 4001
) 0 User Parameter ID must be identical.
Parameter Name duplicated
Description duplicated paramter oK
Type Unsigned Integer
B Unfin Length(Byte) 1
Value 20
(®) dec hex
OK Cancel
& 3-39 BHIDEE
3.9.5 245

F P A& INVDSH FRIUSER S S FIROM S 4

ROMSE MBS AR ik LS EE, HHSHEMIESA S FERKE N B E 8
BRI

USERSHUIRZS A “Same” B “Different” I, WEIKIK A% SROMBE—5; USERSHUIRE
N “Unfinished” B, R[S SRS HKE.

BESHE, EARNGSEIT S HREE N, WESHER, AE NS “oK” BB SR MNSEE
E 5 ANVDSH .

Edit Parameter Value x

1D Ox
Parameter Mame ABC
Description abc
Type
Length(Byte)
Value AMARAAANAAAN
oK Cancel
[ 3-40 2 ¥4RIBE O
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(10 {52 AR :

FEMHISECRE N “Unfinished” , HABRUGEHIKE SNVDSH S K EA—, NMHITENEER, S5
AR “Unfinished” JRE, AL E ANVDS.

3.9.6 f|BRUSERS %

FH 2 A B BRNVDS H [FIUSERS: 5, A EEMIFRROM S %

MIERZ A, oAk s MER 240,

@ GProgrammer

R iy oo EER, AT SEHLANVDSH IR Z 4L

Init NVDS Area

5
Start Address: | Ox
& Parameters
Al D
III USER Parameters
0x400
# 0x4003
0x4000
E 0x4002

ROM Parameters

o 0xC001
0xC002

0xC007

0xC085

0xC0B1

Chip Configuration

10ff000

BD_ADDRESS
DEVICE_NAME
LPCLK_DRIFT
CODED_PHY_500

RF_XO_OFFSET

M Unfinished B Same M Different

The selected parameters will be deleted from chip,

are you sure to continue?

OK Cancel
testd
Device Address 6
Device Name 4
Sleep Clock Accuracy B

Prefer LE Coded PHY 500K

X0 offset 2

01:23:45:67:8%:AB
name

500

0x00

0x0100

Import

3-41 fiFRUsers #

N/A

N/A

WA

NAA

0x008c

Export

Write Read All

L0 354 RA:

© AEEANUserZHL, MRJE R oeee EbR, ATSCBLUSERZ AL EMIER .

© R ARNZANSH PR EROMSH,

438

celcte PRIFRAGHEE K (BRI “Remove” THEEWEZEHD) , ARV

3.9.7 EAN55H

GProgrammer SRS S HFIR PN HE (SEAR, ik, KERME) T oujsonks s E 3L
i, PR AR 3\ B SIS R B

AT © 2022 FRIINTHE RSB AR A IR A 7
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@ GProgrammer

Ul

£+l Chip Configuration
— Init NVDS Area
o ke
Start Address: | Ox | 10ff000 @(}_la » HEL » Windows (C) » <[ |[ 2% Windows ) 2] Sectors: | 1
& Parameters iER v FETEE =~ 0 @
A Bt | E—— o= pEaE || vauencr
III USER Parameters 5T I\ inetpub 2018/5/28 14:00 —
201 i W =m c L Intel 2017/9/4 14:50
A001 testl 3 00
# 0 < W BESERE MsOCache 2017/9/1 10:52
0x4003 test3 |\ OutBackup 2017/9/113:28
- == | PerfLogs 2009/7/14 11:20
=] J: Program Files 2020/3/13 10:28
0x4002 test2 )
| Program Files (x86) 2020/3/31 11:23
el L h ; Dat - 202015/25 914
ROM Parameters B ow : rogramData /5425 9
o & Windows (C) || Python27 2019/1/31 11:32
0xC00L ED_ADDRESS  ca Data (D) | i ] ’ s
0xC002 DEVICE_NAM N/A
: - HEEMN): nvds_configjson - [NVDS Config (jsan) =
0xC007 LPCLK_DRIFT N/A
0xC085 CODED_PHY | N/A
0xC0B1 RF_XO_OFFSET XO offset 2 0:0100 0x008¢c

Import config file

M Unfinished M Same M Different Export Write

& 3-42 A

Read All

L3RR

© RAMEXMHE, HPRSHEE G AR DRSS

© BUSHUE, RS HECE SO IR, DLk E BB

*  HAHE “Unfinished” IRZEHISH, W “Export” IZHIKHAEM, ARVFTH
o SPHHPRE G SRR A B

3.10 X% HE
S MDA SRS EAE B, HEA “Device Log” (& H &) T,

FEAUITE © 2022 GEYITTIC TR 0 A BR 2 7]
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£+l Device Log @
- D CONTENT
DUl 001 HARDRAULT CALLSTACK INFO: RO 0000 R3-00000000 R12-0000000A LR-01020581 PC-01015FEC XPSR-61000011

a A002  HARDFAULT CALLSTACK INFO: R ) PC-01015FEC XPSR-61

A003  HARDFAULT CALLSTACK INFO: RO-0f

00 R12-0D2E6465 LR-010058AD PC-01015FEC XPSR-61000011

Read

[ 3-43 “Device Log” T1 @

AP EERSHEER, —BOVSH BT ARG R . i “Read” 424, BT AR 8B
%’ EI mfﬁ o

5 ER:

HEREHEERZHT, 7B R CHAT I T RAE:

o MR R A AIRE B S ANVDSH (NVDS IDJJA001~A010)

*  fEGProgrammer L IEFHIUGUNVDSIX I8, 58 [ F R 5 o 5 X—3Ko

F4b, s VI GO BT O, kR H SR B R T 2.
@D FREHUIE “asci” , XARUFFERERHEGE, WE 3-4407R.
* 4 : ﬂ:?‘%ﬁ‘f!ﬁﬂtﬂ}ﬁ%ﬁ “Stream %Tu%ﬂﬁﬂzﬁﬂjd Eln_n |:|‘|_A ’ ﬂl]. 3- 45Fﬁ/j_\‘o

Device Log @

D CONTENT [ oxcii @)
. X 00000 B2 - 5. 00000004 LR-D1020561 PC-0L01SFEC XPSR-G1000011

HARDFAULT CALLSTACK INFO: RO-00000000 R1

3-44 PFEFRERAERAE
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Device Log @

D CONTENT

3-45 l«X? TR ﬁ?itiTEln_.\

3.11 fip > ST

GProgrammerf2 {2351y 17 FE/F: GR5xxx_console.exe1GR5xxx_encrypt_signature.exe.

(05 RR:

GRSXXXFE 781> T £ #1)GR551X.

*  GR5xxx_console.exen] J7 (% Fl F* BELFEAL H dr 24T 56 L 14 T 2RI Flash #8855 3 A T RE R .
. GR5xxx_encrypt_signature.exe 7] J5 {F FH J ELEAE FH iy 247 56 B2 [ 44 140 I 2 I 2 BAY N 284584
3.11.1 GR5xxx_console.exe

A ATFER GR5xxx_console.exelf)F FH 25 BRI R

L iR CTFRESER > A HURKE . RSB TRHERC A “omd” B, 1T @ AIRKT §
Ho

2. fHiHcdm 4 \GProgrammer#i3t H 5%,

3. HIAGR5xxx console.exe commandfi@{T5eAHNEEIE. KT “command” BARHE, S
3'6 o
3% 3-6 GR5xxx_console.exeZ 3 5H 6%
command IhgetiR wSERR SR - pas
program <firmware file path> <run AR SE, BT
immediately:y | n> <flash start * <flash start address(hex)>: FlashiZfith
address(hex)> <flash size> <product type> Bk, FTHRAE S LT
[ S i
program TRE#AXHESH SR ° 0x01000000: GR551x FlashiZ4fith
P #fiFlash « <firmware file path>: £ &% [ £F > 4F ht
e * <flashsize>: Flash K/ (H
2% AP ) =
* <runimmediately:y | n>: NS SE KrkB) -, B A B S Flash K
ALE]] TT.’ftF /J\’ ﬂﬁ%@ 3-3 “Flash @Ja
PRBRTE s Hu b tart address<h d VAB:
2R b erase <start address<hex>> <en o . ) .
erase ) FAE R AE A Flash N0 KB, 5 N

0 Fr N BB Flash#3E | address<hex>><force erase when conflict F 4 MEFlash K /N .
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command e R
BERETS AN
eraseall
i Flash &g
TEEIE SRS
download
A #iFlash
FEncrypt Key
writeefuse InfoFIMode Control X
145 NeFuse
reset HAEH RS
3 o] 4 SCA A
generate

A bintg 2L

BN RS UL #/iF

with firmware/bootinfo:y | n> <flash start

address(hex)> <flash size> <product type>

ZHUL -

* <start address<hex>>: ¥R X AL
FhHhE (163EH]D

+ <end address<hex>>: R X I8 1145 W
ikt C1eitd)D

« <force erase when conflict with
firmware/bootinfo:y | n>: 24 F1[i]
. bootinfoX IR 2 J5, A&7 kil

eraseall <product type>

download <data file path> <start
address<hex>><force download when
conflict with firmware/bootinfo:y | n>

<flash start address(hex)> <flash size>

<product type>
product type « <product type>: O F R, AHANE
e SLIR J4 LR

* <data file path>: 15 & EE SO #E12 .
* <start address<hex>>: & X3 1
ihhhE 163k
« <force download when conflict with
firmware/bootinfo:y | n>: 4[#]
. bootinfoX Ik J5, J& 75 sk
T

writeefuse <Encrypt Key Info file Path>

0: GRS5IXFRAE T

<Mode Control file Path> <product type>

S

* <Encrypt Key Info file Path>: Encrypt
Key InfoSCHF#% 4%

* <Mode Control file Path>: Mode
Control L AF %1%

reset <product type>
generate <input firmware file path>
<output firmware file path> <flash start

address(hex)> <flash size> <product type>

S

LT © 2022 IR TR A A IR 22 7]
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command hEEHAR HORARS R &t
* <input firmware file path>: i\
AR 4E (IDETL B 2R3 &%

#.hex/.bin 34
* <output firmware file path>: i H S04
PEAZ
BENA LG
help help

BN, fFHprogramand FE—AEAE SO RIGRSSIXR VG F, iR B FESEJE RN ZE4F,
ANHI 2

GR5xxx console.exe program "D:/test/test fw.bin" y "0x01000000"™ 1024 O
e S, EESHNEUIN T
s "D:/test/test_fw.bin": FF F#ELHT H A5 [E1.bin T LS 1E

*  "0x01000000" 1024 0: K NFFRES H bx[E 4F A Flashd2 4531k 001000000 Flash k7N 41024
KB+ & &% AGR551x.

programfiy & PATIEFE 2 5Lh R T EEE

0352 ER:
GProgrammer i 217 F2 ¥ GR5xxx_console.exe F TR A2 7 To 2[RI B4 FH o

3.11.2 GR5xxx_encrypt_signature.exe

24T RE A GR5xxx_encrypt_signature.exel) {8 F 5 BR U1

Lo kFE “OFIRSEH > 3T, BB RIS TXEHER A “emd” JEIRI%, FT0F “@ L dent” &
Ho

2. i cd 4 NGProgrammer%:3E H 3%,

3. MIAGR5xxx_encrypt signature.exe --parameter3tdFfE.
WS N, LR 37, SSHTfHGRSxxx encrypt signature.exe --hel

pir AT EE .
3= 3-7 GR5xxx_encrypt_signature.exef)E A& HFI&
S ik ZF
BB, WTRINAE S R
operation * encryptandsign: %5 N4

* sign: {UIN%
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firmware_key

signature_key

signature_pub_key

product_json_path

rand_number

ori_firmware
output

random_output

base_addr

flash_size

product_type

help

3

P I in A /AU 25 1) firmware. key Uit
TEMAE

H T I I3 /AU 25 sign. key SCA BT E
%=

FH s s /AU 25 (i sign_pub. key Uit
TEME

T I & /AU A& i product.json U BT E

FH T in & /AU 25 (¥ random. bin SUATF FTE
HAR

ARE I N2 /R I J 4 I 1 i 4

TEE IR /XI5 I (9 14 OR AT B A

T A8 AN 24 FH ¥ BEATL S ) R AT A2
Flashi2aadtidi, FJ 4R B & Sl R

¢ 0x01000000: GR551x Flashit2#fE ikl
Flash K/ CBLAIKB) BRIV (085 A 78
“FFlashR/h, AT EFE 3-3 “Flash” 5.
R

FAE S FFlash >0 KB, 55 A F (9 41
HeFlash K/

IV SSIt I E TN W& 8

* 0: GRS51XRFI:

R T B AE

&iE

AR RSAE, XTR3.7.1 eFuseidt B E
7, i “Generate eFuse File” 140 J5 ik £
B S A ARAZ A2

flhn, FEGRSSIxARA F EHAT B FHINE A, S A K fr 2= Bl T -

GR5xxx encrypt signature.exe

firmware.key"

sign pub.key"

--signature key="D:/test/eFuse/sign.key"

—--product json path="D:/test/eFuse/product.json"

--operation="encryptandsign"

--firmware key="D:/test/eFuse/

--signature pub key="D:/test/eFuse/

--ori firmware="D:/test/

firmware/test fw.bin" --output="D:/test/firmware encryptAndSign/test fw encryptAndSign.bin"
--random output="D:/test/firmware encryptAndSign/random.bin" --base addr="0x01000000" --
flash size="1024" --product type="0"

HPSHEMIE “D:/test/eFuse/” ~3.7.1 eFuse W B &5, i “Generate eFuse File” %4l J5 F ik
YRR, B2 8D, EEEX3T.

. -—-ori_firmware="D:/test/firmware/test_fw.bin": JRIH[H 14 HTEE4E o

. --output="D:/test/firmware_encryptAndSign/test_fw_encryptAndSign.bin": {RAF NN INES J5 [ 4 1 %

/
1%,

LT © 2022 IR TR A A IR 22 7]
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*  --base_addr="0x01000000" --flash_size="1024" --product_type="0": &K kXF~Fikesk HbrFE 1 I Flashi#
GHHLIE 9001000000, Flash K/NA1024 KB 5 7 %41 AGR551%.

BATAR )R, JHIRIAT I ISR AT o

3.11.3 A P B E X Windows}il 7K

F P B XS Windows A SO, SRR @ 2 1TRE/ 7. 7EGProgrammer() %35 H 5% F
IGRSxxx_script H s /1, A7 T 247 BRIAS ST A

(19 {52 AR

GRS5xxxZ 780 T R F1GR551x.

encryptAndSignatureFirmware.bat I A {F H [F 2% H 3% F firmware_origin.bin X A% FleFuse H 3%, A2 BN s ns
[P E PR A7 2 firmware encryptAndSign\firmware encryptAndSign.bin#gfEH .

program_Firmware_EncryptAndSign.bat I 4 e R 4238 N Flash, #A)J5 F#ifirmware encryptAndSig
n\firmware encryptAndSign.bin&fEH Ik £F 2] A HiFlashH o

3.12 HAER
s A MThEE SR E R B, HEN “Help”  (FEBIMEED TUH .
GProgrammer iy FH 2L 1O 35 B S 4, B HE:
«  About GProgrammer
75 F GProgrammer R A E JE LA S D RERS 1
. Feedback
WXt GProgrammer A H AEA 0] @, W] KILHRE % software@reg.goodix.com .
. About Goodix

W 7 2 Goodix = {5 ., 11 Goodix B Mwww.goodix.com.
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