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ANCS Specification ANCSHMX: Apple Notification Center Service (ANCS) Specification
GRS51xH K 16/ GRSSLXKEAEA2H . PLidi i B A B IR AL BE
Bluetooth B /7 A% Lo R TES.1:
Bluetooth Core Spec v5.1
https://www.bluetooth.com/specifications/bluetooth-core-specification/
Bluetooth GATT Spec Bluetooth Profilef1Service ] 4115 B:  https://www.bluetooth.com/specifications/gatt
i J-Link {1 5 B -
J-LinkF F1 675
https://www.segger.com/downloads/jlink/UM08001_JLink.pdf
Keil P 4615 Keil FEAHEEVE UL . htpps://www.keil.com/support/man/docs/uv4/
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2 Profile#ffif
ANCS Profile & X T F IR % 1
1. Serverifi: iOSW & A %% (Central) , #EfService DA K E IR .
2. Client¥fi: BLEX % NAMEI % (Peripheral) , 0S4 o K I HR S UL A5 S B .
Serveryiii 5 Clientiii 11 52 HLAZ W& 2-1F 7 :
Broadcast
Scan and Connect
Discover Service _
{ Enable Notification Source, Data Source Ccccb
Notify Message
i< i
Write Command to Control Point
Return Write Execution Results
< :
2-1 Client & Server3Z B T2
ANCS EZELHELL R 3FFFE(E (Characteristic) -
%% 2-1 ANCS Characteristic
Characteristic uuiD Type Support Security Properties
Notification 9FBF120D-6301-42D9-
128 bits Mandatory None Notify
Source 8C58-25E699A21DBD
69D1D8F3-45E1-49A8-9821-
Control Point 128 bits Mandatory None Write
9BBDFDAADYSD9
22EAC6E9-24D6-4BB5-BE44-
Data Source 128 bits Mandatory None Notify
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T3 1EHES
SEGGER A~ FHEH FITAGTT B4y, WIFRHEZL T F, &V

https://www.segger.com/products/debug-probes/j-link/

GR5515 Starter KitJF & R

Micro USB 2.0% ¥ £k

R32BMER
B R
Windows Windows 7/Windows 10#:1F &%t
J-Link Driver J-LinkBXZh 27, TFEMHE: https://www.segger.com/downloads/jlink/
Keil MDK5 IDETH, F#Mik: https://www.keil.com/download/product/
0SB % SCFFBLE4.0JZ DA EFiOS L%, fliPhone 4s/iPad 3 &% L L bRt A
GProgrammer (Windows) GR551x Programming I, £ FSDK Folder\tools\GProgrammer

GRUart (Windows)

3.2 fE &R

GR551xH iR T A, fTSDK Folder\tools\GRUart

18 FIMicro USB 2.0%#E £k ZEH:GR5515 Starter KitH KAk S5t B AL .

Micro USB Cable I

3-1 EHERTE
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T EHANCS/RI)ble_app_ancs_c_fw.bin[ElF =TT KR . EAREAE 7%, 165% (GProgrammerH J'F
M .

L1 {5 BB
ble_app_ancs_c_fw.binfii T"SDK_Folder\projects\ble\ble peripheral\ble app ancs c\build
\, H:A1SDK_Folder JGR551x SDKHIHR H 3% o

3.4 I iEE

FFRMR _EHE, FTHFOSW &S T IhRE, MRFEILE T W&, RIHE%%&% NGoodix ANCS_CHIWE A ¥
%, K 3-2F7R .

L0 5t BR:
ARG FH B iPhone 7, RGEMUA N11.03. £ TUHA 25, 15 LASEBR TS HE .
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IERRARILA “iPhone (2)”,
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vivo X6D

3-2 I &% Goodix_ANCS_C

i “Goodix_ANCS_C” , EBIT M, #H NEIFRNECTIERE L, BRI “123456” (%421
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Ao & e

sk “Open Port” #THF, 4Nl 3-5FT7R.

[& GRuart
Serial Port Setting

PortName  coy3 JLink COC U2

BaudRate [118300

DataBits &
Parity None
StopBits |1

Flow Control

@® | Close Port

TzRx Data Size
Tx Count 0 Bytes

Rx Count 8 Bytes
Cam=]

Port Opened CTS=1DSR=1DCD=0

- o X
Receive Data
Format: @ASCIT  OHex Show Time [ Font Size |10
Background: ~ @ White O Black Search
save | Pause | Clear
Send data
Single Multi
Format: © ASCIT O Hex Loop O  Period 50 Zims ONewLine
file path Erowse | Send | Pause | Clear

E3-5 FOKRE

BEE IR R ANCSHR &5 an =4, R At B AR B .

3.6 MR L& iE
Fif P TR o 11 2%
Tl S

Specification)

B D S BRI T

B
Notification

Event: Added
Category ID: Social

Category Cnt: 1

T EME E, BUFANCSIRSS 2 B is4TIEH -
ITEBIVEE (IR

TEENs, 1HS % Apple Notification Center Service (ANCS)

[& GRUart

Serial Port Setting

BaudRate [115300

DataBits &
Parity None
StopBits |1

Flow Control

@ | Close Port

TxRx Data Size

o=

PortName  coy3 JLink CDC Ur

Tx Count 0 Bytes

Rx Count 2 Bytes

Port Opened CTS=1DSR=1DCD=0

- o x
Receive Data

Format: @ASCIT  OHex
@White O Black

Show Time [J  Font Size |10

Search

Background:

APP_I: Local Board EA:CB:3E:CF:00:00.
APP_I: Apple Notification Center Client example started.
APP_I: Connected with the peer 20:3C:AE:AS:4C:D3.
APP_I:

Notification

= Added
APP_I: Category ID: Social

save | Pause | Clear
Send data
Single Multi
Format: @ ASCIT O Hex

Loop O Period 50 Hns ONewLine

file path Browse | Send | Pause  Clear

biz:puy

& 3-6 EEOFTENE R

= 3-4BHE R

FORIE R F AN 2

HIFRRN:

@

BRI 13
KBMEAN: 1
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uUiD: 0
Flags: Silent
Pre-existing

Negative Action

ik

ME—FRIRFF (UID) 40
FREAL: Silent
TEE T BAFIX
FRATHAT IR

CUFH AT A o A T AR P ALES AIOSI LR IT FE g, FRae s AT ATURE 32 21 HE 18 38 1
FIGRSS1SIF A, T ARMAFAL BB BN @A S, FHHE BT HIRIGRUart

BRI 7 e R T8 B AA SR ARG 585, R RO AR “OK” %4, GRUarthf i nBL MEE (B

ARBTG5

[ Gruart - o X

Serial Port Setting Show Time O Font Size |10 |

Search

PortName  |goy3 Jlink CDC Uf

BaudRate  [{{g5p
DataBits §

Parity None

StopBits |1

Flow Control [IRTS  [IDTR

s Pause | Clear
TxRx Data Size Send data
Single Nulti
Tz Count Bytes  Format: @ ASCII OHex Loop 00 Period 50 Zms ONewlLine
Rx Count 8 Bytes
file path Browse | Send | Pause | Clear

Port: CTS=0 DSR=0 DCD=0

& 3-7 4TENBFE 2

N POERRRET, FTLME NIFRIR “RIGHT” ##, SR FIRISCHE, W gy, nfblik
N “LEFT” 4, &FEZHEIECHEW.

[0 355 BR:

GR5515 Starter Kit /T K MR IVELI S B, 155 % (GR5515 Starter Kit/H S 455 )  “7 #8EMIBRIT 7
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4 N FRiERR

A B FEEA G ANCS Clients Bl 38 B FE A AR .

41 TEEF

ANCS Client/~ 7 I YEARRS A1 A2 X447 T°SDK_Folder\projects\ble\ble peripheral

\ble app ancs c, H TFEF/EKeil 53R,

X TRE S ble_app_ancs_c.uvprojx, fEKeil"H &7 ANCS Client7~flble_app_ancs_c T.#¢ H 451, #H

RIMFANE 4-1 s

Group

gr_profiles

user_callback

user_platform

user_app

%% 4-1 ble_app_ancs_c3 {41 RA

pats

ancs_c.c
ancs_protocol.c
user_gap_callback.c
user_sm_callback.c
user_periph_setup.c
main.c

user_app.c

user_gui.c

4.2 X ERIERBNA

AHBIFELLANCS ClientSEBRAE H oI, 43R 7 ANCS Clientfit Xt 54552 . KBRS cCcD (Client
Characteristic Configuration Descriptor) ffifg. JHEAIVH B M2 H 73, [ H IR TS 3 2

(NN

T HRFEWE 4-1R .

ANCSHAH G GATTHAE

ANCSHUAR S A 2

GAP CallbackSEH, Ii%E#z. Wik, GAPSHEHE %%
SM CallbackSEHH, QAL 46 &

App log % Hhutik it e Y5 A S Fr) i B
main() A\ [ B4 4

SEILANCS S E

FEEE AT N GUIE 7S
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4.2.1 EHE., B RYE
GRS515TF At L HLUE, 1 JyPeripheral fi (Adb AT 4k, 0SB a4 JyCentral iy th, W% 1L ¥4
OSW AT A The /e, FHBIGRS515TF R UIT R ERE, ARG HEAT I 4058 . EEARMA AT,
§12: TRHT Ffuser app/user app.c

ZHR: gap_params_init();

HRERCX AR e A, B AT n (BRiA NSecurity Mode Level 3, H PRI HE ) FIJ #S
B, TS HOCERARHD

L {5 B
<F-LE Security Modes Leveli% & [V EH(E S, 152 % Bluetooth Core Spec v5.1H1 (] “10.2 LE security modes (Vol
3, PartC) 7,

static void gap params_init (void)
{
sdk _err t error code;
ble gap pair enable (true);
error code = ble gap privacy params set (150, true);

APP ERROR CHECK (error code) ;

sec_param t sec_param =

{

.level = SEC_MODEl LEVEL3,

.10 cap = IO DISPLAY ONLY,

.00b = false,

.auth = AUTH BOND | AUTH MITM | AUTH SEC_CON,
.key size = 16,

.ikey dist = KDIST ENCKEY | KDIST IDKEY,
.rkey dist = KDIST ENCKEY | KDIST IDKEY,

B’1E: THEHFX FMuser callback/user sm callback.c
ZFR: app_sec_rcv_enc_req_ch();

WHE H e XX 1234567 FHIRE Fcfm_enc.data.tk.key[4] 504, ARFSU1 T 7R,

static void app sec _rcv_enc req cb(uint8 t conn idx, sec_enc req t

*p_enc_ req)

switch (p_enc reg->req type)
{

// user need to input the password

AU © 2020 SRIINTHE RSB AR A IR A 7 10
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case TK REQ:

cfm enc.req type = TK REQ;

cfm enc.accept = true;

tk = 123456;

memset (cfm enc.data.tk.key, 0, 16);

cfm enc.data.tk.key[0] = (uint8 t) ((tk & 0x000000FF) >> O0);
cfm enc.data.tk.key[1l] = (uint8 t) ((tk & 0x0000FFO00) >> 8);
cfm enc.data.tk.key[2] = (uint8 t) ((tk & 0xO00FF0000) >> 16);
cfm enc.data.tk.key[3] = (uint8 t) ((tk & O0xFF000000) >> 24);
break;

default:
break;

ble sec enc cfm(conn idx, &cfm enc);

B’1E: THEHFX FMuser callback/user sm callback.c
ZFR: app_sec_rcv_enc_ind_cb();

GR551x SDKI#HIANCS Client/< fIBLAS S o IR ECXT s,  MANCS Client< 45 1 Fitimeout N LED ) T it
PR, FEIIRD 2 AE AR A e N bR B i Fances_c_discovery_service() & AR S5 K I

(1358 RR:
Mi0S & BT B, T RESTEANCSHRSS G B /i, HahiEs: C490 e BIGR5515F K ik, 1X# FEIGR5515HF &
B R BLANCS IR 55 R Mo FCXT I S B 18D A A IR 45 R BRI A& R 7 8 X P A% 1

static void app sec _rcv_enc ind cb(uint8 t conn idx, sec_enc ind t enc_ind, uint8 t auth)
{

if (ENC_SUCCESS == enc ind)

{

ancs c¢ disc delay timer start(conn idx);
}

4.2.2 XRS5

ANCS Client7~ I 76 2 S HIF A BRI G, REIE RiOS A ANCS IR 1E K, SR J5 iR Service Browse 1] i
PRELHIZE 5, $THFNotification Source A & Data Source ] Notify .

B TREHRX FMgr profiles/ancs c.c

B&FR: ancs_c_discovery_service();

I TR FUUIDE R/ K I B AR & EXT R fService. ) 45 SLd ik [ 0 77 ok [B] (a1 ek

Huser_gattc_callback.cH ffJancs_c_on_browse_svc_evt()) -

sdk err t ancs c discovery service(uint8 t conn idx)

{

AU © 2020 SRIINTHE RSB AR A IR A 7 11
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ble uuid t ble ancs uuid =

{

.uuid len = BLE ATT UUID 128 LEN,
.uuid = (uint8 t*)ancs service uuid,
b

return ble gattc prf services browse(s_ancs c env.prf id, conn idx, &ble ancs uuid);

B1E: THEHFXTHgr profiles/ancs c
ZFR: ancs_c_srvc_browse cb ();

SRELT-HLImHANCS AR S, i UuIDM 2B — A AR S5 Xt B i Hand e

void ancs c srvc browse cb (uint8 t conn idx, const ble gattc browse srvc t *p browse srvc)

{

for (i=0;i<(p_browse srvc->end hdl- p browse srvc->start hdl); i++)

{
if (p_browse srvc->info[i].attr type == BLE GATTC BROWSE ATTR VAL)
{

//find ancs notification source characteristic
//find ancs control point characteristic

//find ancs data source characteristic

}

else if ((p_browse srvc->infol[i].attr type ==
BLE GATTC BROWSE ATTR DESC) && //find cccd
((*(uintl6 t *) (p_browse srvc->info[i].attr.uuid)) ==

BLE_ATT DESC_CLIENT CHAR CFG))

// find notification source cccd

// find data source cccd

4.2.3 IBFNEH R

MiOSTEE FEA AT, 0S4 2> K IE(E B ANCS Client/m ], FE4F e AH IR S B, HEFANCS Client
B4k T BRI A IR S . EEREAHW TR .

B1E: THHEHZXTMgr profiles/ancs c.c
Z#R: ancs_c_ntf_source_notify_set ();fllancs_c_data_source_notify_set ();

24N FIR & AANCS_CCCD_ENABLER, i & BLAK 45 H BT 3k B 2] it Handle i §E Notification sourcefliData
sourceif &1 @ 1k .

REUITAT © 2020 PRYINTHIC TR I 0 A7 PR A 7 12
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sdk err t ancs c ntf source notify set(uint8 t conn idx, bool is enable)
{
gattc write attr value t write attr value;
uintl6 t ntf value = is enable ? PRF _CLI START NTF : PRF CLI STOP NTFIND;

if (BLE ATT INVALID HDL == s _ancs_c_env.handles.ancs ntf source cccd handle)
{

return BLE ATT ERR INVALID HANDLE;
}

write attr value.handle = s ancs_c env.handles.ancs ntf source cccd handle;
write attr value.offset = 0;

write attr value.length = 2;

write attr value.p value = (uint8 t *)&ntf value;

return ble gattc prf write(s ancs c env.prf id, conn idx, &write attr value);

sdk err t ancs c¢ data source notify set(uint8 t conn idx, bool is enable)

gattc write attr value t write attr value;
uintl6é t ntf value = is_enable ? PRF_CLI START NTF : PRF CLI STOP NTFIND;

if (BLE ATT INVALID HDL == s _ancs_c_env.handles.ancs data source cccd handle)

{
return BLE ATT ERR INVALID HANDLE;

}

write attr value.handle = s ancs c env.handles.ancs data source cccd handle;
write attr value.offset = 0;

write attr value.length = 2;

write attr value.p value = (uint8 t *)&ntf value;

return ble gattc prf write(s ancs c env.prf id, conn idx, &write attr value);

B’1E: THHEHZX TMgr profiles/ancs c.c
Z#R: ancs_c_att_ntf_ind_cb();

YR K Notification sourcefData source 215 5.,  [RI I K5 X NAS EAE 25 X6 N ) g b R 4

static void ancs c¢ att ntf ind cb(uint8 t conn idx, const ble gattc ntf ind t *p ntf ind)

{

ancs c _evt t ancs c evt;

ancs_c_evt.conn idx = conn_ idx;

ancs c evt.evt type = BLE ANCS C EVT INVALID;

if (p_ntf ind->handle == s ancs c env.handles.ancs ntf source handle)
{
ancs c_evt.evt type = BLE ANCS C EVT NTF SOURCE RECEIVE;
ancs_decode notification source(p ntf ind->p value, p ntf ind->length);

}

JRBUITAT © 2020 PRYINTH I TR I A7 PR A 7 13
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else if (p _ntf ind->handle == s _ancs_c env.handles.ancs data source handle)
{
ancs c evt.evt type = BLE ANCS C EVT DATA SOURCE RECEIVE;

ancs_decode data source(p_ntf ind->p value, p ntf ind->length);

ancs_c_evt handler excute (&ancs c evt);

BRE: TiEH EZKLTE‘Jgr_profiles/ancs_protocol .C

Z#R: ancs_decode_notification_source();

Notification source e it B &L FEAMABIFE T, R RRIEANCSHMLESRITEIEAE S, A

W51 2% Apple Notification Center Service (ANCS) Specification .

void ancs decode notification source(uint8 t *p data, uintl6é t length)
{
ntf source pdu t *pdu = (ntf source pdu t*)p data;
notification content print (pdu);
ancs_set uid((unsigned int) pdu->notification uid);}

B’1E: THEHFX TFHgr profiles/ancs protocol.c

Z#R: ancs_decode_data_source ();

Data source 54 il iy R K. AEASIIRGIRE S, RGUHLIRANCSHMLESRITENER A . BARTM A 11152

% Apple Notification Center Service (ANCS) Specification.

void ancs_decode data source(uint8 t *p data, uintlé t length)
{
//It's the begginning of a attr info.
if (0 == s buf index)
{
memcpy (&s_attr size, &p data[6], 2);
memcpy (s_attr buf, p data, length);
//It's the end of the attr info, a complete attr info is already
stored in the buffer.
if (s_attr size == length - 8)
{
ancs _notify attr print();
s _buf index = 0;
}
//It's not the end of the attr info.
else
{
s_buf index = length;

//It isn't the begginning of a attr info.

=
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else

{

memcpy (&s_attr buf[s buf index], p data, length);
//It's the end of the attr info, print the buffer.
if (s_attr size == (s _buf index - 8) + length)

{
ancs notify attr print();
s buf index = 0;
}
//It's not the end of the attr info.
else
{

s _buf index = s buf index + length;

4.2.4 15544

JHITANCS Client[i]ANCS Serverf#Control Point5 AN #2155, 7EiOS £ i [A]ff)Data Source HH 1] | fif Fh 2k
R EIVEANE B . BUT EADRKE RGN AAE R A dE il dr 2 o

4.2.4.1 REUBHE M

B’1E: THEHRXTMgr profiles/ancs protocol.h
ZH#R: ancs_protocol.h
758 SCFH T 3R EGE 0 P ] i E -

typedef enum

{

ANCS NOTIF ATTR ID APP IDENTIFIER = O, /**< Identifies

attribute data is of an "App Identifier" type. */
ANCS NOTIF ATTR ID TITLE,
attribute data is a "Title". */

ANCS NOTIF ATTR ID SUBTITLE, /**< Identifies
attribute data is a "Subtitle". */

ANCS NOTIF ATTR ID MESSAGE, /**< Identifies
attribute data is a "Message". */

ANCS NOTIF ATTR ID MESSAGE SIZE, /**< Identifies
attribute data is a "Message Size". */

ANCS _NOTIF ATTR ID DATE, /**< Identifies
attribute data is a "Date". */

ANCS NOTIF ATTR ID POSITIVE ACTION LABEL, /**< The notification has a
"Positive action" that can be executed associated with it.
ANCS NOTIF ATTR ID NEGATIVE ACTION LABEL, /**< The notification has a

"Negative action" that can be executed associated with it.

} ancs notification attr t;

B’1E: THHRX TMor profiles/ancs protocol.c

/*¥*< Identifies

that

that

that

that

that

that

*/

*/

the

the

the

the

the

the
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ZFR: ancs_notify_attr_get();

SRR R UIDGE EN ) J@ 1, . i0S T4 KIRE-Mail MBS A, 52 Gt et 12 bR 450 2 A 2 1 R 40 1
B BMUNTE], RIE NEEE R

void ancs notify attr get(int uid, char noti attr)

{

int len = 0;

uint8 t buf[8];

buf[0] = CTRL_POINT GET NTF ATTRIBUTE;

memcpy (&buf[1], &uid, 4);

buf[5] = noti attr;

if (ANCS NOTIF ATTR ID TITLE == noti attr || ANCS NOTIF ATTR ID SUBTITLE== noti attr

| | ANCS NOTIF ATTR ID MESSAGE== noti attr)

len = CFG_ANCS ATTRIBUTE MAXLEN;
buf[6] = (len & Oxff);
buf[7] = (len>>8) & Oxff;

ancs_c¢ write control point (0, buf, 8);

else

ancs c write control point (0, buf, 6);

4.2.4.2 PITHRAE

B’E: TiEH iTE‘Jgr_profiles/ancs_protocol .h

ZH#R: ancs_protocol.h

FEREE— 2RI S, HI AT AR SE . 0FRORFAIE, 1RORIELE.

typedef enum

{

ACTION ID POSITIVE = O,
ACTION ID NEGATIVE

} ancs_c action id t;

BE: LFEHZET El"]gr_profiles/ancs_protocol .C
Z#R: ancs_action_perform();

SPIIMERSU S HTSE @8

void ancs action perform(int uid, int action)

{

uint8 t buf[6];

buf [0] = CTRL POINT PERFORM NTF ACTION;
memcpy (&buf[1], &uid, 4);

buf[5] = action;

/**< Positive action.

/**< Negative action.

*/
*/
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ancs_c¢ write control point (0, buf, 6);

4243%H

977 {8 AT ANCS Client ™ A2 LR, AR B SEI0 1 2 T4 i an 4 E, P 3% T 488 4]
%} Control Pointi#E AT #4

B2 TRHTF Fifluser app/user gui.c

&HR: app_key_evt_handler();

TIIRBIRAL T FF AR gl i B A BRI RE . S R AR R R, R R AERT R AE H A

HARTZARXT R I T REAN T -
© OKFZHE: FREHFRIBYE(E, FFHATITED. LEWRBUEEIVEAIN R, EMIRIFRTEAN R, K&

CIE
*  RIGHTIZ##: FonYes, HIFEZE. BlUREN, Yes® nfElT Bl
o LEFTH8E: FRIRNo, BIFHEZE. FlUskHES, NoZ ~{bZafzlr i .

A B EARMER 775, 152 % Apple Notification Center Service (ANCS) Specification

void app key evt handler (uint8 t key id, app key click type t key click type)
{
uintl6 t uid;
if (key click type == APP_KEY SINGLE CLICK)
{
if (BSP_KEY OK ID == key id)
{
pwr mgmt mode set (PMR MGMT IDLE MODE) ;

uid = ancs_get uid();

ancs _notify attr get(uid, ANCS NOTIF ATTR ID APP IDENTIFIER);
ancs_notify attr get(uid, ANCS NOTIF ATTR ID TITLE);
ancs notify attr get(uid, ANCS NOTIF ATTR ID SUBTITLE) ;
ancs_notify attr get (uid, ANCS NOTIF ATTR ID MESSAGE);
ancs_notify attr get(uid, ANCS NOTIF ATTR ID MESSAGE SIZE);
ancs notify attr get (uid, ANCS NOTIF ATTR ID DATE) ;
ancs_notify attr get(uid, ANCS NOTIF ATTR ID POSITIVE ACTION LABEL);
ancs notify attr get (uid, ANCS NOTIF ATTR ID NEGATIVE ACTION LABEL);
}
else if (BSP _KEY LEFT ID == key id)
{
APP LOG INFO ("pressed key left");
uid = ancs_get uid();
if (uid > 0)
{
ancs_action perform(uid, ACTION ID NEGATIVE) ;
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}
else if (BSP_KEY RIGHT ID == key id)

{
APP_LOG INFO ("pressed key right");

uid = ancs_get uid();

ancs_action perform(uid, ACTION ID POSITIVE);

18
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