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1 f&9v
GRS51XIKIIFEW T (Bluetooth Low Energy, BLE) FZEMIHIRIAHE (Application/Profile)  #AfFHF & T
HA (SDK)  RIDFEHE T Pk (BLE Protocol Stack) #ZLj%, 1T KRR,

BLE Protocol Stack

Generic Attribute Profile (GATT)

Attribute Protocol (ATT)
Logical Link Control and Adaption Protocol (L2CAP)

Controller

Link Layer (LL)

Physical Layer (PHY)

1-1 GR551x BLEAR {4 4244
FEAZRAT SR, S JZ i SDKER (L (1422 11 SC L BLE MM SRR I A8 B FF R 35 ] 1A I BLE W SURR
IGAP. GATT. SMAIL2CAP[IAPI,
KRR FEN IR FEAR T AL 2 P K User App 5 M BRI AE B AR . AHE BT 38 PR 1 i BLE
Stack, GR551xFFISDKA % /ZiLiEtlh 7S R (SDK Folder\projects\ble\ble basic example
\, SDK_Folder’yJGR551xSDKI{IAR H %)

(553 8-

B2 BLEF A K HML IR B RE, AT 15 1) Bluetooth SIGHE /7 M5 5 E . GAP. GATT. SMAIL2CAPIHETE
{14 7EBluetooth Core SpecH . HAhBLEN H /2 Profiles i AT ATEGATT Specs U THI N %K. BLEN FH A A< H 2
HJAssigned Numbers, IDs#l1Codes?)%1|7EAssigned Numbers 1 [ »
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G@D] X BRIV S (GAP)

2 BRAGEMATE (GAP)
T U5 R JYEGAP (Generic Access Profile) 5E S 1 W 7 15 #% 2 [ Qe e 0L DA S i 5r 22 4 fHE 2 A iz
2.1GAPAE

GAPE X T VYR M th: | &% (Broadcaster) . W%E#H (Observer) . HH& 4% (Central) . PLEAK
% % (Peripheral) , il 2-1F7w.

| Broadcaster I Observer

Device that sends advertising Device that receives advertising events

events to broadcast data and ( AP from broadcasters and can operate without

can operate without a receiver. transmitter.

1 Peripheral @ I Central

Device that accepts a phsical Device that creates the physical

connection from a device, and connection to a device, and becomes

becomes the slave in LL connection the master in LL connection state.

state. Must have receiver and transmitter. Must have receiver and transmitter.
2-1GAPHfR

s #%# (Broadcaster) : VLI EHAFMANRIESIEEYE, W] DAERCA BRSHLIOZAE TR TAE.
o WEH (Observer) : M #EH WS BRI/ EdE, v CLIEBEA RESHLI &4 T TAE.

© hRBE (Centra) @ A — MRAKGEWIIERE, HEHKZENIGESHGONIERS. BRI A%
BRI S

* ShH[E# (Peripheral) : RIS — D& AR MMIELES:, BEBZ N ISR IOVERS . LA
I AR LA A S AL

L7 358 RB:
—ANAE T LRI SCHRF 2 AN GAP A (e AP B AT LMD 183, Hh B il LA 83

2.2 GAPIH o) iR A& & m FE
GAPIR ML LA BRI & TR, UFE: WA R, HEREES, ERE, BESHES,

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 2
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Scanning

Advertising Standby L e 2 Initiating

Connection

2-2 State diagram of the Link Layer state machine
BT HWABE MM, B 2-2f8/R THEE SRR ISR, SREMABWT:
A (Standby State) : W L E A T WIE IR A&

J7HkA (Advertising State) : B [AI 4N RS E O BHE, DA LR AR S 10 e & A X — ) #k s

Foo IR PRGSO RE . (R AR

i (Scanning State) « WA HREAE, I R AT R e AR R . Tk B I R

FAREE K52 EE AN S . XA RRAE % K (Device Discovery) .

A (nitiating State) = BE ARSI & A AT € — A AEEE0 HAIE R fonf s i e ik 4
SRR B ) R bk ER A SE B I UG, R RS B 1] )RR A IR — AR

Ko BEHHEREBEQHEE —BIEENEERSIER (AERSH232 EEZHN YD

S (Connection State) : ST IR, AT BEMRSEIE NSlavel® £ IEES,
LA B W AE N Masteril 2 REHES .

2.3 EE

2.3.1EEEH
EHHAE (Connection Event) A& 32 4 A 15 28 2 (A1 AH B AR F0 s A )it 72 .

Nl 2-3F10R, A BRI 0T . N E B RS EBIR O, SRS DR S

17, BEERSIEMNBFE LN, EEZRFEFZI, FANBFZRASEAET S .
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Connection Events

HAN

Connection Connection Connection
Interval Interval Interval
23 RSN

232 FEESHNA

SRSV SOERNERE R R O U S ERSRE R, I RIS 2 5 U7 et th ] 240k

BEBSH R R
ZEEEIBE (Connection Interval)
R IE T ERAMMNE LRI BN, EREE— NMERF MG —NEEFE T
R FRTERE ] (1] B
%S H AL N1.25 ms, JEEEIE6 ~ 3200, R[17.5 ms ~ 4s.
ML LEIR (Slave Latency)
MR IEIR SRR B 2% (AMEIE A ) 1] DLZRS FE B AR AN RV N &7 B Bk
PEOL T, Bhid— e H &S, ERXEEE R ALEE R AN, XFEHREE T
DiFE. (HM & A] CLZRS FE B AR N AR B 1) “ & 2ER 7 S HIE .

ZZHIEEY: 0 ~ 499.
W58 (Supervision Timeout)

SR AN IR I 8] 52 435 79 RS Bl 03 122 2P 2 18] PR i K RT SRV AR T o G SRR B 18] A BRBEAT Al
DHEE SR, E NS S WIT A ETER.

ZSHH AT SE10 ms, O £10 ~ 3200, Ef100 ms ~ 32s.

(1 {58 B

FEREPG . B IR IR DL A W X =3 A 2 W R A3 Supervision Timeout > (1 +slavelatency) * (c
onnection Interval) *2, BN ToikaE &R

R=MERSHAEARRMNEERIL T, X8 5 E R AR 4500
EFRR AR, BRI IEEE IS, g sos Y, SEnshie.
ERA R, FBRE MM EIR G, KA ORI, PR IIFE.

USR MBI ¥ B N0, BRCERR S A EH I E R R, KRB AL, $EnTh
¥Eo
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MRS, R BRI A I, PR AT

233 EZSHEH

PRI, W E ERAE KRR QIR EE SR ERAER T — BN A S, ST R
ANEHEHT AT . N, EE&EAHMNES RIEERESHEHER (Connection Parameter Update
Request) , tHAJ B8 AN SEH S0 A T ZHA T -

FEN, MRS AT RE 2 ARYEAPP I R5 EAE L I B h 5 HNE R S 4L Mﬁﬁiﬁ%ﬁ%ﬁﬁ%iﬁﬁ%‘ﬁ%
Ko MFHFAAFERS, XMERDEERZRAH, XTI T 40845, NHL2CAPZ KA., (RIFEH
ik 2 B Bl S 7.

TEVR AL H 3 e A AR AR S MR Wi SR 2 MBS SO ERR S BOEHG R, A A el i & K i
B AR FIR N FUB R E RS AL

L7 354 8R:

FARBIERSHCE Hrid #2 7] 2% Bluetooth Core SpecH [1] “Connection upadate” F1 “Connection parameters

request”

2.3.4 EERIE

BRI RIRWIT RS, XU W& NEBS NS . BRI B &AR v] DL B3 R EH 24 EiE
A1 E. (LL_TERMINATE_IND) , 4t BS54 4 IIACKI R, (LL_ACK) ZJ5, M7 ¥4 RIE HEsrpkes, A
RIRAEUPE 2-4F 7 .

Disconnect

>

1
1
|
1
1
1

Commands Status

1
—> LL_TERMINATE_IND

1
Disconnect Complete e—LL_ACK

A

[ 2-4 E#FLLE
FAh, WEHER EEMIC (Message Integrity Check, JHESEEMER A Kl 45 th o R ECERWIT.

2.4 GAPE AR FE
ARATEELLINE 137 (Peripheral Role) FIH1 91545 (Central Role) NI/ 4HGAP AL AE o

2.4.1 5N EEE
SRR BT AL G IR 1R SR AR DU B S R

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7
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G@DIX WEHAVIRETE (GAP)

2.4.1.1 FREG ERIZ
YT EAE G RSN, APPBLE Stack 2 [6] fRA8 HL A AR 4] 2-501 71 o

APP BLE Stack

Operation: Enable Legacy Advertising

Call ble_gap_adv_param_set()
Set Advertising Parameters.

Call ble_gap_adv_data_set()
Set Advertising Data (Optional).

SR .

Call ble_gap_adv_data_set()
Set Scan Response Data (Optional).

Call ble gap _adv_start()
Start Advertising.

Enable Advertising operation has completed.

Callback: app_gap_scan_req_ind_cb()

Scan request has been received.

25 FIB RS B ERIE
THRAEG) R AE A B A RN T -

(1 53 B

IR ARRY Bt B TS kiR~ flble_app_gap_legacy_adv (SDK_Folder\projects\ble\ble ba

sic_example\),

L wE S

s _gap adv_param.adv_intv max = APP ADV MAX INTERVAL;

s gap adv _param.adv intv min = APP ADV MIN INTERVAL;

s _gap_adv_param.adv _mode = GAP ADV TYPE ADV_ IND;

s _gap adv_param.chnl map = GAP ADV CHANNEL 37 38 39;

s gap adv param.disc mode = GAP DISC MODE NON DISCOVERABLE;

s _gap_adv _param.filter pol = GAP ADV ALLOW SCAN ANY CON_ ANY;

error code = ble gap adv_param set (0, BLE GAP OWN ADDR STATIC,
&s _gap adv param) ;

APP_ERROR CHECK (error code) ;

LT © 2022 IR TR A R 2 7] 6
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L35 8R:
o SEMERE R IR R A% B NGAP_DISC_MODE_NON_DISCOVERABLE (ANHIKHL) .

o RIS AHGAP_DISC_MODE_BROADCASTER, M #&# H gk &
JYGAP_ADV_TYPE_ADV_NONCONN_IND (A AT .

*  peer_addrZ B R AL E W) #E B & controller privacy#i {5 5e (Hllble_gap_privacy_params_set & 5155 >
Z¥BLE_GAP_PRIV_CFG_PRIV_EN_BIT#{ B f7) HIIHN T4 2.

* AR A2
SDK_Folder\projects\ble\ble basic example\ble app gap legacy adv\Src\user\us

er app.c

2. WE)EEEE (I

adv_mode YGAP_ADV_TYPE_ADV_HIGH_DIRECT INDE{GAP_ADV_TYPE_ADV_LOW_DIRECT_INDI, T
WETHEEE, HARENEE.

3. WEARmPEYE (TiE) .
adv_mode AGAP_ADV_TYPE_ADV_INDE{GAP_ADV_TYPE_ADV_SCAN_INDI}, 5155 4w o ¥t ,
Tl LN TE R R E

static const uint8 t s adv data set[] =

{

0x03,
BLE GAP AD TYPE COMPLETE LIST 16 BIT UUID,
0x01, 0x00,

bi
static const uint8 t s adv rsp data set[] =
{
0x0b,
BLE GAP AD TYPE COMPLETE NAME,
'L', 'e', 'g', 'a', '¢', 'y', '_', 'A', 'D', 'V',
bi
error code = ble gap adv_data set (0, BLE GAP ADV DATA TYPE DATA,
s_adv _data set, sizeof(s adv _data set));
APP ERROR CHECK (error code) ;
error code = ble gap adv_data set (0, BLE GAP ADV DATA TYPE SCAN RSP,
s_adv_rsp data_ set,
sizeof (s _adv rsp data set));

APP_ERROR CHECK (error code) ;

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 7
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L35 8R:
adv datall K adv rsp data: Zii$% i Bluetooth Core SpecHl & HI# AT A, BN (length, type, data) .
Hlength T a7~ 1K B Atype 7 B S data T BUK LK EE

fRA5%1%: SDK Folder\projects\ble\ble basic example\ble app gap legacy adv\Src\us

er\user app.c

4. IRk

W Hble_gap_adv_startpR £ 7 ) #E 0 7 B H P AE NS Hadv_idx, DMETEE) ELH %5 . XiFRE
[ S SAME G 4%, Frlhadv_idx (I HUE S FEZE[0, 1, 2, 3, 4.

s gap_adv_time param.duration = 0;
S _gap_adv_time param.max adv_evt = 0;
error code = ble gap adv_start (0, &s gap adv_time param);

APP ERROR CHECK (error code) ;

L 352 RR:
A4 1%: SDK Folder\projects\ble\ble basic example\ble app gap legacy adv\Src\us

er\user_app.c

5. JURRITE ST S5 A R R0 pR $app_gap_adv_start_cbo

(1 58 B

R P AEE T %S5, W PAE) #1515 5 1 Hible_gap_adv_data_setfllble_gap_adv_param_set#% |1 &
PICE T AR = 4, FiFble_gap_adv_startk)E 8] #%.

6. WS EMscan_req_ind_enfH Atrue, 824 2 2%} i 15 £ A IE FIFIHETE SR, app_gap_scan_r
eq_ind_cb[l i B& ZOR B P A

2412 TR BRI BRIE
LRI R IR IRAERT, APPBLE Stack [A] (A8 HR AL AN 2-6 171

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7
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G@DIX WEHAVIRETE (GAP)

APP BLE Stack

Operation: Enable Extended Advertising

Call ble_gap_ext_adv_param_set()
Set Advertising Parameters.

Call ble gap adv data set()
Set Advertising Data (Optional).

Call ble_gap_adv_data_set()
Set Scan Response Data (Optional).

Call ble gap adv_start()
Start Advertising.

T

Scan request has been received.

2-6 AR RIBRTE
VAN RN I W OB =R L S T

U0 358R:

IR AR Bt B T ) #kViAE s flble_app_gap_extended_adv (SDK_Folder\projects\ble\ble

_basic example\

L WEY RS
s _gap_adv_param.type = GAP ADV TYPE EXTENDED;
S _gap adv_param.disc mode = GAP DISC MODE GEN DISCOVERABLE;
/* The advertisement shall not be both connectable and scannable, and
High duty cycle directed advertising cannot be used */
s _gap_adv_param.prop = GAP ADV PROP CONNECTABLE BIT;
s gap adv param.max tx pwr = 0;
s _gap_adv _param.filter pol = GAP ADV ALLOW SCAN ANY CON ANY;
memset (&s_gap adv _param.peer addr, 0, sizeof(gap bdaddr t));
s gap adv_param.prim cfg.adv_intv min = APP_ADV MIN INTERVAL;
s _gap_adv _param.prim cfg.adv_intv max = APP ADV MAX INTERVAL;
s _gap adv_param.prim cfg.chnl map = GAP_ADV CHANNEL 37 38 39;
s gap adv_param.prim cfg.phy = GAP PHY 1MBPS VALUE;
s _gap_adv_param.second cfg.max skip = 0;
s_gap_adv_param.second cfg.phy = GAP PHY 1MBPS VALUE;

s gap adv_param.second cfg.adv sid = 0x00;

0;

s _gap_adv_param.period cfg.adv_intv max = 0;

s _gap_adv_param.period cfg.adv_intv min

error code = ble gap ext adv param set (0, BLE GAP OWN ADDR STATIC,

LT © 2022 IR TR A R 2 7]



(;(l)[)i)( JE VR EYE (GAP)

&s_gap adv_param) ;

APP ERROR CHECK (error code) ;

[ 354 RR:

o LEPIFNIB L N propZ i GAP_ADV_PROP_DIRECTED BITH] A# B A7, —Fhifi2: disc_modeZ ¥k E N
GAP_DISC_MODE_NON_DISCOVERABLE; —Fhi&ii&: disc_modeZ %X & NGAP_DISC_MODE_BROADCAST
ER, 7+ HZ%(GAP_ADV_PROP_ANONYMOUS_BIT#: B 17 .

o PRI FrHigh DutyE R, RIULEY BT #EH prop S 4L YIGAP_ADV_PROP_HDC_BITANRE 7 B
£

o YRR SRR AT O #E,  ibpropZ 3 GAP_ADV_PROP_CONNECTABLE_BITAIGAP_AD
V_PROP_SCANNABLE_BIT/NAE 4% [F] i B A7

« 1R propZHHGAP_ADV_PROP_ANONYMOUS_BIT#; Bz, Nidisc_modeZ# R LB E N: GAP_DISC_MOD
E_NON_DISCOVERABLEE{# GAP_DISC_MODE_BROADCASTER.

s % propZE T GAP_ADV_PROP_ANONYMOUS BIT# &7, NlpropZ:%ith
f')/GAP_ADV_PROP_CONNECTABLE_BITAIGAP_ADV_PROP_SCANNABLE_BIT#S /N BE#Z B 7

*  peer_addrS# {1 E M) #E B controller privacy#fifi it (Ellble_gap_privacy_params_set P& £ [ 26 — 15
%1 BLE_GAP_PRIV_CFG_PRIV_EN_BIT#: B A7) HITEHL T e .

fi9FE1%: SDK Folder\projects\ble\ble basic example\ble app gap extended adv\S

rc\user\user app.c

2. WHEHITEEYE (i) . WHpropZ i GAP_ADV_PROP_SCANNABLE BIT#: &7, N EFHKE.

3. WHETPHMNEE (TR . WHpropZEi"GAP_ADV_PROP_SCANNABLE_BIT#: & fi7, NIk HE .

static const uint8 t s adv data set[] =

{

0x03,
BLE GAP AD TYPE COMPLETE LIST 16 BIT UUID,
0x01, 0x00,

i

static const uint8 t s adv rsp data set[] =

{

0x0d,
BLE GAP AD TYPE COMPLETE NAME,
'E" 'X', 't" 'e', 'n" 'd', 'e" 'd', A} " 'A', 'D" 'v',

}i
error code = ble gap adv data set (0, BLE GAP ADV DATA TYPE DATA,
s _adv_data set,sizeof (s_adv data set));
APP ERROR CHECK (error code);
error code = ble gap adv data set (0, BLE GAP ADV DATA TYPE SCAN RSP,
s _adv_rsp data set,sizeof (s _adv rsp data set));

APP ERROR CHECK (error code);

SR © 2022 VRIITHIC TR B4 A7 B A 7 10
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L1352 RR:
adv datall Jzadv rsp datab Zi4% f# Bluetooth Core SpeckiliE A% AT 204, BP (length, type, data) . length[#)
KJE Ntype 7B Sdata FE B K JE .

fRA5%1%: SDK Folder\projects\ble\ble basic example\ble app gap extended adv\Src\

user\user app.c

4. FrIETHE.
i Hble_gap_adv_starteR T 5T &8 T 2 H P4 NS Hadv_idx, UMEFR @) BLp R 5. SRR %
[FI S s AN S HE, Frbladv_idx@IBUE G EZ[0, 1, 2, 3, 4].

s gap adv_time param.duration = 0;
S _gap_adv_time param.max adv_evt = 0;
error code = ble gap adv_start (0, &s gap adv_time param);

APP ERROR CHECK (error code) ;

(1 {53 B
A5 1%: SDK Folder\projects\ble\ble basic example\ble app gap extended adv\Src\

user\user_ app.c

5. JURRITE ST S5 A R R0 pR $app_gap_adv_start_cbo
6. WIS H I propd [FJIGAP_ADV_PROP_SCAN_REQ_NTF_EN_BITE N7, 84 4t 30t ik 4% K 1% it
SREFAE SRS, app_gap_scan_req_ind_cb Bl & EOK 4% H .
2.4.1.3 AR AN ERIE
MRS E BT BRI AR, APP 5 BLE StackZ [A] A2 B FE 4N 2-7 7R o

LT © 2022 IR TR A A IR 22 7]
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G@DIX WEHAVIRETE (GAP)

BLE Stack

Operation: Enable Periodic Advertising

Call ble_gap_ext_adv_param_set()
Set Advertising Parameters.

Call ble gap adv data set()
Set Advertising Data.

Call ble_gap_adv_data_set()
Set Periodic Advertising (Optional).

Call ble_gap _adv_start()
Start Advertising.

Callback: app_gap_adv_start_ch

Enable Advertising operation has completed.

e S

& 2.7 Frig AT BRI
THJE TSR SRR ) B AR P R T

(1 {53 B

RS B B B TR AT R RE R Bilble_app_gap_periodic_adv (SDK_Folder\projects\ble\bl

e basic_example\) o

L WEIHRSH.

s _gap_adv_param.type = GAP ADV TYPE PERIODIC;

s gap adv param.disc mode = GAP DISC MODE GEN DISCOVERABLE;

/* Connectable, anonymous, scannable, high duty circle bit must be set to 0 */
S _gap adv_param.prop = 0;

s gap adv param.max tx pwr = 0;

s _gap_adv param.filter pol = GAP ADV ALLOW SCAN ANY CON ANY;

memset (&s_gap adv param.peer addr, 0, sizeof(gap bdaddr t));

s gap adv_param.prim cfg.adv_intv min = APP_ PRIMARY ADV MIN INTERVAL;

s _gap_adv param.prim cfg.adv intv max = APP PRIMARY ADV MAX INTERVAL;

s _gap adv_param.prim cfg.chnl map = GAP_ADV CHANNEL 37 38 39;

s gap adv_param.prim cfg.phy = GAP PHY 1MBPS VALUE;

s _gap_adv _param.second cfg.max skip = 0;

s_gap_adv_param.second cfg.phy = GAP PHY 1MBPS VALUE;

s gap adv param.second cfg.adv sid = 0x00;

s _gap_adv _param.period cfg.adv_intv min = APP PERIODIC ADV MIN INTERVAL;
s _gap adv_param.period cfg.adv intv max = APP PERIODIC ADV MAX INTERVAL;
error code = ble gap ext adv param set (0, BLE GAP OWN ADDR STATIC,

&s_gap adv_ param) ;

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 12
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APP ERROR CHECK (error code);

(1 53 B

ERLE AT IS EOE e, propS %
f{JGAP_ADV_PROP_CONNECTABLE_BIT, GAP_ADV_PROP_SCANNABLE_BIT, GAP_ADV_PROP_ANONYMOUS_BIT,

GAP_ADV_PROP_HDC_BIT#SASREHE B A7,

peer_addrZE R1EE 1] #E 8 # controller privacy#i /£ 58 (Blble_gap_privacy_params_setpi#( 1128 — NS
#¥BLE_GAP_PRIV_CFG_PRIV_EN_BIT# B A7) HIMHEIL N A Sfd .

RAE%4E: SDK Folder\projects\ble\ble basic example\ble app gap periodic adv\S

rc\user\user app.c

2. WEHEEEE.
3. wEMMME T EEGE (i) .

static const uint8 t s adv data set[] =

{

}:

0x03,

BLE GAP AD TYPE COMPLETE LIST 16 BIT UUID,

0x01, 0x00,

0x0d,

BLE GAP AD TYPE COMPLETE NAME,

'p', 'e', 'x', 'i', 'o', '4', 'i', 'e¢', ' ', 'A', 'D', 'V',

static const uint8 t s periodic adv datal[] =

{

Iy

0x01, 0x02, 0x03, 0x04, 0x05, 0x06

error code = ble gap adv_data set (0, BLE GAP ADV DATA TYPE DATA,

s_adv_data set, sizeof(s adv _data set));

APP ERROR CHECK (error code) ;
error code = ble gap adv _data set (0, BLE GAP ADV DATA TYPE PER DATA,

s _periodic_adv data,sizeof (s periodic_adv data));

APP ERROR CHECK (error code) ;

(10 35488

adv datal’l K periodic_adv_datas 2% % Bluetooth Core Speckl i& k% BE72H 4, Bl C(length, type,
data) . HHlengthFriE K Ntype T Bt Hdata 7 B S K

A4 1%: SDK Folder\projects\ble\ble basic example\ble app gap periodic_adv\S

rc\user\user app.c

4. JFJar k. ViHble_gap_adv_startsR EOT a1 HE I i ZH S R NS Hradv_idx,  DUESRE] 3SR
5o SCHFIRZ A @SN FIIIET 48, ladv_idxFIBUETERIZ[0, 1, 2, 3, 4]

AT © 2022 FRIINTHE RSB AR A IR A 7 13
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GA@DiX

WEHAVIRETE (GAP)

S _gap_adv_time param.duration = 0;
s _gap_adv_time param.max adv_evt = 0;
error code = ble gap adv start (0, &s gap adv_ time param);

APP ERROR CHECK (erro r_code ) 2

(19 {52 AR

RIS E%4%: SDK Folder\projects\ble\ble basic example\ble app gap periodic adv\Src\

user\user app.c

5. JUHEIF)E I fa A R ek $app_gap_adv_start_cb.

AN, T EE RN RGER N (W 2 RE RN IT R TN, g i R A R 4

2.4.2 PRIZE

R SCRIT R ARG AR . TR Y R oREGUERRRE . ARY RERRRE R’

JESRTES 3% R 2D R

2.4.2.1 FRESGAERE
Y& IT EAE GRS, APP5BLE StackZ [6] fA8 T A 4 &l 2-8 7 o

APP BLE Stack

Operation: Start Scanning

Call ble_gap_scan_param_set()

Set Scanning Parameters.

Call ble_gap_scan_start()

i Start Scanning.

Advertising Report has been received.

2-8 AR RS MR
THRAE SRR B AP IR AT -

AT © 2022 FRIINTHE RSB AR A IR A 7
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L35 8R:
IR RIS B B TS #E L 2~ flble_app_gap_legacy_scan

(SDK_Folder\projects\ble\ble basic example\) .

L WEA#MSH

S _scan param.scan type = GAP SCAN ACTIVE;

S_scan_ param.scan mode = GAP SCAN OBSERVER MODE;

s scan param.scan dup filt = GAP SCAN FILT DUPLIC DIS;

S _scan param.use whitelist = 0;

S_scan_param.interval= APP SCAN INTERVAL;

s scan param.window= APP SCAN WINDOW;

S_scan param.timeout = 0;

error code = ble gap scan param set (BLE GAP OWN ADDR STATIC, &s_ scan param) ;
APP ERROR CHECK (error code) ;

0 352 AR :
*  Z¥fscan_param.interval £~/ T-scan_param.window.

47scan_mode=GAP_SCAN_LIM_DISC_MODEELGAP_SCAN_GEN_DISC_MODE, | BRI f3 s i i) i)
N10.24%5

+  fUHE%4E: SDK Folder\projects\ble\ble basic example\ble app gap legacy scan\Sr

c\user\user app.c

2. JFRAAHE

error code = ble gap scan start();
APP_ERROR_CHECK(error_code);

3. HHIT)E EEh JE R Rl % $app_gap_scan_start_cb.
4. LSRR v 15 A AT SR BT R B B e B, app_gap_adv_report_ind_cb [l R 0K
MR
2422 AR RARARE

MR IR R AER, APPSBLE StackZ [A] A8 AR AL AN 2-9F1 71

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 15
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BLE Stack

Operation: Start Scanning

Call ble_gap_ext_scan_param_set()
Set Scanning Parameters.

Call ble_gap _scan_start()
Start Scanning.

Advertising Report has been received.

.
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;
.
-
|
.
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.
.
.
.
.

THR Y et A ) B AR D BT -

2.9 FF BRI RIARIE

TS 2F
SRR AR Bt B T R iR < lble_app_gap_extended_scan (SDK_Folder\projects\ble\bl

e basic example\) o

L WEYEAESH.

S _scan param.type = GAP EXT SCAN TYPE OBSERVER;
S_scan param.prop = GAP SCAN PROP PHY 1M BIT |
GAP SCAN PROP FILT TRUNC BIT;
s scan param.dup filt pol = GAP EXT DUP_ FILT DIS;
S_scan_param.scan_param lm.scan_intv = APP SCAN INTERVAL;
S_scan param.scan_param 1lm.scan wd= APP SCAN WINDOW;
s scan_param.duration= 0;
S_scan_param.period= 0;
error code = ble gap ext scan param set (BLE GAP OWN ADDR STATIC,
&s_scan_param) ;

APP ERROR CHECK (error code);

(1 58 B
*  Z¥fscan_param.scan_param_1m.scan_intv/~/NT-scan_param.scan_param_1m.scan_wd.

U $scan_param.type = GAP_EXT_SCAN_TYPE_LIM_DISCE{# GAP_EXT_SCAN_TYPE_LIM_DISC, JIERIAAIF4
FERT Y (8] 410.24F0

+  fRiEP%1E: SDK Folder\projects\ble\ble basic example\ble app gap extended scan\

Src\user\user app.c

FAUITE © 2022 RYINTTIC TR A% (A BR A 7] 16
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2. IR,

error code = ble gap scan_start();
APP ERROR CHECK (error code) ;

3. HHF)E R S U R 1919 2% $lapp_gap_scan_start_cb .

4. AN RCR vi a AE LR S R R B S N, app_gap_adv_report_ind_cb [ 1 bR Rt
W o

2.4.23 REEGEZERIE
MR R AL G EBER AL, APPSBLE Stack [A] AZ HIR AL A0 & 2-10 7~

APP BLE Stack

Operation: Start Initiation(Connecting to a peer device)

Call ble gap connect()
Start Initiating.

4

Callback: app_gap_connect cb

=77 7"An BLE connection has been established. |

2-10 LRI GERERIE

KR GIERGRIE R AP BRI T -

[ 354 RR:

IR AR B B TR S RS < il ble_app_gap_legacy_connect (SDK Folder\projects\ble\bl

e basic example\) o

L WEKEERTTESH.

//peer device address

uint8 t peer dev addr[] = {0x01, 0x23, 0x45, 0x67, 0x89, O0xA0};
memcpy (S_conn param.peer addr.gap addr.addr, peer dev_addr, 6);
s_conn param.type = GAP INIT TYPE DIRECT CONN EST;

//address type is public

s_conn_param.peer addr.addr type = 0;

s_conn_param.interval min = APP CONNECTION MIN INTERVAL;

s _conn param.interval max = APP CONNECTION MAX INTERVAL;

s_conn param.slave latency = APP CONNECTION SLAVE LATENCY;
s_conn param.sup_ timeout = APP CONNECTION MAX TIMEOUT;

AT © 2022 FRIINTHE RSB AR A IR A 7 17
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Y5 BR:

FEMIART, m_conn_param.peer_addr i B AR 35 FH 7 1) 75 SR B0 B CSE B iE e . 1 %s_conn_param.typelit &
JNGAP_INIT_TYPE_NAME_DISCI, 4iER:E )5, app_gap_connect_ch /A4 FIRFMLL N, i%Central&

gl peerfiHldevice name. 43k F|name/5, app_gap_peer_name_ind_cblfl i< F#i. Z JGCentral i

1RiZiER:, &IE%ERE)S, app_gap_disconnect_cbti A2 FiR.,

fRi581%: SDK Folder\projects\ble\ble basic example\ble app gap legacy connect\Sr

c\user\user app.c

2. RiEEZ.

error code = ble gap connect (BLE GAP OWN ADDR STATIC, &s_conn_param) ;
APP ERROR CHECK (error code) ;

3. HRMERE R ERIE SO ERIK, app_gap_connect_chlEl VR KUK .

2.4.2.4 R RIEFERIE
M R IEBR AR, APPSBLE Stack:Z [A] {158 HLIRAZ 4N B 2-11 i

APP BLE Stack

Operation: Start Initiation(Connecting to a peer device)

Call ble_gap_ext_connect()
Start Initiating. i

Callback: app_gap_connect cb

“"77""An BLE connecfion has been established. . '

2-11 RigH REHERIE
FORY FEIERGRAE A AL BRI -

(1 {58 B

BRI B B T IE LR Fble_app_gap_extended_connect (SDK Folder\projects\ble\

ble basic example\)

L REKEERTRNSH.

uint8 t test addr[] = {0x01, 0x23, 0x45, 0x67, 0x89, O0xAQ};
gap_ext init param t ext conn param;
memset (&ext conn param, 0 , sizeof (ext conn param)) ;

ext conn_param.type = GAP_INIT TYPE DIRECT CONN EST;

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 18
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ext conn param.prop = GAP INIT PROP 1M BIT;

ext conn param.conn to = 0;

ext conn param.scan param lm.scan intv = 15;

ext conn param.scan param Im.scan wd = 15;

ext conn param.conn param Ilm.conn intv min = 6;
ext conn param.conn param lm.conn intv max = 10;
ext conn param.conn param lm.conn latency = 1;

ext conn param.conn param lm.supervision to = 100;
ext conn param.conn param lm.ce len = 0;

ext conn param.peer addr.addr type = 0;

memcpy (ext conn param.peer addr.gap addr.addr, test addr, 6);

(1358 RR:

TEN T ext_conn_param.peer_addr s ZAR4E FH P 10 75 SR B0 B A S PR i fe bl . i Fext_conn_param.type AC
B NGAP_INIT_TYPE_NAME_DISCHY, X4i&E#:% 7 )5, app_gap_connect_ch /A2 B, 1ZCentral & H3)jlA]peerdf
I device name. 43K F|name/5, app_gap_peer_name_ind_cb[Fli< Fik. 2 JGCentral N & 1 1Z0%E

B2, & ILiERE)S, app_gap_disconnect_chtiAN2r F 4,

A4 1%: SDK Folder\projects\ble\ble basic example\ble app gap extended connect\

Src\user\user app.c

2. REEE.
error code = ble gap ext connect (BLE GAP OWN ADDR STATIC, &ext conn param) ;
APP ERROR CHECK (error code) ;

3. TRHEH SR BUE B AU E I, app_gap_connect_cb i i 40k b .
2.4.2,5 R EHM T BRI LRIE
2 RS R W T R RS IR AR, APP S BLE Stack [A] (A2 LR AE AN & 2-12 71

FAUITE © 2022 RYINTTIC TR A% (A BR A 7] 19
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WEHAVIRETE (GAP)

Operation: Enable Periodic Advertising

Call ble_gap_ext_adv_param_set()
Set Advertising Parameters.

Call ble gap adv data set()
Set Advertising Data.

Call ble_gap_adv_data_set()
Set Periodic Advertising (Optional).

Call ble_gap _adv_start()
Start Advertising.

Callback: app_gap_adv_start_ch

Enable Advertising operation has completed.

e S

[ 2-12 KR EEAM T BRI

FES SR 4k R D AR B B AR RN T

BLE Stack

(1 {53 B

SR ARHS B B T AN # R D i RE /s Bl ble_app_gap_periodic _sync (SDK_Folder\projects\bl

e\ble basic_

example\) .

1 FEJF B B RS 2 ar, fRELTY B . bl HRsIRE N EY RAER
2, WR2.4.22 FFEY BAMME,

2. WEYRAMSH

S_scan_param.

S_scan_param.

S_scan_param.
S_scan_param.
S_scan_param.
S_scan_param.
S_scan_param.

error code =

type = GAP_EXT SCAN TYPE OBSERVER;
prop = GAP _SCAN PROP PHY 1M BIT |
GAP SCAN PROP FILT TRUNC BIT;
dup filt pol = GAP EXT DUP FILT DIS;
scan param lm.scan intv = APP SCAN INTERVAL;
scan_param lm.scan wd= APP_SCAN WINDOW;
duration= 0;
period= 0;
ble gap ext scan param set (BLE GAP OWN ADDR STATIC,

&s_s can_param) 8

APP ERROR CHECK (error code) ;

AT © 2022 FRIINTHE RSB AR A IR A 7
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L EER:

RISE%4%: SDK Folder\projects\ble\ble basic example\ble app gap periodic sync\Src

\user\user app.c

3. RBhy .

error code = ble gap scan start();

APP_ERROR_CHECK(error_code);

4. WEBANE R FEL S

{Estatic void app_gap_adv_report_ind_cb(uint8_t conidx, const gap_ext_adv_report_ind_t *param)[F] i e
Herb e B W R R S HOF TR BN iR E

s per sync param.skip = 0;

S_per sync param.sync to = APP SYNC TIMEOUT;

S_per sync param.type = GAP_PER SYNC TYPE GENERAL;

S _per sync param.adv_addr.adv sid = p adv report->adv_ sid;

memcpy (S_per sync param.adv_addr.bd addr.gap addr.addr, s peer dev addr, 6);
s _per sync_param.adv_addr.bd addr.addr type = 0;

ble gap per sync param set (0, &s per sync param);

(1 553 B
MR AR, K Epeer_dev_addr = JF )3 A AVE F& (10 & k.

AR A% SDK_Folder\projects\ble\ble basic example\ble app gap periodic sync\Src

\user callback\user gap callback.c

5 JHUESEIAYET #E[F . I FHble_gap_per_sync_startik £ JE A ML [P R ZH P AN S
Hiper_sync_idx. per_sync_idxJHUE LRI Z[0, 1, 2, 3, 4].
ble gap per sync start (0);

6. JC i I 2 T S BT 4 25 60 2RI, app_gap_sync_establish_ch 1 B HOH b
R

7. JAMAMERDD ST, BRI E BATE) B K i# i app_gap_adv_report_ind_cb Bl 1 p& £ i
.
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3 BRAREMMTE (GATT)

W JEYEMVEGATT (Generic Attribute Profile) F T PANMER R & 2 M FI R IE(E . fEIRIIFERE T GATTZ
i, R DUEAE (Characteristic) [T RH T4 5 A7 4% .

3.1GATTHE
NGATTHIF ST, AP M & A THEBERAI, — MR IENGATTIRS M, AN & {E NGATTZ

GATTZ P iiii: Bk KA & T RIFECA B . B FIAIHE R o
GATTHR S5 0. B RN &« TERIFAC AN RIS o
3- U IRIIFEIE S B AR B

.....................

Characteristic

Characteristic
Requests Characteristic
Characteristic
Responses
Characteristic
Client Server

Characteristic

Characteristic

[Z] 3-1 GATT Client FAGATT ServeriE i~ =&

RN TR, ANERS CEF T ENGATT RS, T Riks GEFFHD 1ENGATTE ik, X
B SGAPE R &M (MMEW . k) Ix. —MIMERE AR LIS 4GATTZ /i, Al LL
e GATTAR &5 uifs —ANrh e 2% [RIRE BE T DA S M GATT Py, 7] LA 2 GATTAR 55 i

3.2 GATT Profile Z2)
GATTHIE T 2 Heprofile SCEFEUHE K )2 4544, a1l 3-2F17:

WA E © 2022 RYITTETRH B E RA R 22
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Profile
Service Service
Include Include
Include Include

RO mmmssmssssy Fonuinaiutiiniiiiiinind
: Characteristic - ! Characteristic :
1 1

1 . 1
! Properties ] I Properties :
i i i i
1 1 1 1
1 Value 1 1 Value 1
1 1 1 1
1 1 1 1
1 . 1 1 1
! Descriptor 1 d Descriptor 1
i : ' i
1 1 1 1
1 1 1 1
1 ] 1 1
1 . 1 1 1
! Descriptor 1 ! Descriptor 1
i i i i
________________________________________
AR n T s SRR
Characteristic \ Characteristic o
] 1

1
Properties : Properties 1
: i
Value | Value !

1

1
Descriptor i Descriptor :
i . d
1 . 1

i
Descriptor : Descriptor :

)

____________________

3-2 GATT profile B2

—profile AT E —AHWME NIRRT — DRGSR E — D EE 2L — MHEE DSOS WS
M, A FERAE 5 W ARFAE (S

N E R AR R E . R AR S

3.2.1 E (Attribute)

FEARDIFE T, RRAE AT AR —AURPES B S, SRR R AL E VLR R T . SEps
b, FEARDIFERE T GATT/Z Y, Mt LB ME R AT A .

JE T EAFE LT LA
JEVERINS: RN R VEAEGATTIE IER RG], B R PEHA e — A FIAs .

BRI, RoREIEARERIIEY), W% ZEBluetooth SIGHLE B H H 7 H & L UUID Gl FHME—FRiH
7D

JEMAE: JETEREEE
JEMERUR : B T GATTES J i W48 %7 Ja M ) U5 ) AURR . B FE S 15 RE V5 I R ERE T 1] .
3.2.2 45¥{E (Characteristic)
— AN R FRE 1 DL R @ P4
AP I, IR . A E (R | B8,
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o RHIEE: RRIERECELE
o RHERRAST: SRR A B NS B B A .

3.2.3 fR% (Service)

GATTIR S 2 RIUHAE MBS, I, o F IR 55 G5 Lo SRR G A S BSAE S . —profilefd i —
AEREARL

T2 — B LR 5

EAVIRS (Generic Access Service) : ZRSEIE BLA KT IIE BE, LLINEEA LK. HERIFIHR

L. RS ZIRSSE XS 44 (Device Name) . 4N (Appearance) . #M&AR
SIS (Peripheral Preferred Connection Parameters) &,

«  EHEMEMRS (Generic Attribute Service) : 1ZAR S5 B H AR &5 uimih 0 BB 10 & P um LB AR AR
% KA T A8 R 55EL Service changed RHIE -

L1358 RR:
RPN RS AE VMR BI ARG, SR S I 21 iR 55 v PR S

3.2.3.1 BRAAE RS

X EA A s AN A R R IR S S, WV RS (Generic Access Service) & b8 1. iE
FH5 ) AR 4% 32 B T & R I H e e s i 7

% 3-1 B7~ T Generic Access Service fE GATT AR 25 i 1 I AE FE 20 o

*3-1BRAERSHEMER

Handle uuIiD UUID Description Value Properties
0x0001 0x2800 Primary Service Declaration 00:18(Generic access)
0x0002 0x2803 Characteristic Declaration 02:03:00:00:2A
0x0003 0x2A00 Device Name 0x02
0x0004 0x2803 Characteristic Declaration 02:05:00:01:2A
0x0005 0x2A01 Appearance 0x02
0x0006 0x2803 Characteristic Declaration 02:07:00:C9:2A
0x0007 0x2AC9 Resolvable Private Address 0x02

L35 8R:

31 R BV R R SO S R, JFARR RN

GRS 56 77 Ja 1 1) v B AR /745 T SDK_Folder\components\sdk\ble sdk api\ble gapm
Ch3ks R )

BEERHILE AR
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intl6 t ble gap device name set (gap dev name write perm t write perm,
unit8 t const *p dev name, uintl6 t length)

void ble gap appearance set (uintl6 t appearance)

IX AN O R SR % B8 V5 A AR &5 P2 i 2 FK (Device Name) P25 4hil (Appearance) HHAIE
1.

TR VT R AR SS BT LS AT IR R, AN iE RS20 (Peripheral Preferred Connection Parameters) ]
JEE LR B O R BRI I A E

void ble gap ppcp present set (bool present flag)
uintl6 t ble gap ppcp set(gap conn param t const *p conn params)

uintl6 t ble gap privacy params set (uintl6é t renew dur, bool enable flag)

3.23.2 BRBEMRS

B EMARSS (Generic Attribute Service ) £ % Service Changed${iF . Service Changed#/iF F T GATTAR 5%
Ui AN S H G e & HRSS O @R A T . WiFERE, RS KA T AT IF B P R e e & Rk 75
(ccep) JFJA T 4R Cindication) , B4 E W& PR REERS, GATTHRSS dinks 17 HLGATT 25 F iy A i IR 5522 B
fE7~ (indication) . {HGATTZ /™ Ui L% 13 U EL 5 A Service Changed R fE{H -

33 MR
GATTHR 45 vt 18 o Jag 1 3k 2H 2R 3% 1 B
T LD R RS B RN, B8 e GATT AR 25 b Hh (A7 7E T 2

R 2ILERFZHEMR

Handle uuIiD UUID Description Value Properties
Primary Service

0x002B 0x2800 0D:18 (Heart Rate)
Declaration

Characteristic

0x002C 0x2803 10:2D:00:37:2A
Declaration
Heart Rate

0x002D 0x2A37 0x10
Measurement

Client Characteristic

0x002E 0x2902
Configuration
Characteristic
0x002F 0x2803 02:30:00:38:2A
Declaration
0x0030 0x2A38 Body Sensor Location 0x02
Characteristic
0x0031 0x2803 08:32:00:39:2A
Declaration
0x0032 0x2A39 Heart Rate Control Point 0x08

ORGSO JE LR A DL RHE
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*  Heart Rate Measurement ---- GATT % iy 1] DAFEWSGZAFAEAE FO3E 5 (notify) o

*  Body Sensor Location ---- GATT% /™ ¥iij i] DA Heik A7 33 B A .

*  Heart Rate Control Point ---- GATT% ' iy 1] LAX FL i3t AT 5 N #AE .

N CUB PRI AR T, R JE MR AT U -

*  0x002BjHeart Rate/lR 55 I{I 75 W], %75 B [¥IUVID0x2800, J& 1L FyHeart Rateflk 45 fIUUID.

*  0x002C;ZHeart Rate MeasurementyFAE A IR . X AN 75 B AT LA I\ A2 48 7] Heart Rate Measurementi
FEE R FRER, 1A BHIUUID 02803, 7 B(E A #5471, &F17 (MSBEILSB) HIH LA :

° FHOMUE TIZFHMERIMET (property) -
- OXO1 - FVFXFIZARHEE AT #E
0x02 ---- FCVF IR LA
- Ox04 - B ARHEE GRAMR) .
- Ox08 - SRVFHARFLE CHWIRD .
- Ox10 - SVFIAIGATT & i dEAT R IE AT R
- 0x20 - RVFRIGATT 2% Ui BEATRAE R R (2N .
- O0x40 - FRVFXPRAE(E BEAT 2540 S HRAE
- Ox80 - fATEY RVEFIAL, &y AL AERHES R LT IR A i .
° T 230K TIFHEER AN (handle) .
° PH3- AR TIZAHIEERIRE (uuiD) .

*  0x002DsZHeart Rate MeasurementfF{E{E, Z{EH JUUID NOX2A37. GATTZE F b A AU 35k
H GATTHR 55 St X 12 A AE AR A a8 %0

*  Ox002E;EHeart Rate Measurement/RF ik )% F dig RRAE G B IR FF, A FFAUUIDN0x2902, T I X}
ZIBYEME SN, M GATT IR S5 b & 15 AT LUK RAAEAR 38 0 B GATT % J it o

*  OxO002F - 0x0032J iR 5 ik J& T At H ik 28 ALL o

3.3.1 BMREN

Service 2 E L —AJE MR Il IS profile T AR A bR BOKs HoAL 345 Wik . fESDK_Folder\compon
ents\profiles\hrs\hrs.cH & XHJEMHREAHW T

. static const attm_desc_t hrs_attr_tab[HRS_IDX_NB];

UUIDH] BA£16 bitsth 7] DL 4128 bits, 128 bits UUIDH flattm_desc_128 357, JT & ¥ Al LAME
FiBluetooth SIGHLE [FJUUID (fEble_att.hHi7E 3D, AT LU F 7Eprofilerh H 2 XL IUUID.

16 bits UUID I H i 45 /4 A -

/**

* @brief Service (l6bits UUID) description.
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*/
typedef struct
{
uintl6 t uuid; /**< 16 bits UUID LSB First. */
uintl6 t perm; /**< Attribute permissions, see Qref
BLE GATTS ATTR PERM. */
uintl6é t ext perm; /**<Attribute extended permissions, see @ref
BLE GATTS ATTR EXT PERM. */
uintlé t max size; /**< Attribute max size. */

} attm desc t;

128 bits UUID A E i 45 74«

/**
* @brief Service (128bits UUID) description.
*/
typedef struct
{
uint8 t uuid[16]; /**< 128 bits UUID LSB First. */
uintl6é t perm; /**< Attribute permissions, see Qref

BLE_GATTS ATTR PERM. */

uintl6 t ext perm; /**<Attribute extended permissions, see @ref

BLE_GATTS ATTR EXT PERM. */

uintl6é t max size; /**< Attribute max size. */
} attm desc 128 t;
© permiR

perm B PR TE 1 X6 b 5L 2 GATT 2 7 i 753 FJ LA LA S e 75 1) ke 55 i A7 ) S AR, AR RIASLRR 5 X

LI

/**< Default Read permission. No encrypt*/

#define READ PERM UNSEC (READ << 8)

/**< Read permission set with authenticate level *

#define READ PERM(sec level) (READ << 8 | ((sec level &
SEC_LEVEL MASK) << READ POS))

/**< Default Write Permission. No encrypt */

#define WRITE REQ PERM UNSEC (WRITE REQ << 8)

/**< Write permission set with authenticate level */
#define WRITE REQ PERM(sec level) (WRITE REQ << 8 | ((sec_level &
SEC_LEVEL MASK) << WRITE POS))

/**< Default Write without Response Permission. No encrypt */

#define WRITE CMD PERM UNSEC (WRITE CMD << 8)

/**< Write without Response permission set with authenticate level */
#define WRITE CMD PERM(sec level) (WRITE CMD << 8 | ((sec_level &
SEC_LEVEL MASK) << WRITE_ POS))

LT © 2022 IR TR A A IR 22 7]
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/**< Default Authenticated Signed Write Permission. No encrypt */
#define WRITE SIGNED PERM UNSEC  (WRITE SIGNED << 8)

/**< Authenticated Signed Write permission set with authenticate level */
#define WRITE SIGNED PERM(sec level) (WRITE SIGNED << 8 |
((sec_level & SEC_LEVEL MASK) << WRITE POS))

/**< Default Indicate Permission. No encrypt */

#define INDICATE PERM UNSEC (INDICATE << 8)

/**< Indicate permission set with authenticate level */
#define INDICATE PERM(sec_level) (INDICATE << 8 | ((sec_level &
SEC_LEVEL MASK) << INDICATE POS))

/**< Default Notify Permission. No encrypt */
#define NOTIFY PERM UNSEC (NOTIFY << 8))

/**< Notify permission set with authenticate level */
#define NOTIFY PERM(sec level) (NOTIFY << 8 | ((sec level &
SEC_LEVEIL MASK) << NOTIFY POS))

/**< Broadcast enable. */

#define BROADCAST ENABLE (BROADCAST << 8)

/**< Extended Properties enable. */

#define EXT PROP_ENABLE (EXT_PROP << 8)

*  ext_perm¥ AR

ext_permy EALR N IE T X I a5 4 15 I 2 keysize LK . J&PEUUID length ) 58 X BL K J& PEABAF B )

&S AT

/**< 16 bytes encryption key size. */

#define ATT ENC KEY SIZE 16 (0x1000)
/**< Attribute UUID length set. See @ref BLE GATTS UUID TYPE */

#define ATT UUID TYPE SET (uuid len) (uuid len << 13)
/**< Value location, means value saved in user space, the profile's
read/write callback will be called. */

#define ATT VAL LOC USER (0x8000)
© RHEERKKE
max_size: 7 ZARJEMAERAEAE, AT IE SCTHALE I KL

T 1 LAHeart Rate profile (SDK_Folder\components\profiles\hrs) ] i attm_desc_t

hrs_attr_tab % MR J& 1€ o
*  Service B

Heart rate profile & 55 J& P4 %€ X :

LT © 2022 IR TR A A IR 22 7]
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BLE _ATT DECL PRIMARY SERVICE, //16bits UUID
READ PERM UNSEC, //permission

0, //ext _permission
0 //max size

UUID#% ¥ & MBluetooth SIGE X [f]primary service UUID (0x2800) . GATTZ /i b A Bz @M, Fr
DL AU BR 4% ¥ B JREAD_PERM_UNSEC.

*  Characteristic/ i

Heart rate profile measurement 4511 7 BH :

BLE ATT DECL CHARACTERISTIC, //1l6bits UUID
READ PERM UNSEC, //permission

0, //ext_permission
0 //max size

UUID#Y 15 B HBluetooth SIGE X FHEEF BHUUID (0x2803) . GATTH i Wb i Bi% @ ik, i LA
PR 4 15 B JJREAD_PERM_UNSEC.

*  Characteristic{&

Heart rate profile measurement 4 {iE{H :

BLE_ATT CHAR HEART RATE MEAS, //16bits uuid
READ PERM UNSEC|NOTIFY PERM UNSEC, //permission

ATT VAL LOC_USER, //ext permission
HRS_MEAS MAX LEN //max size

UUIDME B N 7 B E LIJUUID. ifiFfEext_perm ™ i A w BT (FEonFRAEAE B N A7-AE T
L), HEERFGATT 25 7 i S B3 5 NAZAFIE{E, BLE Stack2> 1/ Hheart rate profile[fJ 152834 5
[ pR AR Can S Bl R AR o

e imHICharacteristiclit B
Heart rate profile measurement 1435 1iF{f fic & :

BLE ATT DESC CLIENT CHAR CFG, //UUID

READ PERM UNSEC| WRITE_REQ PERM UNSEC, //permission

0, //ext permission
0 //max size
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}

UUID#% ¥ & JyBluetooth SIGSE X fficlient characteristic configuration UUID (0x2902) . GATT %% /7 bifi b
FiEE iz, FrbleMiZEA SRR . BT AAEZANER:, BrLlcceDvaluefi th A £
/o CCCD valueff R VR AE R P a518], 1 HaZ @ PE i ext_perm i & 2 4% s il B 47

332 EVEMR

Mg FHEBGEEEN, APPTREEVIGILI B H RS SR . MRS B S —LEM:, JHREE
CHIThRETR KA B OB R &R AN R o By 45 3 45 ble_server_prf_add R 209+ H A AR AR W iUAR

JE MR IR IE L IEAPPHI UG AL B B R b 4T . B, TEAPPHIUGAL R EH, KUK A_service_init A
JB_service_inittR %, PATIHFEMIE 3-3 7.

APP

Profile A Profile B BLE Stack State of GATT Table

GATT Table GATT Table
Service A Service B

Call ble_stack_int()

GATT
Call A_service_init()

Call ble_server_prf_add(prf_a_info)

A

GATT

Service A

Call B_service_init()

Call ble_server_prf_add(prf_b_info)

GATT

Service A

Service B

® @
I I I | I I I I >
5 T T

33 B BMHRARE
3.4 GATTE R TE

GATTE X 1 45 T GATTHR 55 i M2 7 i 2 1ADAE A5 PR3- 1L R, T TH 20 310 A 208 % 7 g A JEE 35 R 55 S Ak 2
FRTAE
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3.4.1 & g
GATTZ /i 3 T2 [ IR 45 S % fhr 4 1S SR I BESUIR 45 S (RO M 187 L 7% A8 6«

GATTR Ui A J& 1 £ Fprofile, & FEH TRBUBIERE B AR HEE G BFRS . K25
HeATTZZ Bt B HMNHZ KR, fEXFIGOLT Al B0 FHGATTHIAPHE . IXUEAPIF 2 T-GATTR
PR R, JF BRI GATTZ /- i IRAPIRE 1 FH 2 5 #4385k FH P v A i) callback bR 50 [H1 45 R, A HE 1L
R SREEHIRE. fR%. KLTAPIK L, %23 % (GR551x API Reference) .

3.4.1.1 EFim & RIRE

AT T ERAPPAE N GATT R F i A RSB AE AL AR, 2 o AH 5% B 8% WAL TSk U SDR_Folder\comp

onents\sdk\ble sdk apil\ble gattc.h.
BN NGATTE 7 i KRB F IS, APPESBLE Stack.Z [R] 138 HLIRAR A&l 3-4f 7R .

APP BLE Stack

Call ble_stack_init()

Operation:Start discovery procedure.

Call ble_gattc_services_browse()

Call app_gattc_srvc_browse_cb()

el e e D el D e e ]
Call ble_gattc_write() R
Call app_gattc_write_cb()
Start receiving peer notification information process.
S Call app_gattc_ntf_ind_cb() ______ :

& 3-4 B PiRHIRZ ERIE R

GATT 2 ™ b ARSI A5 PAE (K HAR D BR U R

10 3
LIRS B B T-GATT Clientfi f2 7~ flble_app_gatt_client

(SDK_Folder\projects\ble\ble basic example\) .

AT © 2022 FRIINTHE RSB AR A IR A 7
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SEIGATTZ J 7 diiicallback PR B FE & .
F P 75 SELIGATTE F diicallback B 246 &t Ffapp_gattc_callbacko
GATTZ J iijapp_gattc_callback R A0 4E A6 & (1 R AR A A

/**@brief GATTC Event callback Structures. */

typedef
{

/**<

void

/**<

void

/**<

void

/**<

void

/**<

void

/**<

void

/**<

void

/**<

void

struct

Primary Service Discovery Response callback. */
(*app_gattc srvc disc_cb) (uint8 t conn idx,
uint8 t status,
const ble gattc srvc disc t * p prim srvc disc);
Relationship Discovery Response callback. */
(*app_gattc inc srvc disc cb) (uint8 t conn idx,
uint8 t status,
const ble gattc incl disc t * p inc srvc disc);
Characteristic Discovery Response callback. */
(*app_gattc char disc cb) (uint8 t conn idx,
uint8 t status,
const ble gattc char disc t * p char disc);
Descriptor Discovery Response callback. */
(*app_gattc char desc disc cb) (uint8 t conn idx,

uint8 t status,

const ble gattc char desc disc t *p char desc disc);

Read Response callback. */
(*app_gattc read cb) (uint8 t conn idx,

uint8 t status,

const ble gattc read rsp t *p read rsp);
Write complete callback. */
(*app _gattc write cb) (uint8 t conn idx,

uint8 t status,

uintl6 t handle);
Handle Value Notification/Indication Event callback. */
(*app_gattc ntf ind cb) (uint8 t conn idx,

const ble gattc ntf ind t *p ntf ind);

Service found callback during browsing procedure. */

app _gattc srvc browse cb(uint8 t conn idx, uint8 t status,

const ble gattc browse srvc t *p browse srvc);

LT © 2022 IR TR A A IR 22 7]
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L35 8R:

o HTFRIUTIR T ERRS: (Primary Service) [FJAPIAyble_gattc_primary_services_discover(). — H. %} Ui
HIPrimary Service# K B, K21 Fapp_gattc_srvc_disc_cb.

« HFRITEFEE RS R AR (Included Service) [fIAPIble_gattc_included_services_discover(). — H.X}

Ui Included service# & B, ¥ <1 FHapp_gattc_inc_srvc_disc_cb.

« HT R FFE (Characteristic) [FJAPINble_gattc_char_discover(). — ELX b AR 75 B I, Kg 2

1 Happ_gattc_char_disc_cb.

o AT R FFHERRTT (Characteristic Descriptor) [JAPI’Able_gattc_char_desc_discover(). — % ¥

FIRFIERE R TR0 R B, #5211 FHapp_gattc_char_desc_disc_cb.

o TS BO v JE P E AP N ble_gattc_read(), ble_gattc_read_by_uuid()PA Kz ble_gattc_read_multiple(). —

Bty ) e M e B SE Y, K21 app_gattc_read_cb.

o — HoARuSC B E AN AR N, 21 Fapp_gattc_ntf_ind_cb.

o HTFRIT iR FEARRSS BCE BT A IR S5 B EL & I JE 4 AP A ble_gattc_services_browse(). — X} i iR 45 1

i B K, K2 H flapp_gattc_srvc_browse cb.

2. EMGATTZ /- iicallback b 4L .
static app callback t s app ble callback =
{

.app ble init cmp callback ble init cmp callback,

.app_gap_callbacks &app gap callbacks,

.app_gatt common callback = NULL,

.app_gattc callback &app gattc callback,

}i

(10 {52 AR
RS ERAR

SDK Folder\projects\ble\ble basic example\ble app gatt client\Src\user\main.c

3. HATGATTE S imwriteid f£ .
o U8 R BURRAE R AR R R JE M cceD,  FRIE I B ON G i CCCDFAIE fic B A 1 AE M AN Th g .

//write cccd to enable notification for peer server
uintl6 t cccd value = 0x0001;
if ((BLE_GATTC BROWSE ATTR DESC ==
p_browse srvc->info[fnd att].attr type) &&
(BLE_ATT DESC_CLIENT CHAR CFG == * (uintl6 t *)

(p_browse srvc->info[fnd att].attr.uuid)))

APP LOG DEBUG("[%$s] Char Description: attr handle = $04X\n",
__func_, (p_browse srvc->start hdl + fnd att + 1));

AT © 2022 FRIINTHE RSB AR A IR A 7
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if (ble gattc write(conn idx, p browse srvc->start hdl + fnd att + 1, O,
sizeof (uintlé6 t),
(uint8 t *)&cccd value) == SDK SUCCESS)

APP LOG DEBUG("[%s] Send write cccd value command!\n",  func );

4. APPSR AL T Hiw 55 S ) WD S AL IEE 11 o

GATTZ it A 1) IR 55 3t A2 325 FOATT _WRITE_RSP 4 22 J Bt [a1 1 FH 7 v it i) app_gattc_write_cbpf]

.

static void app gattc write cb(uint8 t conn idx, uint8 t status, uintlé6 t handle)
{
APP LOG DEBUG (" [%$s]GATT Client Write Completed!",  func );

L1 {5 BB :

A5 1%: SDK Folder\projects\ble\ble basic example\ble app gatt client\Src\user

callback\user gattc callback.c

BEANGATT % - Sty K e WAL 21 i 55 Sy A8 OS85 P VE W i app_gatte_ntf_ind_chb bR 53 [ 38 1

%
o

static void app gattc ntf ind cb(uint8 t conn idx, const ble gattc ntf ind t *p ntf ind)
{
APP _LOG DEBUG("[%s]enter!",  func );

char *notify indicate[2] =

{
"GATTC OP NOTIFICATION",
"GATTC OP INDICATION",

}i

if (BLE GATT NOTIFICATION == p ntf ind->type)
{
APP LOG DEBUG("[%s]ltype = %s, ",  func , notify indicate[0]);
}
else if (BLE_GATT INDICATION == p ntf ind->type)
{
APP LOG DEBUG("[%s]type = %s, ", _ func , notify indicate[1l]);

APP LOG DEBUG ("Attribute handle = %04X, Attribute Value = ", p ntf ind->handle);
for (uintl6é t i = 0; i < p ntf ind->length; i++)

{
if (i == p_ntf ind->length - 1)

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7
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APP_LOG DEBUG ("%02X", p ntf ind->p value[il]);

APP LOG DEBUG("%02X:", p ntf ind->p value[i]);

/* send confirm pdu */
if (BLE_GATT INDICATION == p ntf ind->type)

{
ble gattc indicate cfm(conn idx, p ntf ind->handle);

}

UR17Y:):R

RIGE4E: SDK _Folder\projects\ble\ble basic example\ble app gatt client\Src\user
callback\user gattc callback.c

3.4.2 iR i

GATTIR 55 871 5 2 SORT i 152 45 GAT T i I8 A i 2 DA S 3K ELARAR SC 381 1) iy 2 DA B v KR 5] 52 06 v
BRI, B[R] 6 Ui 15 4 AIE I A B AR 7« GATTHR 55 i 1) D e 75 B2 A1 - profile R % L & 7 BERE 5E il o

I T B R 0T E GATT R 4% 36 7 I profile RT3 Mt profile [F1 1 B K, LA KL GATT AR 45 St Q] Ak T 7 3 1)
B/ HiERK.
3.4.2.1 7" fNProfile

TEAPPHIUGAL T B 75 ELUS B BT SZFE M profile.  &:A profile#iA — N2 L APPSR IS Il iZprofile. 7E 1)
PRI INEI PN profiles&:  GAP profile 5GATT profile.

T PASDK Folder\components\profiles\hrs\hrs.cH 4% Thrs_service_init(hrs_init_t

*p_hrs_init) ], KU WA Mprofile.

memcpy (&s_hrs env.hrs init, p hrs init, sizeof (hrs init t));

return ble server prf add(&hrs prf info);

VA2 D ble_server_prf_add() RSk M profile, profile IR a4k bR E UL K2 [0] 14 bR B(E B AW B 2
FE LR -

3.4.2.2 ProfileHY1E S B8 65 2

N T AL FERS i A4 GATT S F i X profile B I 1L S, profileds B X H LS [l pR AT . X L2 [n] 1) bR %L
HvFE & il it ble_server_prf_add()5E H%H

Profile n] DLl K& FAF T AL (5 BN, profile2 O FiEM S4B R B, IF Hax AN it
FESETEAPPHIAR LI B 5E A
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B, ESDK_Folder\components\profiles\hrs\hrs.hEP, e LW

/**Q@brief Heart Rate Service event types. */
typedef enum
{

HRS EVT NOTIFICATION ENABLED, /**< Heart Rate value notification has been enabled.*/
HRS EVT NOTIFICATION DISABLED, /**< Heart Rate value notification has been disabled.*/
HRS EVT RESET ENERGY EXPENDED, /**< The peer device requests to reset Energy Expended.*/
HRS EVT READ BODY SEN LOCATION, /**< The peer device read Body Sensor

Location characteristic.*/
} hrs evt type t;
Jes @y %/

/**
* @defgroup HRS STRUCT Structures
* @
*/
/**@brief Heart Rate Service event. */
typedef struct
{

uint8 t conn_idx; /**< Index of connection. */
hrs evt type t evt type; /**< Heart Rate Service event type. */
} hrs evt t;
/xx @y */
/**
* @defgroup HRS TYPEDEF Typedefs
* @f
*/

/**Q@brief Heart Rate Service event handler type. */
typedef void (*hrs evt handler t) (hrs evt t *p evt);
/x> e} x/

3.4.2.3 & FimiEig sk AL IR

PAHeart Rate Profile A5, iR 55 i AL ¥ & 7 uit 3208 3K A2 B AL U0 1 3-5 0 75 :
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3-5 & Fifread request{L I IE

L iR im GATT 2 i A AR & PRI RIS E S R IR R P 75 A SRR -

2. RZR YRR A AR I LR VR EA RO F P 22 1, B ORI F profile 3% (] if b £k
Cprofileis: (51 o Bl AUFAE, 15 WX i 2 A R BB IS

3. Profilef¥ik =1 o8 BOHR 8 75 2L TS A S AL 22 bR 4

4. Pprofileft)isz A1 i £ i F ble_gatts_read_cfm% 1K J& PE(E AL 12845 SDK, 2 AR K IE 45 GATT K
j%o
SDK_Folder\components\profiles\hrs\hrs.cH fread callbackftid 7 B T -

switch (tab_ index)

{
case HRS IDX HR MEAS VAL:
cfm.length = HRS MEAS MAX LEN;
fm.value = m hrs env.hr meas.hr meas value;

break;

case HRS_ IDX HR MEAS NTF CFG:
cfm.length = sizeof (uintl6é t);
cfm.value = (uint8 t *) (&(m _hrs env.ntf cfglconn idx])):;

break;

case HRS_ IDX BODY SENSOR LOC VAL:
if (s_hrs env.hrs init.evt handler)
{
evt.conn idx = conn_idx;
evt.evt type = HRS EVT READ BODY SEN LOCATION;
s hrs env.hrs init.evt handler (&evt);
}
cfm.length = sizeof (uint8 t);
cfm.value = (uint8 t *) (&s _hrs env.hrs init.sensor loc);

break;
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default:
cfm.length 0;
cfm.status = BLE ATT INVALID HANDLE;

break;

return ble gatts read cfm(conn idx, &cfm);

3.4.2.4 EFim 5i K418

EAHeart rate profile yfil, il 55 i Ak B %% 77 S 1345 5K 158 ELAUAR 11 3-6 771 -

APP Heart Rate Profile SDK

Callback hrs_write_att_callback()

Call ble_gatts_write_cfm()

3-6 Z i write request ALIERFE
1 2B GATT R P i A% B N AN B G R ET, th iR S KIEZE 2B B SR .

2. WMEZEMESE, UK profile S B R L (Eiprofile S Bl B EIEE) -

3. Profileff1 5 [B10 oR BURR 4 75 2200 FH S (A b B e 2. SR AR B pR B B S NIEL IR AR, dn 2R
5 NI 42 CCCDIE IS 4 profile 3 %3 17 notify B # indicatel® #5 Ab B .

4. profileS [0 & £ 2> 1 i ble_gatts_write_cfm$% 16 J& 4E 5 NERAE I PATIREAL H A SDK, £
e R IB L GATTE F i o

SDK_Folder\components\profiles\hrs\hrs.cH fwrite callback{thd 5 Ban T

switch (tab index)
{
case HRS IDX HR MEAS VAL:
cfm.length = HRS MEAS MAX LEN;
cfm.value = s hrs env.hr meas.hr meas value;

break;

case HRS_ IDX HR MEAS NTF CFG:
cfm.length = sizeof (uintl6 t);
cfm.value = (uint8 t *) (&(s _hrs env.ntf cfgl[conn idx])):;

break;
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case HRS_ IDX BODY SENSOR LOC VAL:
if (s_hrs env.hrs init.evt handler)
{
evt.conn idx = conn_idx;
evt.evt type = HRS EVT READ BODY SEN LOCATION;
s hrs env.hrs init.evt handler (&evt);
}
cfm.length = sizeof (uint8 t);
cfm.value = (uint8 t *) (&s _hrs env.hrs init.sensor loc);

break;

default:
cfm.length 0;
cfm.status = BLE ATT ERR INVALID HANDLE;
break;

ble gatts read cfm(conn idx, &cfm);

3.5 GATTLZ &

GATT IR 55 it W] A 2 5 SCREANMRFE IR : - AT SR VAR %% ) i AR BE T 7] S AMRFALE, B3 R R VRE %
B2 7 g R AR AR . R AR A BRI 1€ SO E B2 Profile B ) — #8730 XF T H & X Hprofilelli &5, H
JURT EATIE R A IE AR o

KT GATTZ AN E 25 R, iiZ%Bluetooth Core SpectH ] “Security considerations (Vol 3, PartG) ”

3.5.1 JAIE

X TR EESRAAUE AFAE, 75 i i B D E RO SRR Ja A eV 1) o iSO AL PRASU R A 36 E AT 7 1] 4%
i, THRAPPZ AL, AU EAEE M SS I 5, BT G A 55 IR 1k A0 Il GIE K

%41, fESDK_Folder\components\profiles\hrs\hrs.cH, /g% KHeart Rate Measurementtf
fIEAE AR " (NOTIFY_PERM_UNSEC) Sy “BMUFREIAIUE”  (READ _PERM(AUTH)) , HEC)& MRS
R

// HR Measurement Characteristic - Value

[HRS IDX HR MEAS VAL] = {BLE ATT CHAR HEART RATE MEAS,
READ PERM (AUTH) ,
ATT VAL LOC_USER,
HRS MEAS MAX LEN},

MR VE 2 i 2 S BOZ R A N, GATTIRSS Ui H 2l 45 48 1% 7 7] H- 3k
[A|BLE_ATT_ERR_INSUFF_AUTHEN(Ox05)% Y, A< i FH P %2 X Hiread callbackpfi %] .

2IEE IR i 22 O R, SEUE SR 4 4% Bl Profilefread callback R %l £ A3

REUITAT © 2022 PRYINTHIC TR I 0 A7 PR A 7 39


https://www.bluetooth.com/specifications/bluetooth-core-specification

GCDD] X WA EMEMYE (GATT)

3.5.2 %1%

BB A 4 g U7 i) i — RSB, BRI P e R e g e o] DA U 0] o i T AR AL [ & AE Y.
HZ B P S0 PhistRiGuE A P EEERPRENINIRE RREIEED) , KSRGS P R
E callback R AL .

W P A& i 25 B S S 3L, 75 7E callback R 5 % B RAUAS /& S 1R~
fBLE_ATT_ERR_INSUFF_AUTHOR(Ox08).

AT © 2022 FRIINTHE RSB AR A IR A 7
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4 ZLEHE (SM)

ZAEH (SM) , R APREHMT a8 B, HoE ST R a0 K SE D R . SMAIRLSRZ A%

A 4-1 R

Signing

Bonding

Encryption/Decryption

Pairing

4.1 figxt

& 4-1 SM fEREEH

Fexf i Re, RHRESLFEYIN, BSE oo B, s —FE St A — S .

XS 73 3B B«
L B EE.
2. R RREERS N

3. fEInEEERE boy RIVETREEE R, JHRIE R e T SRR E e

fili o R AV EBE R

i B 2 A R P P A

FRALITE © 2022 RINTHC TR (A IR A =
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Established LL connection.

Establishment of encrypted connection with key generated in phase 2.

Phase 3

& 4-2 BLEEC X} i3 72
4.1.1 Be 3t /5 7R IEHE

WEF A2 2 JG BIRRA I 1 2244 5 = HSC (Secure Connections) BECXT, 14,15 5 R A 1 B % 7 v i)
FRONLE (Legacy) FCXTo 3% F LW IX HILE T SCELXS # 5] A T Elliptic Curve Diffie-Hellman % 5%, T LEFCXS -
MAAT o RIS BT SCREI 22 AP, BOXT 53T 29 i DY

*  Just Works (Secure Connections or Legacy)

i Passkey Entry (Secure Connections or Legacy)

. Numeric Comparison (Secure Connections)

*  OQOutofBand (Secure Connections or Legacy)

FH T R4k AR RO SRk R 7 i

o WUERPIAD A ASIRESCEON, R 4-3f RLK P K — B IR EE

Initiator
OOB Set OOB NotSet | MITM Set MITM Not Set
0OB Set Use OOB Use O0OB
5 [ OOB NotSet | Use0OB | Check MITM
=
c
Use Use
% MITM Set IO Capabilities | 10 Capabilities
(4
Use Use
D 10 Capabilities | Just Works

4-3 SCEZ 3+
o IMBEWANEEEDH AR EASCESCEIT, MR A E 4-48000 R g N — B HEE.
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FerPofE 71 S EC T VR L 58 R A 4-5R -

4.1.2 Bexf 7 A EC B

Initiator
0OB Set OOB Not Set | MITM Set MITM Not Set
OOB Set Use O0B Check MITM
i OOB Not Set | Check MITM | Check MITM
c
Use Use
apabilities ities
% NITM Set 10 Capabiliti 10 Capabiliti
[+3
Use Use
L 10 Capabiliies | Just Works
[ 4-4 LEFE S
Imitiator
Display ¥ Ky
Responder | DisplayOnly | YesNo Only NoOutput
Passkey Passkey
Entry: Entry:
Display Just Works: Just Works mpomer ) Just Works rospomer )
Only v Unauthenti- | Unauthenti- | 3iSPlays, in | |, gnang. | displays, ini-
catad cated tialor inpuls | cypaq fiator inpuls
Authenti- Authenti-
caled caled
Passkey
Entry (For
Just Works LEL
{ForLE Palm"g:“
Legacy
Fairing)
Passhkey , ini-
Unauthenti- | Entry: tiator inputs
B Just Works. | cated responder | JustWorks | aiensi.
.,-'“,,n"“‘ Unauthenti- displays, ini- | ynauthenti- | cated
catad 5 tiator inputs | eqpy =
s Authenti- Lot
caled Comparison
(For LE {Far LE
Secure Con- Secure Con-
nections) AeCons)
Authenti- Authenti-
cated cated
Passkey Passkey Passhey Passhey
Entry: initia- | Enfry: initia- | Entry: inifia- Entry: initia-
Boand tor displays, | tor displays. | tor and Just Works | tor displays,
g" " responder rasponder Unauthenti- respondar
nly inputs inputs inputs cated inputs
Authenti- Authenti- Authenti- Authenti-
cated cated cated cated
Nolnput Just Works | JustWorks | JustWorks | JustWorks | Just Works
NoOutput Unauthenti- | Unauwihenti- | Unauthenti- | Unauthenti- | Unauthenti-
cated cated caled cated cated
Passkey Passhey
Entry (For Entry (For
LE Legacy LE Legacy
Pairing): Pairing}:
initiator dis- initiator dis-
plays, plays,
Passkey Passkey
Entry: initia- ::SP:'W Entry: :ﬁp&mr
tor displays, | "PY responder | Just Works Py
Keyboard responder Authenti- displays, ik | naunent. | Authenti-
Display inputs cated tiator inputs | yeq cated
Authenti- MNumeric Authenti- Numeric
cated Comparison | cated Comparison
(ForLE {For LE
Secura Con- Sacure Con-
nections) nections)
Authenti- Authenti-
cated cated

4-5 108 11 SEC X 73 SAHIBRET X 2 (&

AT A ] 1 e B 2 A 2 HORAE AN R B BC R U5 1

FRALITE © 2022 RINTHC TR (A IR A =
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L35 8R:

B A2 R Bilble_app_sm_initiator Sble_app_sm_responder (SDK_Folder\projects\ble\ble basic
example\) , ERIAKHAMZIust WorksBEC xS 77 3. HoAh i Ee o 77 =0 n] PLd i A& o AN sl CREH 1% 2%
Hs_sec_param>K3ZIL, FHARKISEE S B RN R ARES A B .

4.1.2.1 Just Worksf¢ Xt

MR HE L FH AN (Man-in-the-middle, MITM) AiE, H54 B AT LS FH Just WorksHC X i
o T ust Works Be X i A2 B FMITMAAGE, R tH sk e AR MITMIB 5 - Just Works Bt X BE 7 A2 LEFE
XA PUZESCEEXT, P R SR EVIGN L & 2258, [Fr] R shlcx ke, FCx R b e 7 H P AR A2
H,

static sec param t s sec param =
{
.level = SEC_MODEl LEVELL,
.io cap = IO DISPLAY ONLY,
.00b = false,
.auth = AUTH NONE,
.key size = 16,
.ikey dist = KDIST ENCKEY,
.rkey dist = KDIST ENCKEY,
bi

ble sec params set (&s sec param);

L35 8R:

(NEIEEEE

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user\user
_app.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Src\user\user
_app.c

4.1.2.2 Passkey EntryfC %}

Passkey EntryC XV FE L FEMITMAAGE, BERT T LERCXS, A7 -FSClext. F /vl DL fic & iR i) 22 4
SHUa FhiPasskey Entry e SHAFE,  FH HLEERC IR b 75 T P g N e 3k i B S5 1

static sec param t s sec param =

{
.level = SEC_MODEl LEVELL,

.io_cap = IO KEYBOARD ONLY,
.00b = false,

.auth = AUTH MITM,

.key size = 16,

.ikey dist = KDIST ENCKEY,

AT © 2022 FRIINTHE RSB AR A IR A 7 a4



G@DIX ZAEH (SM)

.rkey dist = KDIST ENCKEY,
)z

ble sec params_set (&s _sec param) ;

L1 {5 BR:

(VLT

+ SDK Folder\projects\ble\ble basic example\ble app sm initiator\Srcl\user\user
_app.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Src\user\user
_app.c

4.1.2.3 Numeric Comparison fig Xf

Numeric Comparisonfit X it A2 R B T-SCHUXS o« an S X7 e 24 # S FFSCHEXT, 1068 1 #B 2 A o i A Th
e, HFEWMITMIAIE, AT LS FNumeric Comparisonfit 6 s . HAR M %S M B i 2% .

static sec param t s sec param =
{
.level = SEC MODEl LEVELIL,
.io _cap = IO DISPLAY YES NO,
.00b = false,
.auth = AUTH BOND | AUTH MITM | AUTH SEC CON,
.key size = 16,
KDIST ENCKEY,
.rkey dist = KDIST ENCKEY,

.ikey dist

}i

ble sec params_set (&s sec param) ;

L35 8R:
(AwETZ e

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user\user
_app.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Src\user\user
_app.c

4.1.2.4 XFEC X ThEE

FI7 AT DAL SDKEE 1135 B pair T 55 Afalses K K FHRCAT DRE . AR IGH] 7RO Thag, WPt B4
AT 38) () A AT T X 97 SR Bt L

ble gap pair enable set (false) ;
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L0358 R:

(W ETEYEN

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user\user
_app.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Srcl\user\user
_app.c

4.2 43 E

Gh5E PG B TSR BB 2 a0 SRR EAT RO . Bn RS A4 UGIE AR LT B Dh g . EEIEZ
JE RIS, W RS i 1R U = B 0 A3 P15 S AT HEEO N &, W SRR RGP E (1 e U 2=
R R o

4.2.1 FER48EINRE

FF R 4 52 ThRER), APPSBLE Stack [A] 32 H IR A2 U0 & 4-6 7~ o

APP BLE Stack

ble_stack_init

ble_sec_params_set

ble_gap_pair_enable

ble_sec_enc_start

Pairing Request
—_—

Pairing Response
———

GAPC_BOND_REQ_IND

ble_sec_enc_cfm

GAPC_BOND_IND

4-6 BERX HIRIE

TR GR5E DRI BAR L BT

L {5 B

A ARED B B B TR FE 7R ] ble_app_sm_initiatorfllble_app_simple_sm_responder (SDK_Folder\p
rojects\ble\ble basic example\) .

1 REZEZH, OFEENIORT), ZEHE, —EFHFMIM, LURFTHES K FkeyE S 4.

FAUITE © 2022 RYINTTIC TR A% (A BR A 7] 46
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//set the default security parameters.
static sec param t s sec param =
{
.level = SEC MODEl LEVELI,
.io cap = IO DISPLAY ONLY,
.oob = false,
.auth = AUTH BOND,
.key size = 16,
KDIST ENCKEY,
.rkey dist = KDIST ENCKEY,

.ikey dist

}i

ble sec params_set (&s_sec param) ;

U YEER:
(AMEYSEEE

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user\user
_app.c

+ SDK Folder\projects\ble\ble basic example\ble app sm responder\Src\user\user
_app.c

2. JFEEXHITEE .

ble gap pair enable (true) ;

U EER:
(MEYSZEE

. SDK_Folder\projects\ble\ble basic example\ble app sm initiator\Src\user call

back\user sm callback.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Srcl\user call

back\user sm callback.c

3. SEILFFEMAE K callback R %L .
(1) sE¥lcallbacki® %k .

static void app_sec _rcv_enc req cb(uint8 t conn idx, sec _enc req t *p enc req)
{
APP LOG DEBUG ("rcv enc req cb\n");

const uint32 t tk = 123456;

sec cfm enc t cfm enc;
memset ((uint8 t *)&cfm enc, 0, sizeof(sec cfm enc t));

if (NULL == p enc_req)

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 47
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return;
}
switch (p_enc reqg->req type)
{
case PATIR REQ:
{
APP LOG DEBUG ("pair reg\n");
cfm enc.req type = PAIR REQ;
cfm enc.accept = true;
break;
}
case TK REQ:
{
APP LOG DEBUG ("tk reg\n");
cfm enc.req type = TK REQ;
cfm enc.accept = true;

memset (cfm enc.data.tk.key, 0, 16);

cfm enc.data.tk.key[0] = (uint8 t) ((tk & 0x000000FF) >> O0);
cfm enc.data.tk.key[1l] = (uint8 t) ((tk & 0x0000FF00) >> 8);
cfm enc.data.tk.key[2] = (uint8 t) ((tk & 0x00FF0000) >> 16);
cfm enc.data.tk.key[3] = (uint8 t) ((tk & 0xFF000000) >> 24);

break;

}

case OOB REQ:

{
APP LOG_DEBUG ("oob reg\n");
break;

}

case NC REQ:

{
APP_LOG DEBUG ("nc reg\n");
uint32 t num = *(uint32_t *) (p_enc_reg->data.nc_data.value);
APP LOG_DEBUG ("num=%d\n", num) ;
cfm enc.req type = NC REQ;
cfm enc.accept = true;
break;

}

default:
break;

}

ble sec enc cfm(conn idx, &cfm enc);

const sec _cb fun t app sec callback = {
.app _sec _enc req cb = app sec enc req cb,
.app_sec_enc_ind cb = app sec _enc_ind cb,
.app_sec keypress notify cb = NULL

}i

LT © 2022 IR TR A A IR 22 7] 48
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L EER:
(AMEYSEEE

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user call

back\user sm callback.c

* SDK Folder\projects\ble\ble basic example\ble app sm responder\Srcl\user call

back\user sm callback.c

(2) v Mrcallback R %Y .

static app callback t m app ble callback =

{
.app_ble init cmp callback = ble init cmp callback,
.app_gap_ callbacks = &app _gap callbacks,

.app_sec_callback &app_sec_callback,
bi
// Initialize ble stack.

ble stack init (&s app ble callback, &heaps table);

L1358 RR:
RS ERAR

* SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user\main

.C

+ SDK Folder\projects\ble\ble basic example\ble app sm responder\Src\user\main

.C

4. TEFEH:5E R callbackH JH Bl E % I
static void app gap connect cb(uint8 t conn idx, uint8 t status,

const gap conn cmp t *p conn param)

APP LOG DEBUG ("Enter connect complete cb, conidx=%d\n", conn idx);

ble sec enc start(conn idx);

U YEER:

RISE%4%: SDK Folder\projects\ble\ble basic example\ble app sm initiator\Src\user
_callback\user gap callback.c

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 49
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4.3 [SFAEIR

BLEHMAURSALE B, 24 CONIE B A% W] DABRER R H AR BE#%, 0 HAt AR VIR B JeiR BRI H AR i
Fro FOAVE BRAEAS COMER B AT DUEH LS B AR BEATIERANE N, RN By B A AR E S % . BB
B XT H AR B A BRER o

4.3.1 FBEFAETRIhRE

RGAEVIIRALIT 2= H B INE S e F bk A AT 51 R HBC B S sk . P I B BRAVE BT Re i B i
BESEE ] 7B S E 0w B b B gy b, DU B BORRAR A 1% 5 O sk F- 06 BT 3R, AT AE
FRPAHNIE .

T e B AL B D RE I BAR B RN T

L 358 RA:
LR RS B H T SDKA FE ALV A2 7~ flble_app_privacy_slavefllble_app_privacy_master

(SDK_Folder\projects\ble\ble basic example\) .

L ERRENREATIERIFE, b f 2 HRKE R S R, 98E 2 5 B 5 M
BEEWOT S FE M RARRETTS%4.2 90E .

2. NHFSAACE .
(1) WERFASE, RPAHLILRIF [4150s.

ble gap privacy params set (150, true);

(2)  MAEHT 51 b SRIBOM S K S A Mk, B A AT 1) 2 Hh AR 28— AN e 4

// get bond list

bond dev list t bond list;

memset (&bond list, 0, sizeof (bond dev list t));
ble gap bond devs get (&bond list);

APP LOG DEBUG ("bond list size = %d\n", bond list.num);
APP LOG DEBUG ("addr type = %d\n", bond list.items[0].addr type);
for (uint8 t i = 0; 1 < 6; i++)
{

APP LOG DEBUG ("addr[%d] = Ox%x ", i,

bond list.items[0].gap addr.addr[i]);

}
APP LOG DEBUG ("\n");

(3)  fES RS A b v B i (4 B 4 bk

// set peer identity addr
memcpy (g _gap adv _param.peer addr.gap addr.addr,
bond list.items[0].gap addr.addr, 6);
g _gap adv param.peer addr.addr type = bond list.items[0].addr type;
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(4) HEFWHE)ESE TR k.

// set adv param and start adv again

ble gap adv param set (0, BLE GAP OWN ADDR STATIC, &g gap adv_param);

ble gap adv _data set (0, BLE GAP ADV DATA TYPE DATA, s adv _data set,
sizeof (s _adv _data set));

ble gap adv data set (0, BLE GAP ADV DATA TYPE SCAN RSP,

s _adv_rsp data set, sizeof (s _adv rsp data set));

ble gap adv_start (0, &g gap adv time param) ;

(10 {52 AR
(1) ~ (4)IARIDEE 12

SDK_Folder\projects\ble\ble basic_example\ble app privacy slave\Src\user_callbac

k\user gap callback.c

3. EWRRAMEE.

(1) MfdT 512 b SRIBOM S 6 S A ik, B A A ) 2 v AR 28— AN e 6

// get bond list
bond dev list t bond list;
memset (&bond list, 0, sizeof (bond dev list t));
ble gap bond devs get (&bond list);
APP LOG_DEBUG ("bond list size = %d\n", bond list.num);
APP LOG DEBUG("addr type = %d\n", bond list.items[0].addr type);
for (uint8 t i = 0; 1 < 6; i++)
{

APP _LOG DEBUG ("addr[%d] = Ox%x ", i,

bond list.items[0].gap addr.addr[i]);
}
APP LOG DEBUG ("\n") ;
// save peer identity addr
memcpy (g _peer iden addr.gap addr.addr,

bond list.items[0].gap addr.addr, 6);

g peer iden addr.addr type = bond list.items[0].addr type;

0 35 BR:
ARG A7

SDK Folder\projects\ble\ble basic example\ble app privacy master\Src\user callba

ck\user sm callback.c

(2) wEAMSE, BRI,
// set privacy params

ble gap privacy params_ set (150, true);

// start scan

gap_scan param t scan param;

AT © 2022 FRIINTHE RSB AR A IR A 7

51



GA@DiX

scan_param.
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scan_type GAP_SCAN ACTIVE;
GAP_SCAN GEN DISC MODE;

GAP SCAN FILT DUPLIC EN;

scan_ param.scan mode

scan param.scan dup filt

scan _param.use whitelist = 1;

scan_param.interval= 15;

window= 15;

07

ble gap scan param set (BLE GAP OWN ADDR STATIC,

scan_param.

scan_param.timeout

&scan_param) ;

() JFE .
ble gap scan start();
(4) 72T & B BRSO KRERE K.

static void app gap adv report ind cb(const gap ext adv report ind t

{

*p adv report)

if (memcmp (p adv_report->broadcaster addr.gap addr.addr,
g peer iden addr.gap addr.addr, 6) == 0)
{
APP LOG DEBUG ("scan success\n");
// connect peer device again
gap_ init param t conn param;
memcpy (conn_param.peer addr.gap_ addr.addr,
g peer iden addr.gap addr.addr, 6);
conn_param.peer addr.addr type = g peer iden addr.addr type;

conn_param.

type = GAP_INIT TYPE DIRECT CONN EST;

conn_param.interval_min = 6;
conn_param.interval max = 10;
conn_param.slave latency = 1;
conn_param.sup timeout = 100;
ble gap connect (BLE GAP OWN ADDR STATIC, &conn param) ;
}
}
(1 558 B

(2) ~ (AFUIDER A2

SDK Folder\projects\ble\ble basic example\ble app privacy master\Src\user callba

ck\user gap callback.c

4.3.2 Hhhtfid & 7 AR

IR i . EAOERER, ARIEAFBCE T K, controllern] B 2 F A A A3 bk 3% 2 1 Hichis
Ao TR L8N, S anfar e B A 11 A A k.

1§ Ffible_gap_addr_set$% 11 7] DL 15 & B 45 1 & 7 Huhik AypublicHihik 5 staticHi bt . 2R H % H
P Z %, 3 HeFuse/NVDSHATEAEERIA K publicttihil, 84 BRIN AR YE S Hchip UUIDF™
A staticH b N ¥ & 1) S 4 Hodik .

1.
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2.

ble_gap_adv_param_setf% [ [{11£Z own_addr_typen] it & host /=¥ & 45 controller (K Hi ik .

(1)
(2)
(3)

BLE_GAP_OWN_ADDR_STATIC: ¥ & &y Hutik %5 controller, B0 EE 1 Firfic & 10 & 3 Huhik .
BLE_GAP_OWN_ADDR_GEN_RSLV: host/Z =4 frpattihit- % & %5 controller.

BLE_GAP_OWN_ADDR_GEN_NON_RSLV: host/Z/=4: fnon-rpalthhit- % & 4 controller.

ble_gap_privacy_params_set[1f&Zenable_flag ™ Bt B /& 5 T )5 B AL -

(1)
()

(3)

AR IR AL, WA FUE i host/ZC B 45 controller (it BB B2 Bl isg B k-

WIS T AL, controllerifiid | # 4 i N K Fpeer addrfE B &AM HI R . WIREK K
W, 7S N B A4S FH host )2 Bt B 45 controller bk

WERIFIE TFaAL, FF Hcontrolleril ik | S H irf% T K Mpeer addrfE B &N AR, WRE
ORI, WS FH controllertR#E peer addrIRKE & E 14 B rpattb il .

LT © 2022 IR TR A A IR 22 7]
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5 1Z B IRITHIFIEEC YL (L2CAP)

R AE R P (L2CAP) , BIET RGEH FIZ O, FE M TIACL (Asynchronous
Connectionless) H#Ec k. EA . . AN, ECFFETL2CAP K IES 2 Btk 6 2 h &R 1S
JECOC (Connection Oriented Channel) , L2CAPHI45HIHE B W& 5-17~:

SM(PDU)/GATT(PDU)/Profile(SDU)

Sending Data Receiving Data Sending Signal Receiving Signal
L2CAP
Data Pack/Unpack/Flow Control Signaling Cid
Sending Data Receiving Data Sending Signal Receiving Signal

(0]

5-1 L2CAPZEHIHEE]

5.1 L2CAPEIE B 2514

A4S 405 5. 7CSDU - (Service Data Unit) & M5 215 B JCALE B Z VR, 40T 5 A E 5
£, FERH T @S coctlidshAEE MRS H . 3R . 7TPDU (Protocol Data Unit) /& $8L2CAP 2 (144
£, —/NSDUTEL2CAPJZ T LIff 73— B2 /NPDU.  R:/1NL2CAP/Z PDURL A £ (1945 285 28K fir 117 o &5 £ 5 — 4> 32-
bit 1k Sk, FEA BRI B S B AU S TER Sk, DS A A (o i 4531 .

POUEHE B 5 M I 5-2 17 :

\ Basic L2CAP Header |
I 1

.- Information Payload

2 Bytes 2 Bytes 65535 Byt
LsB vies MSB

5-2 PDU%IERLLH
SOUEHE tuEs i B 5-3F775 -

' Basic L2CAP Header |
I 1

2 Bytes 2 Bytes 2 Bytes 65533 Bytes
LSB MSB

1. Only present in first LE-frame of the SDU

5-3 SDU¥1E B 454
Pk BIE2 AR EE T B2 P R EE AR IR . K7 BERS kR (045 B80T 7108 /& 2R

&, SDUFKIER — Wik ik Sk 2 Ja P A7 5 R SDUA ORI KL
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TR R AR I RE EC P (L2CAP)

5.2 R KfEMWEBET (MTU)

L2CAPT 51 /0 K _LJE WML (SM. GATT) AL, TEL2CAPJZE T 70 VR B B R B A FEFR N e KAL B e
(Maximum Transmission Unit, MTU) . WIH_EZE PR ER I EdE e K, W& EEs O B TR,

PDU#R 4 controller[fJACL_Data_Packet_Length ) K/NgEAT 73 i (fragment) . Hp s B E 5-4f7R:

PDU

fragment

[& 5-4 PDUST F =B

SDU (MRS HHEFRIT) EHRMREMPSEHAT /1B (segment) , RSG5 — " segment AR

PEACL_Data_Packet_Length[] K/NitAT 43 (fragment) o H AR R B W 5-5F7s:

| SDU |

. segmen segment

ségment

length

fragment fragment fragment fragment & fragment

fragment

fragment g8 fragment

[ 5-5 SDUST B~ =&
fic & MTUAIMPSI 2 2 A5 101 R

// mtu:23~.2048,

error code =

0x00~0x20
250, 10);

mps:23~mtu, lecb conn num:
ble gap l2cap params set (512,

APP_ERROR CHECK (error_code) ;

L 35 ER:

fRi%81%: SDK Folder\projects\ble\ble basic example\ble app l2cap coc_server\Src\

user\user app.c

5.3 L2CAP|=1&

RDIFEI T BE SRR Ef51E  (0x0004 ~ 0x0006) » U SCHFalA G R I ERAIEIE. b, [EEEE

TRER I BER — B IER N CEAER . AR E S HHIEIE.
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#5-1 5 T L2CAPRIMBIEFRINFT, RAMEIEFRIRFTA— 166 T . 1518 RN AF0x0000° 4 £/ B iR
F, ANEeWAEH . (SIEFRIRFF0x0001 AL ML S A I E B 518,

%% 5-1 L2CAP{SIEARINFF

{EEFRRTF i::pu

0x0000 Agef ]

0x0001 - 0x0003 R Hawraeft M
0x0004 JE P

0x0005 KIIFEE A EE
0x0006 TR

0x0007 - 0x001F RE: HJamTaefi ]
0x0020 - 0x003E Bluetooth SIG#l & 43 it 1)
0x003F fRE: HanTaeft M
0x0040 - 0x007F TH] [ 5 1

5.4 [H [A) 2RV SiECOC

TH A% {5 1ECOC (Connection Oriented Channel) , J&L2CAPFEHI 88 ) — N FEEEHE. ‘& LU —ALER
FAETEE I RERS OV — DT IS IE, Ir5S o A2 7 o 78 5 AT o] 20 < A1 w22 26 B — M COCfEiE . C
OCH e KA 2 v] DL i it B MTUMIMPS 5145 5 JZ AT DUAGE K B 25 dE, DMERR = R At 2, MU () S
Nlnternet Protocol Support Profile (IPSP) Ll X Object Transfer Profile (OTP) .

EOEcoCfFiIEamFEF, &k T 48 EMIPSM (Protocol/Service Multiplexer) & —AM 1@ COC{EIE )
53R, RSN T REREZAZAE R, DAHE RN H JZEMZPSM e AT A — AN F- AR A M I PSM R 2 ) 61 2 COCE i
HIER, TERR S b #l 2 4 B 2% . PSMAT 43 A [ 8 BRI A& Be B, ank 5-2 Fiiw:

# 5-2 PSM4r
SEE KR ik
0x0001 - 0x007F Bluetooth SIGfJT 73 Fic ft1PSM Bluetooth SIG Y LA HIBRAE IR 35 T 73 BLHIPSM =
0x0080 - OXOOFF EA Y BLI E E LPSM H € LRSS TR E [f1PSm
0x0100 - OXFFFF TRE PR

FEVE I PSMIR 3 BT 5 5 IR 55 A A UERURR -

gap_lepsm register t param;

param.le psm = 0x25;

param.sec_1lvl = 0x00;

param.mks flag = false;

error code = ble gap lepsm register (&param);
APP ERROR CHECK (error code) ;
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L 35 B

(W ETEYEN

SDK_Folder\projects\ble\ble basic_example\ble app_ lZ2cap_coc_server\Src\user\user
_app.c

5.4.1 flliEcoCiitz
IRIHAE W F iR SDKHRAEAPISK B L2CAP COCIE 1l , PATE S HF I ThAE I M AN 3 2% 2 18] XU Al AL S s
B CcOoCH}, APP5BLE Stack 8] IAZ HIRFE WP 5-6 7 .

APP Master Stack Master Stack Slave APP Slave

ble_gap_lepsm_register

ble_I2cap_lecb_conn_create

L2C_CODE_LECB_CONN_REQ

app_l2cap_lecb_conn_req_cb

ble_l|2cap_lecb_conn_cfm

L2C CODE_LECB_CONN_RSP

app_l2cap_lecb_conn_ind_cb app_l2cap_lecb_conn_ind_cb

[& 5-6 COCEIiERIZE
B coCH B P IR U T

1. PR B B TSDKff coctil i@ i fE 7~ filble_app_l2cap_coc_server (SDK_Folder\projec
ts\ble\ble basic_ example\) FEWIAGALIT, k55 dm i B AR R 1 56 M GAPYE I PSM.

gap lepsm register t param;

param.le psm = 0x25;

param.sec 1lvl = 0x00;

param.mks flag = false;

error code = ble gap lepsm register (&param);
APP ERROR CHECK (error code) ;

1035 8R:
A4 1%: SDK Folder\projects\ble\ble basic example\ble app l2cap coc_server\Src\

user\user_ app.c

2. @STEEESEREZ G, 7 umiEn iR E rIPSMR EE — M COC EIE s K .

lecb conn req t conn req;

conn_req.le psm = psm;

AT © 2022 FRIINTHE RSB AR A IR A 7 57



GA@DiX

WIRFERSAE B NEEC P (L2CAP)

conn_req.local credits = Oxffff;
conn req.local cid = 0;
conn_req.mtu = 512;

conn_req.mps = 230;

ble 12cap lecb conn create (0, &conn req);

(05 RR:

fRi5%1%: SDK Folder\projects\ble\ble basic example\ble app l2cap coc client\Src\

user callback\user gap callback.c

3. MRSSEILENZIE R R R G N -

4. NHEBNEREZER, I HRIE I COCE IE B yE B 25
FoRBIE T —/NCOCIEiE

static void app l2cap_ lecb conn reqg cb(uint8 t conn idx,

lecb conn reqg ind t *p conn req)

APP_LOG DEBUG ("app rcv lecb con reg\n");

APP LOG DEBUG ("peer mtu = %d, peer mps = %d\n", p conn reg->peer mtu,

p_conn reg->peer mps) ;
lecb cfm conn t cfm conn;
cfm conn.accept = true;
cfm conn.peer cid = p conn reg->peer cid;
cfm conn.local credits = Oxffff;
cfm conn.local cid = 0;
cfm conn.mtu = 512;
cfm conn.mps = 230;

ble 12cap lecb conn cfm(conn idx, &cfm conn);

X7 o RS T IR, W

(1 53 B

RAE%4%: SDK Folder\projects\ble\ble basic example\ble app l2cap coc server\Src\

user callback\user 1l2cap callback.c
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ARAEFGENS R
6 RIBFYERETE
#* 6-1 RiBFLERGIE
R EiE:pu
ACL Asynchronous Connectionless, JoiE#Z I 70 &
ATT Attribute Protocol, iMH#HEN)Z
Bluetooth LE/BLE Bluetooth Low Energy, KIhEWEF
CccD Client Characteristic Configuration Descriptor, %% /7 43 fiF Bt B iR 15
coc Connection Oriented Channel, T [A] 7 42 (1) {5 1
CTE Constant Tone Extension, [EEMEY (55
GAP Generic Access Profile, 3 17 A 3y
GATT Generic Attribute Profile, il HJ& PERLTE
GFSK Gauss frequency Shift Keying, = &4 4%
HAL Hardware Abstract Layer, {452
HCl Host-Controller Interface, AL il 1
IPSP Internet Protocol Support Profile, 2% Hp i S =5 Mc B S AF
[o} In-Phase and Quadrate, [FJ#H—3
1SO Isochronous, [F
L2CAP Logical Link Control and Adaption Protocol, 1% %844 142 i 5 1@ fic il
LE Legacy, 1£4;
LECB LE Credit Based Connection, 3&T-LEfE FHHIi%EH:
LL Link Layer, HEEEZ
LSB Least Significant Bit, ¢ {%A & fiL
MiIC Message Integrity Check, JNZ5¥H S 58 M4 A
MITM Man-in-the-middle, /& A
MSB Most Significant Bit, A AL
MTU Maximum Transmission Unit, # KA&%1 570
NVDS Non-volatile Data Storage, 35 e ¥R 1745
oTP Object Transfer Profile, X S AL4C B X 1F
PDU Protocol Data Unit, HsCEdE 5 c
PHY Physical Layer, #)# )2
e Secure Connections, ‘&A%
SDK Software Development Kit, #4-F & T EAL
Sbu Service Data Unit, 45 #¥iE 50
M Security Manager, 43
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SoC System-on-Chip, F_E&%:
uuID Universally Unique Identifier, 18 FMHE—FriRAF
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