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LR
Second Boot /7l R FH ¥ F ot [l — k5] FHR, {78 T DFU (Device Firmware Update) [ {45 U1

T2k R Ef (Application Firmware) fRIGBEHIEIT. LK TIRE, LI T RiG. Al LZaeniaFs
T2 (OTA, Over The Air) .

©  DFUREMFHE UITF: RAMIX S G W07, @A RIhAE (BLE) Jodtedm el a7t
Ko

o NHEFRRI L IZAT: XTAPP Image InfoidEATULHD, R0 FFBeEE = 8 A (AR
Phble_tem_dfu_fw.bin[E {4 15D 24T,

o AR NP IEDFUR B SCRIBT AN, TR R AT N5 445 S, Second Bootz il X H
AT, WA AR TR .

FEREATBRARRHT, RIS LLT 3O

®11MXESE

HR i

GR551xJT R # GRSSIXFIE A2 . PRz A Y B B B

GRS51X[EF T+ i 4 A 2R GRS5 Ix 14 [l -+ 45 o 34 7

GR551x OTAZR I Tt GR551x 7 H1 T+ A I 15 W]

GProgrammer i ' F-/lit GProgrammer P I HI LI, CLFRIE R R4 I nesss

GRSSXx[E {1 L2 NI v 44 I A GRS Sxx R [ 11 A =G

J-LinkfH S 487 J-LinkfE BB http://www.segger.com/downloads/jlink/UM08001_JLink.pdf
Keil | F ¥5 7 Keil FE4HERVETL I :  http://www.keil.com/support/man/docs/uv4/
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Flash#i &

2 Flash#i &

i& F1 T GR551x Second Boot s 9] [ Flash i /& 11 14 2-1F17 .

#JBoot Info.
*  APPImage Info: N H[EHEEIX, HTFAARNHEAE1T AR EGE .
*  DFUImage Info: DFU[E (5 E.[X, H T DFUIE{F#5 D12 5 06 R .

NVDS

Second Boot

DFU Image Info

APP Image Info

SCA Info

End Address of Flash

NVDS Start Address

Bank1 Start Address

BankO Start Address

0x0100_4000

0x0100_3000

0x0100_2000

0x0100_0000

2-1 Second BootHiFlashi /5

*  SCAInfo: SCA (System Configuration Area) RAME X, FEH T 17l 2415 S FSecond Boot [l {4

*  Second Boot: Second Boot/~{IFESMANIZATIX .

s Bank0: R REMHAFAIZATIX .

*  Bankl: DFU[EMFZEAFIX, JEiEA 2446 2 O DFULE -4 4 #% D1 2 Banko.

*  NVDS (Non-volatile Data Storage) : AE 5 KPEEIEAFAE X .
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3 ¥RBIT

A2 AP Ui 1T F1861FGR551x Second Boot i~ .

3.1 EETIE

iz17Second Boot/~ i 2 B, i FEHGLL T HE TAF .

- WEHER
R 1BHES
AR Hik
o SEGGERA Al HEH MITAGH B 4%, WFRH 2 T, WEViN: http://www.segger.com/
products/debug-probes/j-link/
TFRAR GR5515 Starter KitFf & i
HHm Lk Micro USB 2.0%{4# £k
Android F#L Android 4.4 (KitKat) A& LA ERRAC

© BRffEE

RI2HMHER
R iR
Windows Windows 7/10
J-Link Driver J-LinkZREFEF, FEMEE: http://www.segger.com/downloads/jlink/
Keil MDK5 IDET.E, F#EMAik: www.keil.com/download/product/
GProgrammer (Windows) GR551x Programming L E, £ FSDK Folder\tools\GProgrammer
GRUart (Windows) GR551xH# NI T, 1 FSDK Folder\tools\GRUart
GRToolbox (Android) GR551x BLEYHIRX T H, {7 FSDK Folder\tools\GRToolbox
[ 354 RR:

SDK_Folder GR551x SDKIHE H 3% .

3.2 FE - iERE
{4 F Micro USB 2.0% 4% £k 1% 2 GR5515 Starter KitJF & # (LA R R “GR5515 SKE” ) Alit-F AL,
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.
2

3-1 BHEERERE

3.3 NE[E

AP Msecond_boot fw.binlE 4 Flble _tem dfu_fw.binlfl{F ) FEk, 7E T [E44a1 75 1E
HGProgrammer#GR551x SoCH! fJFlash 4= 4[5 .

{4 H GProgrammer T #[E {1F 22 R MCAT, 148 75 AT LT i 4E -

s ble_tem_dfu_fw.bin[Ef: FAEKeil{HEUSE_SECOND_BOOT _MODE (i I3.5.2 & FH [l fF e 4 Wk i iz
TIE) JEEFwIEE A, BN RR.

*  second_boot_fw.binliil{: T Buser_config.h, %3 {FFTHC & Second Boot TR KIS AR/
fHHashfl, XfHfiT: SDK Folder\projects\ble\dfu\second boot\Src\config. ME
SERE T BB AR, N EEITF AR

3% 3-3 user_config.h"R IS
- sk
A RBNE (AT R B .

BOOTLOADER_DEFAULT_STRATEGY_ENABLE o 0: R BB ST R B
o 1 [FHBGARIEMES S RIE. B R
& &5 7T J5 Second BootH& [ 1.

BOOTLOADER_WDT_ENABLE ° 0: FKHISecondBootE | 141

° 1: JFJESecondBootZ | 14
=75 TT J3 SecondBoot %S 14 (OTA) Thfig

BOOTLOADER_OTA_ENABLE ° 0: FKMSecondBoot=H 4 (OTA) Ih

° 1. JFJHSecondBoot=H -4k (OTA) If

J& 75 FF JE Second Boot & 46 45 77

o> >

b
B
b
B

BOOTLOADER_SIGN_ENABLE
%, 4BOOTLOADER_DEFAULT_STRATEGY_ENABLEJF 3 I 45 %K.
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e
° 0: *MISecondBooth 7 %
° 1. JFJH3SecondBooti& 5 &

M

AR :

8 22 200 ThRE M AR 1 25 3.5.3 R ARSI & 1T

N7 FA [ - comments &

X, *4BOOTLOADER_DEFAULT_STRATEGY ENABLEJF /& B 4% .
USER_FW_COMMENTS B AR HH [ £FImage Infoli A2 ji ik i H [l £ comments 34T L

e, %€ R 12 Bytes.

HHTERINEA “ble_tem_dfu_” .

82 H 2 AT 3

hk, *4BOOTLOADER_DEFAULT_STRATEGY_ENABLES A1 45 %4

AR :

H5%4.2.3 HE A DT RSBk S 77y

APP_FW_RUN_ADDRESS

i I GProgrammer ) B Ak /7121557 (GProgrammerH ' i)

[ 354 ER:

1. second_boot_fw.bin[filffi;T: SDK Folder\projects\ble\dfu\second boot\build\, #k
NIZ 4T HhlJy0x01004000.

2. ble_tem_dfu_fw.bin[il £ T: SDK Folder\projects\ble\ble peripheral\ble app tem
plate dfu\build, BRikizfTHuiiEA0x01040000.

3. WERAEM T second_boot_fw.binlil {4 Mible_tem_dfu_fw.bin[E{4 iz AT HibE, TR 74 45 6]
AFFAEMR

4. WRAEH B E SCEAEE DI RGN SRS, 7
#BOOTLOADER_DEFAULT_STRATEGY ENABLE¥ E 40, #RJ5 475K

Wlvendor_fw_copy_update(), vendor_fw_verify().

34 B0 E
JABIGRUart, B 3-4 iS5 E $ 1.

# 3-4GRUart E AR ESH
PortName BaudRate DataBits Parity StopBits Flow Control

WIRELITLE | 115200 8 None L Ak

BB 52 pln, Sy “OpenPort” JFEHH, WE 3-2FR.
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&3 Gruart

Serial Port Setting

PortName cops JLink COC U
BaudRate 115200

DataBits &

Parity None

StopBits |1

Flow Control

@® Close Port

TxRxz Data Size

Tx Count 0 Bytes

Rx Count & Bytes

Port Opened CTS=1DSR=1DCD=0

3.5 MR 3 iE

AR EEATE I T-Second Boot OTA. N H [El{4- K 36 Wk % 12 47 Fll %2 4= 16 25 Th e

3.5.1 Second Boot OTALS JiF

Receive Data

Format: ® ASCIT O Hex Show Time [0 Font Size |10
Backeround: ® White O Black Search
Save Pause Clear
Send data
Single Multi
Format: ® ASCIT O Hex Loop O  Period 50 +ms ONewLine
file path Browse | Send Pause | Clear
3-2 R2OKRE

L33 56 3IE Second Boot =4l .

1. 7E{#iFGProgrammer¥Second Bootlfl 14 %% % GR5515 SKH Hi, 4G#FGR551x SoCH ) Flash 4= #[k LAHf
LR Flash i ANFELEAT A OTARE ULAT 45 1 oz [ 44 .

2. #Second Boot[E| {4} % £ GR5515 SKAR J5, ik ASecond Boot OTAZ: {5 [l T+ 4% (JRHM S H#4.2 X H.
TR A A B 2B 383D, B GRUart 5 1 AL A ] 3-3F 7«
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Receive Data

B

Serial Port Setting Format @ ASCIT () Hex Show Time [ | Font Size 10

PortName |[comio1 TlLirde CDi Background: @ White () Black [ Search
APP_D

BaudRate [ 500 APP_D: Bootloader info:
APP_D: bin_size = 0x0000e810,

DataBits [g APP_D: check_sum = Ox005b386d,
APP_D: load_addr = Ox01004000,

Parity — ﬁg:g run_addr = 0x01004000,

StorBits (1 APP_D: There is no incomplete DFU copy task.

E AFP_D: Not found APP img info on the third page, continue to search on the first page

AFF_D: Not found AFF FW image info.

Flow Control RTS DTE AFP_D: Enter bootloader OTA,

® [ Close Port

[ Save H Pause ]

Txkx Data Size S5end data
single [Multi |
Tx Count |0 Bytes | popmat: © ASCII @ Hex Loop || PeriodB0 “Ims [ NewLine
Rx Count G616 Bytes
Clear
file path [Browse || Send |[ Pause || Clear |

Port Opened CTS=1 DSR=1 DCD=0

[# 3-3 #Z[RFlash/3# \Second Boot OTA
3. JFEFHLuGIIE T IEE, 1 HFGRToolbox, 7EFIHH%IZR A B “Goodix_Boot” , K HSecond BootlH]
21T IEH

4. Second Boot[fi| {4 £EEY, | BLE OTATHRE, 7] 2% (GR551x OTA/RHBIFM)  “TEble_app_template_dfuf
AT B F A, FHHoE R a2 B 3Bk 257 I R B 4217 . b GRUart e 157
T an & 3-4 5771 .
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Keceive DUata

Serial Port Setting Format: @ ASCII Hex Show Time Font Size 10
PortHane 2121 TLirk C1 Background: @ White Black Search
AFP_D:
BaudRate . APP_D: Bootloader info:
AFP_D: bin_size = 0x0000e7£0,
DataBits ¢ APP_D: check_sum = (x005b2e55,
APP_D: load_addr = 0x01004000,
Parity APP_D: run_addr = (x01004000,
APP_D:
StopBits AFP _D: There 1s no incomplete DFU copy task.
P AFP D: Not found APP img info on the third page, continue to search on the first page
APP D: Update user image info.
Flow Control AFP_D: Found the APP firmware on the first page
AFP_D: Jump to APP FV.
APP_D:
@ (Close Port APP_I: Goodix GR5S1x SDK VI1.6.01 (commit 2826)
APP_I: Local Board EA:CB:3E:CF:00:0F.
APP_I: Template application example started.
Save Pause || Clear
TxRx Data Size Send data
Single | Multi
Tx Count Bytes Format: ASCII @ Hex Loop Period 50 T ms NewLine
Rx Count 1791 Bytes

Clear

Browse Send Pause | Clear
Port Opened CTS=1 DSR=1 DCD=0

3-4 FrRSERIE R B R INETT

(1 {58 B

*  ffifHSecond Boot# i ATOTATF I, 7EGRToolbox ) “ [ fF T4~ Ftifirh Ak “ ¥ TR o 2
)5, “CopyAddress” F&IfA XN AR E e, HRCEA L ZIEMIZXIBEAEREXR.

*  f#ifSecond Boot# i 1T OTAT+ 2 J5, 7EGProgrammer 44 Jo i Bon T+ 2% Ja i [ 4415 8 o

3.5.2 7 A BRI pkas 1 TIIE

1. fffGProgrammer L. E. 4% GR551x SoCH [ Flash 4= 45 [ LEf £RFlash WP AN A LEAT T OTA$E DT 55 Fil v FH
fi] £F

2. fEKeilH1&Mble_app_template_dfurs Bl TAEEC B )5 B8 gn B [ BARERIEWIT :

(1) AR TFEHXSDK Folder\projects\ble\ble peripherall\ble app template
_dfu\Keil 5, Xifible_app_template_dfu.uvprojx, fEKeil"FFTH R~ T2,

(2) kel TEF:F /) “Options for Target” & Elbr, 7EF#HA “Options for Target
‘GR551x_SK™ 7 & I HIEFE “C/C++” FREETT,

(3) £ “Preprocessor Symbols” [ “Define” ZH{H ¥ “USE_SECOND_BOOT_MODE” , 4
T BN,

JEAUITA © 2021 IR A A R A 7 8
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(N
X

(10 {52 AR :
7N “USE_SECOND_BOOT_MODE” 75 % 5 Fif i ) %% LAZ 573 F

Options for Target 'GR551x_SK' X
Tlevice I Target I Output I Listingl U=zer C/C++ |Asm I Linker I Tebug I Utilities I
— Preprocessor Symbols

| Define: |GF{5515_SK.ENAE LE_DFU_SPI_FLASH,USE_SECOND_BOOT_MODE I

Undefine: I
— Language / Code Generation :

™ Execute-only Code [~ Strict ANSIC Wamings:
Optimization: ILevel 101 | I™ Enum Container always it I‘"‘" Wamings 7|
[~ Optimize for Time [ Plain Charis Signed [ Thumb Mode
[ Split Load and Store Multiple [~ Read-Only Position Independent [ Mo Auto Includes
¥ One ELF Section per Function [~ Read-Write Position Independent v 99 Mode

|”E:t?13 I..\.Src\platforrn;..\Src\user;..\.Src\conﬁg;..\..\..‘\..‘\..\componerﬂs‘\app_dri\rers\dnc;..\..\..\..\..‘\.comporJ

5
Misc I
Controls

Compiler  |-c99 < —cpu Cortex-M4fp -D__EVAL i g 01 —apcs=interwork —split_sections - ../Src/platform - »
control  |./Src/user -l ../Src/config - /.. /. fcomponents/app_drivers/inc -l
string

W

[1]:4 I Cancel | Defaults | Help |

[& 3-5 {£§ESecond BoottR =,

(4) PRAFBCEJS, siiikeil TRALPE & bR, 9ionsl T, A RREFbin S0

3. ¥4Second Bootldl {4 F1 5 H [El {£-ble_tem _dfu_fw.bin %% % GR5515 SK#x, 15 B Second Bootlti] {41
JyStartuplE 14 .
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WIRIEAT

(% GProgrammer

> O

171

4. GR551x SoCH Gt i3 B I e Il B 47 £ 1% 8 H] [t Fble_tem_dfu_fw.bin, HiEidH kA .

Firmware

0x010F FFFF
% Firmware File

User App Firmware:

® Image Info

Image Name: Run Address:
Version: System Clock:
Size(Byte): XQSPI Speed:
Unused
SPI Access Mode: Boot Delay:
W nvos
CheckSum: Check Image:
Download
Load Address: Code Copy Mode:
& Startup

[E] unfinished Events

No. Action Description
1 add Add and download second_boot_fw.bin
2 add Add and download ble_tem_dfu_fw.bin
3 startup Start up second_boot_
0x0100 2000 4
Refresh Add Delete Startup

Update

Commit

3-6 1% 1Second Boot[E 1 A Startup [El 5

IR RO A hE, JFITIRISATREF, LI GRUartH 1 At A& 3-6 517 -

BNt

FRALITE © 2021 ARINTHC TR (i A PR A =
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Receive Data

h
=

Serial Port Setting Format: @ ASCIT Hex Show Time [ | Font Size 10
PortName [coni2] TLink CI Background: @ White Black Search
APz e
BaudRate [|)c- APP_D: Bootloader info:
APP_D: bin_size = 0x0000&7£0,
DataBits & APP_D: check_sum = 0x005b2e55,
APP_D: load_addr = 0x01004000,
Parit APP_D: run_addr = 0x01004000,
o APP_D; = mmmmmmmmm e e e e e e
StopBits APP_D: There is no incomplete DFU copy task.
P APP_D: Not found APP img info on the third page, continue to search on the first page
APP_D: Update user image info.
Flow Control APP_D: Found the APP firmware on the first page
APP_D: Jump to APP FV.
r Y APP D e e e e e e e e e e
@ |Close FPort | APP_T: Goodix GRS51x SDK V1.6.01 (commit 2826)
APP_I: Local Board EA:CB:3E:CF:00:0F.
APP_I: Template application example started.
: Save Pause Clear
TxRx Data Size ~Send data
Single |Multi |
Tx Count Bytes Format: ASCII @ Hex Loop ] Period%0 + ms [ NewLine
Rx Count 1791 Bytes

Clear

:B:oua Send Pause Clear

Port Opened CTS=1 DSR=1 DCD=0

[ 3-7 AR E N BE G RINET
3.5.3 R FIIE
Second Boot/ i SCFOTAE {22 A 1025 Thfe, FIF FIARYE H S5, R BT iz Thie. Wt
JAZIRZThRE, Al {ESecond Boot/n il T.#E H 5% T user_config.htF, #'E “BOOTLOADER_SIGN_ENABLE=1" .
FERRAEHT, FH P AT S8 H GProgrammer i 2 H [ A4 #E47 N4, e B INAE MR 25 A2 anF -
1 A RAAEHAI A ¥ Hash fE

R4S B BAREREIE S % (GProgrammer ] P H-EY  “hnasinss” &5, JEFA S
2% (GRSSxx [N e S A BB H AR B

BT GProgrammer E BT H TN 2 N2 1 SR a0 R

AU E © 2021 RYITTE TR B0 H RA R 11
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’| efusejson
Encrypt_key_info.bin

firmware.key

LU CL

Mode_control.bin
productjson
Public_key_hash.tet

@] random.bin

=]
_l

sign.key

—l

|| sign_pub.key

& 3-8 “E BRI A T INE N2 A0S

2. mAELE A
5 N\ product.json SCAE RN ] [E44-ble_tem_dfu_fw.bin, i “Sign” %40, 4P 3-9:

Encrypt and Sign
Product Info: product json
Random Number (®) Using Random Number select Number

=]

Firmware A\ble_tem_dfu_fw.bin

3-9 {1 FAEH %
RPN SRR NG, B AR e 28 8 H [ 4 (SO 44 7 _sign,  ble_tem_dfu_fw_sign.bin) , WK

3-10f17R:

© ble_tem_dfu_fw_sign.bin

o afusejson

9| Encrypt_key_info.bin
__| firmware key
@ Mode_control.bin
& productjson

| Public_key_hash.txt
©| random.bin

| sign.key

| sign_pub.key

3-10 £ R BIINEEl

3. ¥Public_key_hash.txt™ [{] A% Hash{E & il $lSecond Boot L. fEuser_config.hi]public_key hash#4H
J&, B9 PESecond Boot[FE {4,

//Hash value of the signed public key
static const uint8 t public key hash[] =

{
0x08,0x57,0x41,0xDD, 0x34,0x17,0x0C,0x01,0x43, 0xFB, 0xCA, 0xA5, 0x5C, 0x51, 0x81, 0xF5

}i
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4. XA [ REAT RAIE

F| F GProgrammer 5 2.3 2 125 4E il [1Second Boot[#l 4second_boot_fw. bin Al Jjl1%5
Hible_tem_dfu_fw_sign.bin s # 2 GR5515 SKH, 1% B Second Boot[& £} 1F MStartuplil 14 Ifi2

1T. Second Bootl[il{f < Xble_tem_dfu_sign.bin[El {4 3H 4T R IR AIGZS, A ISUE R, Bk 2% N
[ iz AT, sl 3-11:

B

Receive Data

Serial Port Setting Format: @ ASCITI © Hex Show Time | Font Size 10
| ) ] ) PR
PortHame [ rwe= 11 b T Background: @ White (O Black Search
| LOBSS JLink LI e —
APP D: found APP img info. -
| BaudRate 55y APP D: bin_size = 0=00011d60,
APP D: check sum = 0=z007007c0,
l DataBits |8 APP D: load addr = 0=z01040000,
APP D: yun_addr = 0z01040000,
R APP _D: Signature werify check success.
Parit e h a
| Ty APP_D: check PP img valid.
StopBits (APP_D: Jump to AFP FW.
AFE_ Dz
| =
Flow Control RIS n7e  |APP_I: Goodix GRS51z SDE V1.6.02 (commit 5078)

APP I: Local Board EA:CE:3E:CF:00:10.

— APP_I: Template DFU example started.
. Close Port

Save Pause || Clear
TzRz Data Size Send data
Single |BWulti
Tz Count O Bytes Format: ) ASCIT @ Hex Loop ] Period® ~ as (] Newline
Bx Coumt 2487 Bytes
Clear

file path Browse Send Pause Clear

Port Opened CTS=1 DSR=1 DCD=0

& 3-11 3N & B FH1TINIE

AU E © 2021 RYITTE TR B0 H RA R 13
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4 [ FiERE
AR B 2HSecond Boot/~ 5l ) AZ FLIMAE AR AR

41 TEEF

Second Boot /=7l YRS A1 A2 XA T-: SDK_Folder\projects\ble\dfu\second boot\Keil

50

X it $T Hsecond_boot.uvprojx T.FE A, 7EKeil"H &% Second Boot 5] 7% H 36454, A4
i 4-1 7R

%% 4-1 Second Boot T3 515t AR

Group Xt iR
gr_profiles otas.c OTA ServiceSZH
user_gap_callback.c GAP CallbackSEHi, Wiz, Wik, GAPSHUEHSE

user_callback
user_gatt_common_callback.c | GATT Common Callback3ZEl, WIMTUSE BT

user_platform user_periph_setup.c APP Log & [ 149 I IC &
main.c main() A\ I R %
user_app.c SEILOTA Service W] UG b, 5 BLEZE {1 b 341
user_dfu.c SEHIDFURTUELL

user_app
oc_board.h S ] A2 A 25 A e e R [ A Bk
sign_verify.lib S ] 225 44 B0 IE B A T
user_config.h B0, 562540 S B

4.2 X ERIERABNE
¥ 1 Second Boot R IDFUIEFH% DTt 4 1B PRSI A7 0 1 35U, (67 F PR T
fifSecond BootsR il FIIZ AT AL«

Second Boot/m iz T AL 4N 4-1F7 o

JRBUITAT © 2021 PRYINTH I TR I 0 A7 PR A 7 14
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IVAEERES

iR
e
1. #% DI DFU [ {4 %2 Banko
FETELE % Ul DFUE 4 FL 7 2. BB APP Image Info
GRSz Lt 3. #ZFRDFU Image Info
4. Reset GR551x 1L %
SR LA ET? — Bk EmAE T

[

#E A\ Second Boot OTA

l

OTASE K

4-1 Second Boot il iT{TiRIE

1. %HIDFU Image Info. Bank1Hf7#/E 75 ZL4% D1 22 BankOfIDFUE £, H AR AT, AT
B2 ki, MIPAT S

2. $UlBank17 ) DFULHE {4 £ Bank0, 5 HTAPP Image Infofl4 4% DFU Image Info)i, E7GR551x1% £«

3. lpkEXAPP Imagelnfoo MBankO AAAE N H B4, HIEA R, Wk 2N AT, ek

I, AT DR

4. 3t A\Second Boot OTA. OTAZE R )5, T HTAPP Image Info, E{7GR551x¥ %o

4.2.1 DFU[E {42 DI A5

GR551x ¥ I F [E 44 31T OTARS SR WU X J&5 & F+ 2k 77 3 K4 DFULE{ A7 L 22 Bank1[X 35, F 5 BDFU Image
InfolX 185 5., SRJ5 H A7 GR551x ¥ %% 5 1517 Second Boot[fl 14, #Bankl[X 154 (I DFULE £+ U1 & Banko[X i%iz

17

DFUE 48 LA F EAAS AR R
BE: THEH E:KLFEI"Juser_app\user_boot .C

2R is_fw_need_copy();

is_fw_need_copy() i

static bool is fw need copy(void)

{

B T 1EHUDFU Image Info, W2 572 £EDFUEAF 42 TR 55 .

R © 2021 R ITRH:
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copy load addr = 0;

hal flash read judge security(IMG INFO DFU ADDR, (uint8 t*)é&copy load addr, 4);
memset ((uint8 t*)&dfu img info, 0, sizeof (img info t));
hal flash read judge security(IMG_INFO DFU ADDR+4, (uint8 t*)&dfu img info,

sizeof (img info t));

if (dfu_img info.pattern != 0x4744 ||\
(memcmp (dfu_img info.comments, USER FW COMMENTS, strlen(USER FW COMMENTS)) != 0))

APP LOG DEBUG ("There is no incomplete DFU copy task.");

return false;

APP_ LOG DEBUG (M —m——m— o — oo oo o o - ) g
APP LOG DEBUG ("copy addr = 0x%08x", copy load addr);

APP_LOG DEBUG ("DFU fw boot info:");

log boot info(&dfu img info.boot info);

APP LOG DEBUG (M= mmmmmmm oo oo oo o - ) g

APP LOG DEBUG ("There is incomplete DFU copy task.");

return true;

B’1E: THEHFX TMuser app\user boot.c
BFR: incplt_dfu_task_continue();

incplt_dfu_task_continue() B A TR & DFU R 241t , A vE i E 2 J5 K DFUTE 14 M Bank 1 [X 383#% D1
ZBank0[X 1%, JF 5 HrAPP Image Info, #E[&DFU Image Info, SRJGE A4, T BkEE 2105 00N 4 s
17, AEHRES IR o

static void incplt dfu task continue (void)
{
if (!boot fw valid check(copy load addr, &dfu img info.boot info))
{
APP LOG DEBUG ("DFU FW image valid check fail.");
return;
}
if (copy load addr != dfu img info.boot info.load addr)
{
uint32 t copy size = dfu img info.boot info.bin size + 48;

APP LOG DEBUG ("DFU FW image start copy.");

if (sys security enable status check())
{
copy size += 856;
}
else
{
#if BOOTLOADER SIGN ENABLE
copy size += 856;

FAUITE © 2021 IRYINTTC TR A% 00 A BR A 7] 16
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#endif

}
dfu fw copy(dfu img info.boot info.load addr, copy load addr, copy size);

}

user img info update (&dfu img info) ;

hal flash erase(IMG INFO DFU ADDR, CODE PAGE SIZE);//clear copy info
hal nvic system reset();

}

4.2.2 N A E I BRI T
S8R A7 {2 B £FOTARS LT AR 516, Second Boot b 2 F L (EA4E AT 47 A0 PR 75 3 6 202 B 1 1 1

AT,
B81Z: TR HZ FMuser app\user boot.c
ZFR: is_jump_user_fw();
is_jump_user_fw() ki &5 Bk 44 21 8L [ 1847 /i (146 .

fEis_jump_user_fw() R %, 18 5HLAPP Image InfofJcomments S fox v F [ £F
[Jcomments (USER_FW_COMMENTS) HEATXTLEL, WP & comments g & AH A, AH [R5 B BankoH 77 78 B FH [i]
4, BE— BRI APP Image Infofg R, A otk i ik ) AT k% 2% 8 FH [ 41847

WcommentsAAHIE], Ui B BankOH ANAEAE N [ A4, stk T sd i 152 BUSCALX 380Z% 5] 21 1 R H [ 4 Image
Infoflcomments, FIUSER_FW_COMMENTSX}EL, W15 commentsHH[], FAR L 1ZSCAH B H [El £ 1mage Infof
B, FROMIEE, 2% SCAH N [E £FImage Info B T 22 APP Image Info; W1 # comments/ANF], &G R
PEAE, WIASGER o

static bool is jump user fw(void)
{
memset ( (uint8 t*)&app img info, 0, sizeof(img info t));
hal flash read judge security(IMG INFO APP ADDR, (uint8 t*)é&app img info,

sizeof (img info t));

if ((app_img info.pattern == 0x4744) &&\
(0 == memcmp (app_img_info.comments, USER FW COMMENTS, strlen (USER _FW COMMENTS))))

APP LOG DEBUG ("found APP img info.");
log boot info(&app_img info.boot info);
if (boot fw valid check(app img info.boot info.load addr, &app img info.boot info))
{
APP LOG DEBUG ("check APP img valid.");

return true;

}
APP LOG DEBUG ("Not found APP img info on the third page,continue to search on the first
page") ;

img info t img info main;

for (uint8 t i = 0; i < IMG INFO SAVE NUM MAX; i++)

JEAUITAR © 2021 SIINTHE RSB AR A IR A 7 17
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fw img info get (BOOT INFO ADDR + 0x40, i, &img info main);

if (0 == memcmp (img info main.comments, USER FW COMMENTS, strlen(USER FW COMMENTS)) )
{
if (boot fw valid check(img info main.boot info.load addr,

&img info main.boot info))

user img info update (&img info main);
memcpy (&app_img info, &img info main, sizeof (img info t));
APP LOG DEBUG ("Found the APP firmware on the first page");

return true;

APP LOG DEBUG ("Not found APP FW image info.");

return false;

BfE: TREHXRX FMuser app\user boot.c
ZFR1: jump_user_fw();
Z#72: sec_boot_jump();

BkiE AT 75 S 3Boot Info. W EMSP, HEEMAER.

static void jump user fw(void)
{
APP LOG DEBUG ("Jump to APP FW.");
APP LOG DEBUG (M= —m—mm o mm oo oo o ™) g
sec_boot jump (&app img info.boot info);
}
static void sec_boot jump (boot info t *p boot info)
{
extern void rom init (void);
extern void jump app (uint32 t addr);
extern boot info t bll boot info;
extern void bl xip dis(void);
uintl6 t enc mode = *(uintlé6_ t*)0x30000020;

bool mirror mode = false;

if (p_boot info->run addr != p boot info->load addr)//mirror mode
{
mirror mode = true;
if (!enc_mode)
SET_CODE_LOAD FLAG () ;
memcpy ( (uint8 t*)p boot info->run addr, (uint8 t*)p boot info->load addr,

p_boot info->bin size);

FAUITE © 2021 IRYINTTC TR A% 00 A BR A 7] 18
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if (enc_mode)
{
REG (0xA000C578UL) &= ~0xXFFFFFCO00;
REG (0xA000C578UL) |= (p_boot info->run addr & OXFFFFFCO00);

rom init();
__disable irqg();
SysTick->CTRL = 0;
__enable irq();
memcpy (&bll boot info, p boot info, sizeof (boot info t));
if (mirror mode)
{

if (enc_mode)

{

REG (0xa000d470) = ENCRY CTRL DISABLE;

}
jump app (p_boot info->run addr) ;

[ 354 RR:

N T AEBEIRP IR J5 AR S, W BB B R, 7 55 B [ boot infolllH 45 425 28
#bll_boot_info, Elmemcpy(&bll boot info, p boot info, sizeof (boot info t));, WAY]Z
sl

4.2.3 BEXEH#ENFAR. RIEFBEELI

AR BRI BT 145 DA 2. R I AR k4% Skl , AT LLKEBOOTLOADER_DEFAULT_STRATEGY_ENABLE%
B N0, %RJE HAT9lvendor_fw_copy_update()Flvendor_fw_verify() LA 58 e [E 4484 UL T AR S o 27
#hvendor_fw_jump() CLSEELBR L DhRE, AT BATH R INEE.

PAE =AU T TR H X THuser_app\user_boot.c.

JRBUITAT © 2021 PRYINTH I TR I 0 A7 PR A 7 19



G@DIiX B

5 & Do) &
AR FERGID T AR H MU ESecond Bootzs IR, A HE H B AR A) R, i [R] R Ab B8 7 v

5.1 Second BootZ £ OTAF 2k [E| {4 T
FERPL
ffi H1Second Boot OTATHZR I, 3645 L.
IF1] 253 B
PARZ AR TR/ BN EN
ATk

TR NSRRI 2 A N —5F, FF¥+Public_key_hash.txtH 1A £HHash{i & il 3]Second Boot L.
F2user_config.hf*]public_key_hash#{4H .

5.2 [ ) [&] 4B AR 5 To S 4 PR i

EFERB%
N [ 4-Bc A Second Bootfi FH, 248 F [E AFHEAR f5,  Toikpmefig .
i) /843 B

Second Boot[&] £ R 56 FBk L M ARARAD B AZ 2, 24/ B [ 44 T boot_info AR IRE 45 4= R A
#bl1_boot_info, ‘T HHEARMER 5 F4 5 ZhI 2RI,

VOSLpIGS
WafR7Esec_boot_jump()F¥+ 37 FH [ 14 it boot_infollik 8 25 4 JRi A% &bl1_boot_info.

LT © 2021 IR TR A A IR 22 7]

20



	前言
	目录
	1 简介
	2 Flash布局
	3 初次运行
	3.1 准备工作
	3.2 硬件连接
	3.3 下载固件
	3.4 串口设置
	3.5 测试验证
	3.5.1 Second Boot OTA验证
	3.5.2 应用固件校验跳转运行验证
	3.5.3 安全验签验证


	4 应用详解
	4.1 工程目录
	4.2 交互流程及代码介绍
	4.2.1 DFU固件拷贝升级
	4.2.2 应用固件校验跳转运行
	4.2.3 自定义固件拷贝升级、校验和跳转实现


	5 常见问题
	5.1 Second Boot安全OTA升级固件失败
	5.2 应用固件睡眠后无法被唤醒


