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LR
Second Boot /7l R FH ¥ F ot [l — k5] FHR, 78 T DFU (Device Firmware Update) [ {45 U1

T2k R E Y (Application Firmware) fRIGBEHIEIT. LW TIRE, LI T RiG. AI5E. LZaeniEaFs
T2 (OTA, Over The Air) .

*  DFUREITFEE IITHE: RAIRIX G 6 # U5, I8 B RIIFE (BLE) Jogkft far sk Il 1 4% 7t
Ko

o NHEFRI L IZAT: XTAPP Image InfoidEATULAD, R FFBeEE = 8 A (AR
Llble_tem_dfu.bin[E{4 ~H) &84T .

© AR NP IEDFUR B SO AN, TR R AT N5 445 S, Second Bootz il X H
HATIRAE, AN AR TRL .

FEREATBRARHT, RIS LLT 3O

®11MXESE

HR i

GR551xJT R # 61 /A GR551x SDK LA % 3 F-SDK {1 57 I T & Ak

GRS51X[EIF T+ i 4 A2 GRS5 Ix 14 [l -+ 45 o 34 7

GR551x OTAZR I Tt GR551x H F+ 2 A ] 3

GProgrammer i ' F-/lit GProgrammer P I HI LI, CLFRIE R R I nsess
GRSSIX[E 1 B 82 444 I FHGRSSIx B N 2 i 2 A5 X

J-LinkfH S 487 J-LinkfE BB http://www.segger.com/downloads/jlink/UM08001_JLink.pdf
Keil | F $5 7 Keil FE4HERVETL I :  http://www.keil.com/support/man/docs/uv4/
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Flash#i &

2 Flash#i &

i& T GR551x Second Boot =4l fi Flash A5 Jaj 41 T I FT 7

HJBoot Info.
*  APPImage Info: M HEHEEX, H RN HE ST ER R
*  DFUImage Info: DFU[E (5 E.[X, H T DFUIE{F#5 DLz 5 06 A 2 .

NVDS

Second Boot

DFU Image Info

APP Image Info

SCA Info

End Address of Flash

NVDS Start Address

Bank1 Start Address

BankO Start Address

0x0100_4000

0x0100_3000

0x0100_2000

0x0100_0000

2-1 Second BootHiFlashi /5

*  SCAInfo: SCA (System Configuration Area) RAME X, FEH T 17l R24t15 S FSecond Boot [l 14

*  Second Boot: Second Boot/~{IFEMANIZTIX .

*  BankO0: R REHAFANIZATIX .

*  Bankl: DFU[EMFZEAFIX, JEiEA 248 2 O DFULE -4 4 #% U1 2 Banko.

*  NVDS (Non-volatile Data Storage) : AE 5 KPEEIEAFAE X .
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A2 A B U ia 1T F1861FGR551x Second Boot i~ .

L1358 8R:

SDK_Folder’NGR551x SDKIFIHR H 5% .

3.1 B/ TIE

1z217Second Boot/’ i 2 B, 15 FEMCLA T HER TAE .

- EER
R31BHES
BHR i
I SEGGERA AIHEH MITAGT 4%, WIFRH L 1Ak, EUiM: http://www.segger.com/products/
debug-probes/j-link/
FFRAR GR5515 Starter KitJ7F &tk (DL fEiFR “FFRIR” D
K2k Micro USB 2.0%# 2k
AndroidF-#l Android 5.0 (KitKat) J LA FRRA

- BHER

R3-2BMES
27 stk
Windows Windows 7/10
J-Link Driver J-Link3XZN#2 7, TNEMHE: http://www.segger.com/downloads/jlink/
Keil MDK5 IDELE, SZFFMDK-ARM 5.20 UL FfRA, TF#EMAik: www.keil.com/download/product/
GProgrammer (Windows) Programming L&, {7 FSDK Folder\tools\GProgrammer
GRUart (Windows) FOR T HE, f7TSDK Folder\tools\GRUart
GRToolbox (Android) BLEJWIX TH, fITSDK Folder\tools\GRToolbox

3.2 B[R R

A Fesecond_boot.binlE 4 Fible_tem_dfu.bin[FE A4 BES%, FE R [ 4F 1T 75 18 F GProgrammer4GR551x
SoCH ) Flash =48
{5 FHH GProgrammer ke % [l {4 22 HF A MCAT, 148 75 AT AT 4 -

s ble_tem_dfu.bin[flf: FEAEKeilT f# EUSE_SECOND _BOOT_MODE (¥ W.3.3.2 N FH [l {1 06 Bk 45 15 47
AR JEERgmIEE AR, FREE R R
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«  second_boot.binlElf: T Huser config.h, % A4 F T & Second Boot T.FE I Z A1 A
fAHashfl, XfHAIT: SDK Folder\projects\ble\dfu\second boot\Src\config. FLE
SERJE T AT R A, P ek BT AR .

%% 3-3 user_config. h RIS

-

H

=

v

5

HL{

UBENINIDI GRS F 50 /A A 7 L2

BOOTLOADER_DEFAULT_STRATEGY_ENABLE I " .
- - - ° 0: A EEXIE R ST B Bk sk

o 1. [FHBUARIBEFES I H . K3 Bk R
=15 7T J2 Second Boot& | 1.

BOOTLOADER_WDT_ENABLE ° 0: K[4Second Boot% [ 141

° 1: JFJ3Second BootFE |1
& 15 FF J5 Second BootZ H - (OTA) IfRE

BOOTLOADER_OTA_ENABLE ° 0: F*H]Second BootZ=F1 T4 (OTA) Ij

i
° 1: JFJiSecond Boot% 2 (OTA) Ihf
2757 J5 Second Boot A48 45 5

crF OF

22, 4BOOTLOADER_DEFAULT_STRATEGY ENABLEJF 5 i A K.

° 0: XMISecond Bootdu 25 /7 &

BOOTLOADER_SIGN_ENABLE .
° 1: J}JHSecond Boot!%s /7 &

LR
i 22 02 DhRE R BAA BRI 26333 RS RIE R
N FH @ -comments & X, *4BOOTLOADER_DEFAULT_STRATEGY_ENABLEJT 2
CEVSIDNIECE &
USER_FW_COMMENTS B H B £FImage Infolt) 2 i i B A & F:comments AT ILIC, 1208 ik
KK FEH12 Bytes.
LETERIMEA “ble_tem_dfu_” -
N S T Hidk, *4BOOTLOADER_DEFAULT _STRATEGY ENABLE (fE°40)
R R
LR
H27%4.2.3 HESCE M T BRIk S 77y

APP_FW_RUN_ADDRESS

1 FHGProgrammer i) B AR #:AE 771155 % (GProgrammerH F Ft)
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VAT

L0 5t BR:

*  second_boot.bin[fil 4T : SDK Folder\projects\ble\dfu\second boot\build\, ERINiZ{THh
#1l:790x01004000.

. ble_tem_dfu.binl& {47 F SDK_Folder\projects\ble\ble peripheral\ble app template d
fu\build, BRINZATHLAEH0x01040000.

o WMHRAEM T second_boot.binlEH fFible_tem dfu.bin[E {4 Fia AT HbE, 75 AR P AN I 447 A 2 TR ASAEAE I
R,

o WSEA A E SCEEEE DA RIS ANk SRR, 7F Z¥$BOOTLOADER_DEFAULT_STRATEGY_ENABLEX B
N0, ZRJE HAT5EHlvendor_fw_copy_update()Flvendor_fw_verify().

3.3 MR 3EiE

AR TK 3T Second Boot OTA. [N [Bl AR U6 ik % 12 4T A1 22 42 16 25 T Be K AR 361 Second Bootz ]

3.3.1 Second Boot OTAL& iF

1. fEff HIGProgrammer¥4Second Boot[Fl {43k 22 H A MUHT, Sk GR551x SoCH [ Flash 4= #4 [ LA
{RFlashH ASFELEAT M OTARE DA 55 A0 w7 FH [l 44 .

2. ¥4Second Boot[E FEE I KM, WIHEASecond Boot OTAZS AR [ FTF 2 (JRHESH54.2 22 B fE M
RIS H P ER3) , e GRUart S A W R EFs .

Receive Data

: Not found APP img info on the third page, continue to search on the first page
¢ Not found APP FYW image info.
i Enter bootloader OTA.

Serial Port Setting Format: @ ASCII () Hex Show Time [ | Font Size 10
PortName (conio) JLink CD Background: @ White O Black | search
APP_D
BaudRate (540 APP_D: Bootloader info:
AFF_D: bin_size = 0x0000e810,
DataBits APP_D: check_sunm = 0x006b3864,
APP_D: load_addr = 0x01004000,
Py Nors ﬁg_g: run_addr = Ox01004000,
StopBits |1 AFP_D: There is no incomplete DFU copy task.

Flow Control

® [ Close Fort

[ Save ][ Pause ]

TxRx Data Size Send data

Single [Multi |

Tx Count |0 Fornat: ) ASCIT @ Hex

Bytes

Loop || Period /50 “ime [ NewLine

Rx Count (616 Bytes

Clear

[Browsa ][ Send H Pauze " Clear ]
Port Opened CTS=1 DSR=1 DCD=0

3-1 #[&Flashf5i# A\ Second Boot OTA
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3. TN AIEE T DIRE, FTFFGRToolbox, TEFIHH%IFRF KIL “Goodix_Boot” , F HiSecond BootlH]
HHEATIEH

4. Second Boot [l {1 4E Y, | BLE OTAZHRE, 7% (GR551x OTA/RHBIFA)  “fEble_app_template_dfuf
HEAT MR B ARG, A SE a2 G2 H 3l 208 i N [ 443847 . e GRUart 5 1157

i T BT s
Serial Port Setting Foraat: @ ASCII Hex Show Time Font Size 10
PortNHame M121 TLirk CI Background: @ Whate Black Search
APP_D:
BaudRate ', APP_D: Bootloader info:
AFF_D: bin_size = (x0000e7£0,
DataBits ¢ AFP_D: check_sum = 0x005b2e55,
APP_D: load_addr = 0x01004000,
Parit APP_D: run_addr = 0x01004000,
& APP_D:
StopBits APP _D: There 15 no incomplete DFU copy task.
a AFP_D: Not found APP img info on the third page, continue to search on the first page
AFP_D: Update user image info.
Flow Control APP_D: Found the APP firmware on the first page
AFP_D: Jump to APP FW.
APP_D:
@ [Close Port APP_1: Goodix GRSS1x SDK V1.6.01 (commit 2826)
AFP_I: Local Board EA:CB:3E:CF:00:0F.
AFP_I: Template application example started.
Save Pause [CIL]
TzEx Data Size Send data
Single Multi
Tx Count Bytes Format: ASCIT @ Hex Loop Period ™ ~ ms Newline
Rx Count 1781 Bytes

Clear

Browse Send FPause | Clear
Port Opened CTS=1 DSR=1 DCD=0

[ 3-2 FHRSe Rk e N R Bt R ThiE T

(05 RR:

«  fdiHSecond Boott R i T OTATF 24, 7£GRToolboxf] “[E{:TH4 " Fmhfaik “# Mg R" . 2
HJ5, “Copy Address” F81m X Ik A ZMG 7 5, AL EA U EROZREEAEE E%.

s f#ifiSecond Boot#: i ATOTATI 4 )5, TEGProgrammer 4 Jai% Bon T4 o I [E 4445 S .

3.3.2 N A BRI B Z 1 TIIE

1. f#fGProgrammer L B 5 ¥ GR551x SoCH [ Flash 418 % LT - Flash AN AEALEAT- /i OTAFE ULAT 55 A1 .
I A o

2. fEKeilF1&Mble_app_template_dfurnfl TREAC & J5 o gm S B4 . BARERIEL R

AT © 2022 FIINTHE RSB A A R A 7 6
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(1) iﬁ)\ﬂ?@ﬂiﬁﬁ%SDK_Folder\projects\ble\ble_peripheral\ble_app_template
_dfu\Keil 5, XMiible_app_template_dfu.uvprojx, TEKeil"F$T PR T2,

(2)  miidikeil TEAFZH1) “Options for Target” & KElbr, {E#LH1) “Options for Target
‘GR551x_SK” 7 & FIHik#E “C/C++” FpZETl,

(3) £ “Preprocessor Symbols” [H#R[*) “Define” Z¥{EH ¥ N “USE_SECOND_BOOT_MODE” , 41
TEFR.

(1 {58 B

AN “USE_SECOND_BOOT_MODE” FESHIHEIKZELL “,” 2.

K Options for Target 'GR551x SK' *
Tevice ] Tarzet ] Output ] Listing | User CAT++ lhsm ] Linker ] Tebug l Utilities l
Preprocessor Symbols

| Define: |GF~!551 5 _SK.ENABLE_DFU_SPI_FLASH,USE_SECOND_BOOT_MODE I

Undefine: |

Language / Code Generation

[~ Execute-only Code [ Strict ANSIC Wamings:
Optimization: |Level 1(01) = I Enum Container always int Al Wamings -
[~ Optimize for Time I Plain Charis Signed I
[~ Split Load and Store Muttiple | Read-Only Position Independent [ No Auto Includes
[¥ One ELF Section per Function I Read-Wite Position Independent [+ C99 Mode
|”;!'a-'tf_: |..'-.Src'-q:nlatfurrn;..'-.Src'-user;..'-.Src'-mrrfig;..'-...'-...'-...'-...'-mmpanents'-app_dnvers'-Jnc:..'-...'-...'-...'-...'-x:ampur J
Misc |
Contrals

Compiler  |-c99 < —cpu Cortex-M4fp -D_ EVAL —i g 01 —apcs=interwork —split_sections -l ../Src/platform - &
contral  |._/Src/user -l ../Src/corfig -l ./../../ ../ /components/app_drivers/inc -
string W

0K | Cancel ‘ Tefanlts | Help

[&] 3-3 {§fESecond BootiZ T,

(4) PRAFBEEJE, midikeil TRALAHFE) G bR, 4t TRE, ZERE fFbin 301t

3. f#i [l GProgrammer#tSecond Boot [F| {4 F1 5 [l 14:ble_tem_dfu.binkésk T KM, F1-15 & Second Boot [#]
A AStartup[E £
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WIRIEAT

(% GProgrammer

tf Firmware
1 0xQ10F FFFF
o I% Firmware File
a User App Firmware:
® Image Info
II | Image Name: Run Address:
Version: System Clock:
# Size(Byte): XQSPI Speed:
Unused
E SPI Access Mode: Boot Delay:
W nvos
CheckSum: Check Image:
Download
o Load Address: Code Copy Mode:
& Startup

[E] unfinished Events

No. Action Description
1 add Add and download second_boot_fw.bin
2 add Add and download ble_tem_dfu_fw.bin
3 startup Start up second_boot_
0x0100 2000 4
Refresh Add Delete Startup

Export

Update

Commit

[&] 3-4 i F1Second Boot[E {4-{E JyStartupE

4. GR551x SoCH Gt i3 B I e Il 47 ££ 1% 8 H] [ {Fble_tem_dfu.bin, HiEEH R & .
PHAERE R A L, JFITRISATRERY, I GRUartd: 1 S 40 T B

S 28 N T
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h
=

Receive Data

Serial Port Setting Format: @ ASCIT Hex Show Time [ | Font Size 10
PortName [coni2] TLink CI Background: @ White Black Search
APz e
BaudRate [|)c- APP_D: Bootloader info:
APP_D: bin_size = 0x0000&7£0,
DataBits & APP_D: check_sum = 0x005b2e55,
APP_D: load_addr = 0x01004000,
Parit APP_D: run_addr = 0x01004000,
o APP_D; = mmmmmmmmm e e e e e e
StopBits APP_D: There is no incomplete DFU copy task.
P APP_D: Not found APP img info on the third page, continue to search on the first page
APP_D: Update user image info.
Flow Control APP_D: Found the APP firmware on the first page
APP_D: Jump to APP FV.
r Y APP D e e e e e e e e e e
@ |Close FPort | APP_T: Goodix GRS51x SDK V1.6.01 (commit 2826)
APP_I: Local Board EA:CB:3E:CF:00:0F.
APP_I: Template application example started.
: Save Pause Clear
TxRx Data Size ~Send data
Single |Multi |
Tx Count Bytes Format: ASCII @ Hex Loop ] Period%0 + ms [ NewLine
Rx Count 1791 Bytes

Clear

:B:oua Send Pause Clear

Port Opened CTS=1 DSR=1 DCD=0

[ 3-5 AR SR R A E G IhiE T
3.3.3 R FIWIE
Second Boot/ i SCRFOTAE {22 A 30 2 Thfe, FIF FIARYE H S5, R BT iz Thae. Wt
JRiZIRZThRE, Al {ESecond Boot/n il T.#E H 5% T Huser_config.htF, #'E “BOOTLOADER_SIGN_ENABLE=1" .
FEIRAEHT, FH P AT S8 H GProgrammer i 2 H [ A4 #E47 N4, e 8RN Mg 25 A2 anF -
1 A RAAEHAN A ¥ Hash fE

R4S B BRI EIE S % (GProgrammer ] P F-EY  “hnasinss” &5, JEHA S
2% (GRSSIx[E LF I S HAAH)  “HABEAHAR” FE,

BT GProgrammer E BT H TN 2 N2 1 SR a0 R

FEAUITE © 2022 GEITTIC TR 0 PR 2 7] 9
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’| efusejson
Encrypt_key_info.bin

firmware.key

LU CL

Mode_control.bin
productjson
Public_key_hash.tet

@] random.bin

=]
_l

sign.key

—l

|| sign_pub.key

& 3-6 “E R HY A T INE N2 A9 31

2. mAELE A
5 N\ product.json SCAE RN [E44-ble_tem_dfu.bin, TS “Sign” %41, W&l 3-7:

Encrypt and Sign
Product Info: product json
Random Number (®) Using Random Number select Number

=]

Firmware A\ble_tem_dfu_fw.bin

3-7 RARBEHmME
RPN SRR I, B AR i 28 8 FH [ 4 (SO 44 7 6 _sign,  ble_tem_dfu_fw_sign.bin) , WK

3-8

© ble_tem_dfu_fw_sign.bin

o afusejson

9| Encrypt_key_info.bin
__| firmware key
@ Mode_control.bin
& productjson

| Public_key_hash.txt
©| random.bin

| sign.key
| sign_pub.key
3-8 4 AN ZE 4

3. ¥Public_key_ hash.txt™ [{] A% Hash{E & il $l|Second Boot . fEuser_config.hi]public_key hash#4H
J&, E¥T%PESecond Boot[H {4,

//Hash value of the signed public key
static const uint8 t public key hash[] =

{
0x08,0x57,0x41,0xDD, 0x34,0x17,0x0C,0x01,0x43, 0xFB, 0xCA, 0xA5, 0x5C, 0x51, 0x81, 0xF5

}i

AT © 2022 FRIINTHE RSB AR A IR A 7 10
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4. XPINAE A REAT IR

FI| F GProgrammer % 25 31 4w 13 4 il ) Second Boot & {-second_boot.bin 1%
Hble_tem_dfu_fw_sign.bin N 2T KM, FFX B Second Bootldl {4-1f HStartupiil {41217 . Second
Boot [l 43 XT ble_tem_dfu_sign.bin[AF 3T RIS NS 2F, A UERT,  WIBkAE 2% )8 H [ 1 g
17, W NEFTR:

|

T

B

Wiz

Receive Data
Serial Port Setting Format: @ ASCII © Hex Show Time [C] Font Size 10
PortHame — Background: ® White () Black Search
APP D: found APP img info. -
BaudRate ' oopp APP_D: bin_size = 0=00011d60,
APP_D: check_sum = 0=z00T00TcO,
DataBits APP_D: load addr = 0=x01040000,
APP D: run_addr = 0z01040000,
e - (APP_D: Signature ?erlfy check success. -
IAPP D: check APP img walid.
StopBits (APP_D: Jump to AFP FW.
AFE_ Dz
Flow Control RIS n7e  |APP_I: Goodix GRS51z SDE V1.6.02 (commit 5078) 7
APP I: Local Board EA:CE:3E:CF:00:10.
— APP_I: Template DFU example started.
. Close Port
Save Pause || Clear
TzRz Data Size Send data
Single |Bulti
e (ot Bytes | Format: O ASCII @ Hex  Loop [ Period® = a5 [ Fesline
Bx Coumt 2487 Bytes
Clear
file path Browse Send Pause Clear
Port Opened CTS=1 DSR=1 DCD=0

3-9 Xt NE R TIE
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4 [ FiERE
A7 B 2HSecond Boot/~ 5l ) AZ FLIAE AR AR

41 TEEF

Second Boot /=7l UEARAS A1 A2 XA T: SDK_Folder\projects\ble\dfu\second boot\Keil

50

X it $T Hsecond_boot.uvprojx T.FE A4, 7EKeil"H &% Second Boot 9] T.FE H 36454, A4
% 4-1 7R,

%% 4-1 Second Boot T3 515t AR

Group Xt iR
gr_profiles otas.c OTA ServiceSZH
user_gap_callback.c GAP CallbackSE3l, i, Wik, GAPSETEHi%E

user_callback
user_gatt_common_callback.c | GATT Common Callback3ZEl, WIMTUSE BT

user_platform user_periph_setup.c APP Log & [ 149 A IC &
main.c main() A\ [ R %L
user_app.c SEILOTA Service W] UGt 5 BLEZE {1 b 341
user_dfu.c SEHIDFURTUELL

user_app
oc_board.h I A 2550 P A 1 R A ik e
sign_verify.lib S ] 225 44 B0 IE B S T
user_config.h el IR T KSRy PN =

4.2 X ERIERABNE
¥ 1 Second Boot R FIDFUIEFH% DTt 4 1B PR kS A7 0 38U, (07 F PR T
fifSecond BootsR il FHIIZ AT AL«

Second Boot/m i T AL 4N K 4-1F7 o

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 12
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Frig
ol
1. # JIDFU [ {22 Banko
TEAER#E TIDFUE £F B 2 2. S HTAPP Image Info
R IR I ? 3. #£FXDFU Image Info

4. Reset i &

H

TFAE S B ELA AR5 8 3o 2 — = > HEEENAEET

#E A\ Second Boot OTA

l

OTASE K

4-1 Second Boot il iT{TiRIE

1. %HIDFU Image Info. Bank1Hf77E 75 EL4% D1 22 BankOfIDFUE £, H AR LA, AT
B2 wRiE, MIBAT S

2. $UlBank17 [)DFUHE {4 £ Bank0, i HTAPP Image Infofl4 4 DFU Image Info)mi, H{7GR551x1% o

3. lpkEXAPP Imagelnfoo MBankO AAAE N H 4, HIEARER @, Wk 2N E T, ek
I, AT DR

4. 3t A\Second Boot OTA. OTAZE R )5, T HTAPP Image Info, E{7GR551x¥ %o

4.2.1 DFUE 8 LA
GRS51x ) B i [ FEAT OTAR SR A XU X i & F+5 30
1. KDFUEHAFi 2 Bank1 X 45, FFFEHTDFU Image InfoX 35 .
2. SAIGR551x ¥4 f5 i TSecond Bootffl -, #Bank1 X g+ (1 DFU i {1 #% U1 22 Bank0 X 11517 .
DFU [ {445 DU F RS HIN T .
B812: TFEHZ FHuser app\user boot.c
Z#R: is_fw_need_copy();

is_fw_need_copy()B& % T 12 BUDFU Image Info, W7 /& 75 77 7E DFUE 1F#% DIAT-55 .

static bool is fw need copy(void)

FAUITE © 2022 IRYITIC TR I (A BR A ] 13
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copy load addr = 0;

hal flash read judge security(IMG INFO DFU ADDR, (uint8 t*)é&copy load addr, 4);
memset ((uint8 t*)&dfu img info, 0, sizeof(img info t));

hal flash read judge security(IMG INFO DFU ADDR+4, (uint8 t*)&dfu img info,

sizeof (img _info t));

if (dfu img info.pattern != 0x4744 ||\
(memcmp (dfu_img info.comments, USER FW COMMENTS, strlen(USER FW COMMENTS)) != 0))

APP LOG DEBUG("There is no incomplete DFU copy task.");

return false;

APP_LOG DEBUG (M —m—mm—m oo oo oo - ™) g
APP LOG_ DEBUG ("copy addr = 0x%08x", copy load addr);

APP LOG DEBUG("DFU fw boot info:");

log boot info(&dfu img info.boot info);

APP_LOG DEBUG (M= === = m————m oo o o o - ) g

APP LOG DEBUG ("There is incomplete DFU copy task.");

return true;

B’1E: THHZX FMuser app\user boot.c
2R incplt_dfu_task_continue();

incplt_dfu_task_continue() B4 FH TR B DFU A &t , A 8t iiad 2 i K DFULE {4 A Bank1 [X 4544 I
FBankOX 1, T HAPP Image Info, #EFRXDFU Image Info, ARG EM %4, R FEBkE: 2N A 418
17, HARES R,

static void incplt dfu task continue (void)
{
if (!boot fw valid check(copy load addr, &dfu img info.boot info))
{
APP LOG DEBUG ("DFU FW image valid check fail.");
return;
}
if (copy load addr != dfu img info.boot info.load addr)
{
uint32 t copy size = dfu img info.boot info.bin size + 48;
APP LOG DEBUG ("DFU FW image start copy."):;

if (sys_security enable status check())
{
copy size += 856;
}
else

{
#if BOOTLOADER_ SIGN ENABLE

JRBUIT AT © 2022 PRYINTHIC TR I A7 PR A 7 14
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copy size += 856;
#endif
}

dfu fw copy(dfu img info.boot info.load addr, copy load addr, copy size);
}

user img info update (&dfu img info);
hal flash erase(IMG INFO DFU ADDR, CODE PAGE SIZE);//clear copy info

hal nvic system reset();

}

4.2.2 B B B 5T

S ANAEAE L [ A OTAPE DUTHAT 551, Second Boot2x W 12 b Hl [l FEAT 45 Rtk e 2 IR Bk 22 2 N ) [
HigT

B’1E: THEHX THuser app\user boot.c
ZFR: is_jump_user_fw();
is_jump_user_fw() BR i FH T8 21 87 A [ 432 17 1 A 2

fEis_jump_user_fw() B+, 8L 52 HLAPP Image Infol)comments SR 3 [ 44
[fJcomments (USER_FW_COMMENTS) 47X} L, FIKiH# commentssg S AHE, AH I i B Bank0HH A7 75 B H [l
-, PR IAPP Image Infofg Z(ME, A R0 E I I W AT kA% % 8 A [ 24T

WicommentsAAHIR], 15 B BankO T ANAELE N [, IS AT 38 152 B S CA X 38 2R 51 3] 1) )82 [ 1 Image
InfoffJcomments, FIUSER_FW_COMMENTSXf L, UIP# commentstl[F], AL 1ZSCAH B H [ 4 Image Infofy
Bk, GREE, 2FSCAH N 44 Image Info 5 #T 2 APP Image Info; W #E commentsAN[E], &G R
PEA A, WIAGERRE o

static bool is jump user fw(void)
{
memset ((uint8 t*)&app img info, 0, sizeof(img info t));
hal flash read judge security (IMG INFO APP ADDR, (uint8 t*)s&app img info,

sizeof (img info t));

if ((app_img info.pattern == 0x4744) &&\

(0 == memcmp (app_img info.comments, USER FW COMMENTS, strlen (USER FW COMMENTS))))

APP LOG DEBUG ("found APP img info.");
log boot info(&app img info.boot info);

if (boot fw valid check(app img info.boot info.load addr, &app img info.boot info))
{

APP_LOG DEBUG ("check APP img valid.");

return true;

}

APP LOG DEBUG ("Not found APP img info on the third page,continue to search on the first
page") ;

img info t img info main;

AT © 2022 FRIINTHE RSB AR A IR A 7 15
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for (uint8 t i = 0; i < IMG INFO SAVE NUM MAX; i++)
{

fw _img info get (BOOT INFO ADDR + 0x40, i, &img info main);

if (0 == memcmp (img info main.comments, USER FW COMMENTS, strlen(USER FW COMMENTS)))
{
if (boot fw valid check(img info main.boot info.load addr,

&img info main.boot info))

user img info update (&img info main);
memcpy (&app_img info, &img info main, sizeof (img info t));
APP LOG DEBUG ("Found the APP firmware on the first page");

return true;

APP LOG DEBUG ("Not found APP FW image info.");

return false;

BE: THEHRX Nfuser app\user boot.c

BFRL: jump_user_fw();

ZFR2: sec_boot_jump();

Bk 11 75 E TS Bl1Boot Info. IXEMSP. HENL M E K.

static void jump user fw(void)
{
APP LOG DEBUG ("Jump to APP FW.");
APP LOG DEBUG (M === m — oo o o o o - ™)) g
sec_boot jump (&app_img info.boot info);
}
static void sec boot jump (boot info t *p boot info)
{
extern void rom init (void);
extern void jump app (uint32 t addr);
extern boot info t bll boot info;
extern void bl xip dis(void);
uintl6 t enc mode = *(uintl6 t*)0x30000020;

bool mirror mode = false;
if (p_boot info->run addr != p boot info->load addr)//mirror mode
{

mirror mode = true;

if (!enc_mode)
SET CODE_LOAD_ FLAG () ;
memcpy ( (uint8 t*)p boot info->run addr, (uint8 t*)p boot info->load addr,

p_boot info->bin size);

FAUITE © 2022 RYINTTIC TR A% (A BR A 7] 16
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}
if (enc_mode)
{
REG (0xA000C578UL) &= ~0xFFFFFCO0O0;
REG (0xA000C578UL) |= (p _boot info->run addr & OxXFFFFFCO00);

rom init();
__disable irqg();
SysTick->CTRL = 0;
__enable irq();
memcpy (&bll boot info, p boot info, sizeof (boot info t));
if (mirror mode)
{

if (enc_mode)

{

REG (0xa000d470) = ENCRY CTRL DISABLE;

}
jump app (p_boot info->run addr) ;

LY 358 RA:

N T AEHERRME I )5 TR B, AT B 2 B [, 75 e B [l boot infollil{E 25 4% R 8 & bl1_boot_info
» Blmemcpy (¢b11 boot info, p boot info, sizeof (boot info t));, WAVIZIF) .

4.2.3 BEXEHH#ENAR. RIEFPEESCI

AR BRI B 45 DA BB ANk A% Sk mg, AT LLKFBOOTLOADER_DEFAULT_STRATEGY_ENABLEiX
B N0, X5 HAT52Hlvendor _fw_copy_update()Flvendor fw_verify() LA 5 Bl 442 DT+ FIAR 56 . 53 #hvendor _f
w_jump() O SRELBk L D RE, AT BATY R IRE.

PAE =AU T TR H X THuser_app\user_boot.c.

AT © 2022 FRIINTHE RSB AR A IR A 7 17
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5 & Do) &
AR FERGID T AR H MU IESecond Bootzs IR, A HE H EIL AR A) /. i [R] R Ab B8 7 v

5.1 Second BootZ £ OTAF 2k [E| {4 T
[FERFL
ffi H1Second Boot OTATHZR I, 3645 L.
P
PARZ AR TR/ BN EN
REFR Tk

AR NSRRI 2 A N —5F, FF¥+Public_key_hash.txtH 1A £Hash{i & il 3]Second Boot L.
F2user_config.hf*Jpublic_key_hash#{4H .

5.2 [ ) [&] 4B AR 5 To S 4 PR i

EFERP%
I [ 44-Bc A Second Bootfii FH, 248 F [E AFHEAR f5,  Toikpmefig .
i) /853 B

Second Boot[El {3 Ak AR AR B 2, 2w B [ T boot _info R IR E 45 42 Jm A8
#bl1_boot_info, ‘T ZHEAR MR 5 F4JE ZhI 2RI,

VOSLIpIGS
WafEsec_boot_jump()F ¥+ 37 FH [ 14 it boot_infollik 8 25 4 JRi A% &bl1_boot_info.

LT © 2022 IR TR A A IR 22 7]
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