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1.1 L& EME&

AT T INEMZE A A, DA B A S At B AR GRS 5 Lot iy i R [ I AN v 28 44 3%
Ao

1.1.1 N%=

XSPREE NG . XA, RIME BRI AIE T AN T Y — A 9 26 I s A0 At e

AEXTRRE A . N AHEANE, e H 7 X% A% (PublicKey) F1FA%H (Private
Key) o JEXTHFRNNEEFNfR 2 43 I H 20 ) — N34, filn, S H A4 (Public
Key) , AR S — 4 (Private Key)

R SEREME: R R B PR, A6 I8 A FR i B RSB

HEWAEM: 2487 —MIAENLE], AR SR SR, AT HAH B Tk B R
HEXGR.

REFBIWLRG: X T HRELS ANAZEMELEEZEE TR ARSI mINfE S E, ff
FH A B A fige e 25 A L% 7] /8
112 HFEZ

Hrp e —Maeis e B 5B, RAHIEI BRI E RN LSRR . RAERIKIEE A g4
H— B & o ZBEUT R AR NG B AR SO B SRR A ROEIE, AT DG
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AERE A

2.1 R AR R

GR551x 22 4 N5 Mk 32 B4, 5 TRNG. PRESENT-128. eFuse. KEYRAM. PKC. HMAC. XIP_DECZ:fgifA ik

.

. TRNG (True Random Number Generator) 1&EiR

H3 N 1 LFSRAIPost-ProcessiZ 4k .

*  PRESENT-128#53t

PRESENTRZ — MR B R AU EN . ZHEIEIH R RiE (LLAESHEIE/NZ2.565) ZEFR, &

A BRI 5

PRESENT-12872 —MPH%, i PP 1~647PRESENTIN %, W] LATEHL.IRIZ

D Bl g . PRESENT-128 A 55 A H 1) D REME B W1 ] 2-1F17 o

*  eFusef&EiR

PRESENT_128 8R_Dual_EncDec

Ik 64 PRESENT
¢ > DataPath-H
Rst_n i

1
Dec_en_i i T
—H
Dec_key_ext i i 128 PRESENT
i KeyPath
Data_in N
g
Data_in_vid | l
R
Key in '
>
Key_in_vid | 64 PRESENT
> DataPath-L

____________________________________

64

64

2-1 PRESENT-128/N iR 25 #5k

|

TRNGHRH ] T~ 25 BN 2 i 2 A F O BE AL . O 1 PRAEBEALBU5 8 2 IETRNG I (i %2, TRNGHER

I Zh#e

AT H S 12845 BB 1)

eFuse & — P HABENLYG 3% ) — ME T AR A7 il a5 . LA B 9512 Bytes, I T f7Aif 22 e B BAANL
FRHERR S
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+  KEYRAMiEHR
KEYRAMEZEH O FHEREHIES . EeeRshimfed, SRE R4 R EBErLE
YE RS (MASK) , FHTBR1EAR 55 257k fd . T8I keyPort i 2845 1 H B SEE I 2 132
Hlkey#|AES. HMAC. XIP_DECHEAHHR, ffFsLBLHShZH TN

*  PKC (Public Key Cryptography) 1&E1k

PRCEz il e A58 F T 58 BCA BH B2 (1) B A S JE 45508 SR FIPSHR 256 sECC. (Elliptic Curve
Cryptography) i,

*  HMAC (Hash Message Authentication Code) 1&iR

i Ad e RS B E BAR AR E (FIPS) HIRAI198H & X R EAMS A5 ¥ EAIERS (HMAC) 11
BRI B VGEIIE SRR, WA EUGER (HMAC) P B At B dh AT UGE . % £
M (SHA256, HMAC-SHA256) , #54H K/ K25647 .

s XIP_DECIEHR

TEXIPHRE T, SR fie 2 s s B ] - i 2 B 75 2 I XIP_DECHR B . XIP_DECHR B Py % hi
4-PRESENT-128 F- 15 HR ST fin % i1 4 1) Bl ff 2%« XIP_DECHSERL () T REAE P tn 1] 2-217

iv[31:0] key_sel KEYRAM

I

1

1

spi_addr[23:0] : {iv, 8'h0 [63:0] enc( {iv, 8'h0, spi_addr })
e ’ — [31:0]

H spi_addr }

1 enc( {iv, 8'h0, spi_addr+0x4 })

: {iv, 8'h0, [63:0] | Dual Present Core [31:0]

: spi_addr +4} ( 128-bit Data path ) enc( {iv, 8'h0, spi_addr+0x8 })
[31:0]

din[63:0]

enc( {iv, 8'h0, spi_addr+0xc })
[31:0]

Present_dout[127:0]

CTRL

data_in[127:0]

2-2 XIP_DECH&EHR

L35 8R:

VEAH A LA 4115 2% (GR551x Datasheet)
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2.2 B MEEERTE

GRSSIx{R & H T X FR %S (PRESENT-128) FIAEHZENY (HFG (5] i 28 20 ByRECC) P Fh SR VE R ARIIE [ 1
() 22 4 R e R

TEINZ L FEA, GR551xAH I PRESENT-128%f FR & M0 N2 WA ¢, P4 FH ECC N X RR N2 vh B4 FH ) 25 AH R AT
e, s R A SRS, S TR RR B LA A SIS L A A A K.
2.2.1 PRESENT-128E 3%

PRESENT-1287& — Mt B J /i B0 51k, KHISPNG K ¥Eit, 41K 64 bits, Z4HKJE128 bits, —
331%¢ . PRESENT-128%5 1451 5 HLA 2 &% 4y 4H 5 1 BV TEA. MCRYPTON. HIGHT. SEAFICGENAHEL, E
A T a7 B PR AL S IR T 35 RS BRI B

PRESENT-128t 3 [ Th e HE & W] 2-3Ff7 o

Key[127:0]
{IV(nonce), addr+4}
{IV(nonce), addr}
E— PRESENT <+ PRESENT

63 3ztl 0 63 32*31 0

—>ie— ——
Pa—

Word 1

=
15}
<
S
o

2-3 PRESENT-1281& SR I REHE [&]

2.2.2 fHEIFZERS (ECC) FHJE
ECCH 4% Gu )3 T R R B0 5 3l R P g D7 i N ), EcCd i Arf T it 2 7 R X P o = A %5 8
HRSAMILL, ECCRALATILH:
ZAPERE S . 160K ECCHH 241102417 RSA. DSAH)Z 4258 )% .
AhFEE R ERVHI A EE I, ECCIELLRSA. DSAPR.
R AR A AT ECCHIE PRI R G S EERSAL DSATE /]

223 R BEAS

FER S AU E RO, AWK AN FRE MR LA 2 —. Bk, 29
ERS TG I E B A A

NI RO A SRR O B ] A AR S RS R SR INAR E TURE, WIA] 2-4FR .
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! v

SEHEAX
i
I
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I
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i SR e MELEEE
i
I
I
I
I
1

1EFH NAECC SIEHEEX

FIE R NA —:' MEaEmE

1

1

! v

1

l SIEFHAEL

1

1

1

|

1

i P —

| RABREAESL i

e, e, ———————— 1

SIEZAE L

& 2-4 R & MEZERGINZRIE
ZMAE BRI T

1. AERSIEZH: @R a8 A B PR 6 0 2% rh A 215 %480 (PRESENT-128% #7515
2. SIEEHINEEE. fASESHNSESIEEE, ARSIl E%E .
3. RNHANELSIEEH: WNEEEWLRGINTIFE AHECCH SR FHANE, B3 ST FEHE L.

4. HEENL: HESTHEYIE CMTEH B

2.3 R INRRERIE

FARAEFlashfEfi 2 BT A7 P B (b n T 2 SR 5 5. Sensor RAEBUHESS) 1924
P, GR551xZ MRS FE %I E 5347 2 T PRESENT-128 I e s XS TR N 2%

BRI iR 2 m AR B 2-5 07 .
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Load AES Data Key to KEYRAM

AES Data Key

Dec/Enc Data in CTR Mode

2-5 AR MEBERERIE
AR AR IR IR

1. AESHEFTHI XS PR & PAAE it TeFuse . 7E RGLRBIHIMAIIIRE T, 20 AR PIR BN 2
FIKEYRAMAE b . BEATLEA: AR ISR 5 eFuse FR N FEA A5 75 0] AR 85 BH HE LA AR EL o

2. AESHIEIERIINE . fRERARRA . EAESIIE A MRS, RAHCTR A,

L1352 RR:

GRSS LR I -3 8] CIEXS R ST MBS OIFREY]) {EeFuse P2 73 TFAFAR KT, HEAS I [l {1 A8 72
ANFE P 384T, 2R R A A s PR AE AN R S A, (B s P e v e 2 5%, DASEEL—HL— 3 1 2)

Ebo

2445 F Flash N 25 FROEAE ISE, AT DL E B2 FH AH B f{INon-volatile Data Storage (NVDS) %11, %T-NVDSHIH:4H

ik, EH5% (GRSSIITAKEIRE) -
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3 HFERBAK

By 402 — MR ALNIEIF BT L TN B RS SR, RERs i ORI B A se B 1k

GRS5Ix % A F I FE A (LK 3-1) fFE:

o mZ: A AliEid GProgrammer RG2S 4 BT T B AU AE B N2 EeFusefIFlashH,

E‘Jé’ﬁt?ﬁ

ASI B X [ 41

* &% GRS551x Bootloaderft JE Zid FE T MeFuseMIFlashth EE G % E 8, PLIIEE A 1454 .

., upIA -
N o
I”] | GProgrammer ; F;@S’AQP biic
- PSEORIF R e ey
§ ST l {5( Application Image )
RSA_PUBLIC_
KEY_HASH
|
‘F}Z\ —Hﬁ
v
_
m Flash
o6 |
Civs
L RSA_PUBLIC_KEY_HASH RSA_PUBLIC_KEY
KV
BootLoader 3&3F
&

Goodix {RINFEIEF A

[& 3-1 GR55 11X F X 7 T2

3.1 INERFE
[ S 2SI AL n B 3-2 o
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WRRIEE
AR 2

RSA _Public_Key
RSA _Private _Key

l RSA_Public_Key
WEERE & RS

Download to Flash

Application P
Image _>®—> HB

1] 051 2
SHA -256

v

HASHiz 5

'

—»  fi{%Digest

Y

%4 Signature

RSA_Private_Key
T

3-2 INERIE
Z R AR IR TR

1. HERZEHE (HFPD {#HGProgrammer T HA i 4H%} (RSA_Public_Key. RSA_Private_Key) , HT
N4 A4 . T EURIE 18 FHFABIRSA_Private_KeyA: s &5 2. W R (GR551x)
F 2 #IRSA_Public_Key ¥ iF &4 .

2. RSA_Public_Key#{ f7fi#& T Application ImageAfi J& 1 I 88245 GR551x, eFuse T 7-fif AFHIIHASHIE . %
T-RSA_Public_Keyit 54 i [FIHASHE 5 eFuse T f7fi% [JRSA_PUBLIC_KEY HASHZi— (.

3. AFHH S R AT S S ECSIE, AR B ME AT HASHIS S AR I L, T AL
£HRSA_Private_Key N4 %:, PLAERZE S .
3.2 ERIE

EB A AR W 3-3F7 .
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MRS |
i FlasheRf User R B S R eFuse HASHASE !
A\ T > sHA2ss 4 > hm |
| WIFER |
i &z Application Image i
| ‘ ) |
! B A BB R 2 !
! Userff —» = SHA-256 |
i FREEfSHASH HASH i
§ Xt |

& 3-3 IWE Rtz
AR AR R T

L 2RSS,

F ;i34 GProgrammer 4 RSA_Public_Keyf% 145 Application Image. Application Image %k

FFlash/&, RSA_Public_Key ¥f 5eFuse™ f{JRSA_PUBLIC_KEY_HASHEFATALHS . eFuse BAF — kI B 5 4
M, KIEETEHT . TFR&dfE D, Application Image ™ ffJRSA_Public_Key = ik [{IHASHAE 5 eFuse 1 /7%
[JRSA_PUBLIC_KEY_HASHWAZI IR FF—EL, A MRS Joikisid .

2. ISUEZEAA.
GR551x{ FHRSA_Public_KeyXf [l {1 i1 %5 & #EATfF% ,  DUIRTS#R % 5 FIHASHAE,  -%F Application
ImageiﬁﬁﬁFﬂ%ﬂlﬂuiﬁﬁﬁ%ﬁHASHﬁ X LU i 2 I T HASHAEL AT B8 [a) 5O R 0 H 545 21
FIHASHAE , W25 bl g SR —EUnEe 25 a1 .
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4 ZEBENNA

GR551x/E — K L FF 2 M F M B FIE I KRR TARIFEE T8 (SoC) , RIS T A7fit 2% b A P %l DA
K P AR AT R, B L4l B T o R

GR551x [ A= ThRE HA UL R RE A

1 RSP,

GR551xK H]eFusefr it B B 22 42 % 81, ToiZi@id MCU BB i eFuse (A O B A5 B . s Btk
i BT P S S S, Rl Py N AL B R BT S B M eFuse H Bl 3 N BB BN LB .

2. ByiEREAFEIE

GRSSLOR AT 5 A YT ARLE & 08T 7K, W 7 SR R AR (ECC) VA
freFuse 7 ff 1A 1151 th PRESENT-128 LA 31 T U 1. 0310725 M s 3K lashel 77 i I
o TR, ATEIE R s

3. PibEEI.

GRS51x i fHSWD B AN 2 4= [ DFU & £ 7+ 2 7 2BJs 1E Flash A7 i (1 b [l e iz . A2 Fr

B, wILLEIS & eFuse HH A7fif IR B A5 B OC HISWDIh BB, B 1R B0t 38 4545 GRS5 Ixisk B sl A& e [ 445
Bo MSWDINREXRMG, FFRE MR AT LS DFUXS [E A 1T T+ . fEDFUTHGE RE, 3025 hn#
[ PEE S, AR I B CFlash 476l 1 [ 1145 2

4 HFHHLE

GRS5 1K 3] 11 25 H AN B3 5 81 70 Il A i AE eFuse (AN [R] X 38k, A [R] AR S P [P P Ao s A2 A5 FH AS [ e d
GRS O A, BASEIIL— 65 Tt 48Xt W P — o8l B ) H )

4.1 {£ FH GProgrammer/ M Z N L E 4

LA T B B AR R BUZ U AR iR
FEGRSSIXZ AN, T Z I HleFuse RAFAE ™ ML BAE B AR HE B LI T I nas i %

HHIE R

H/h>SF o

fEGProgrammer LB, AP AIEIEHE €/~ MmA “Name” « “ID” . “Firmware Key” . “Security
Mode” 1 “SWD” $% KA il A7 it {E eFuse H I AH S SCAF

eFuse Settings

Generate eFuse File

4-1 4 FY eFusetB =304
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L35 8R:

*  eFuse EGRES5Ix:ANF1 A H I — AN BAT BEAL U 1] 45 11 B — IR 1% AT G R A7k 5

* “Firmware Key” A Fl % B 3£ R BENLKey, SRAEH P HAT IS Key ST
*  “Security Mode” #&#% “Open” H5 /8 &y 22, ZMATT R EABERL KM .

*  “SWD” #LFF “Close” KK HISWDIIRE, JTA & HKIR AT LLIE L DFUXS & 1 247 T+ o

*  “Batch eFuse” WIHREA MU N BCE BRSPS, DISCHRE ML 3 5. A A AR A 2
Jl— AN B = A

AL R SO LG

| | 2_Encrypt_key_info.bin
| | 3 Encrypt_key info.bin
@) efuse son

| | Encrypt_key info.bin
| | firmware.key

| | Mode control.bin

@ productjson
=] Public_key hash.ta

| | signkey
| | sign_pub.key

& 4-2 % RIS
*  efusejson: ARG SO

*  Encrypt_key_info.bin: Ak JeFuse FE A, ALE T LIS MG R . U R Ek
%eFuse. 2_Encrypt_key_info.binf13_Encrypt_key_info.bin’N/A)i% “Batch eFuse” FHi%E N “3”7 J5HI4H
A B ST

*  firmware.key: FT 0% EFIRLEH

*  Mode_control.bin: i [fJeFuse N LA, €L7% T Security Mode FISWDAE B o LS/ F#k
FeFuse.,

*  product.json: RGBS RIS INAER, TSSO
*  sign.key: H TR,
*  sign_pub.key: FTIEZ A

*  Public_key_hash.txt: HTIUEZE 4% ) A% Hash.
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L 35 B

PAESCAE L 23 0847, Visiltda . Bk, SR8 “hESeFuse” AN “[EAFINEINAE " Hd o i X e
o

AT IR P RO RleFuse BN N [ 44, A B ffEncrypt_key_info.binFlMode_control.bin A4 1]
PR BRI A IR N X, 7= 55 B product. json B A2 4% BN IN BN 2 251 “Product Info” £%
i, fi “Download to eFuse” %4 AT 2 AR I (5 2 S & M 1 B hesk ZefFuse, VIEA N 1Z
[ eFusesesk 2 M AR ZF RS B

(% GProgrammer

E# Encrypt & Sign @
a eFuse Settings
Name: test ID: 1111
& Firmware Key: (®) Using Randem Key Select Key
Security Mede: (®) Open Close SWD:  (® Open Close
! I ! Batch eFuse:
# Only Dats Key is different between batch eFuse files. ET
Download
g Encrypt Key Info: C\eFuse\Encrypt_key_info.bin =
Mode Control: C:\eFuse\Mode_control.bin =
o
Download to eFuse
Encrypt and Sign
Product Info: Ci\eFuse\product.json =4
Random Number: (i) Using Random Number Select Number
Firmware y =
Encrypt Encrypt and Sign
[ 4-3 BEiMECHEER
£ “Firmware” £ ik B Z N E N SCE QUM AR IS B 45, WR2)1E “Encrypt” REHE, J#ERAE
FHIAE R “Encrypt and Sign” 5 WIEARAAE “Encrypt” HIEHE, MIHEAEIAHE RN “Sign” » sididlEdes, ik

B s, BnrAs plohn s inZs el & (N2 i [E 14« GProgrammer 32 rhex#& A binfg X AE I B A4F SN,
B PR i 25 B AN 25 ) [ A A% =X bind =K

GProgrammerJ FEAIEAE UL, 1525% (GProgrammerH F FHt)

L0 5 RR:
NEAE S eFuse AL AT S, 75 U0 AT BEIE A ] 1 0 3 N2 R e

4.2 FE{SWDIE

GRS51x HATSWDHE: Mo I ZE 8 1, WP IE MM S o AR BN, H P — R E
T BRI SWDHE I ) 2 e % il SC2E T 38 eFuse ', SWDHE LUK ki Tevd i . P AT PAFEGProgrammer 1. .
E ieFuse N # (M (Mode_control.bin) &< HISWDHZ .
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R

73 /v

5 = o] AR E
A T 1A 22 A T, T AR B L LR R AR

5.1 B FSERAT

e L 1

i I Keil T H 4 1282 BRI binB# hex SCHF,  TiRAE CNE G EHAT.
Ie] i 53

Keil T 4 B 25 B ) bin B hex S D AR I8 1 1

Y ISEIPIRT

B 212 I bin Bk . hex SC2FiE 1T GProgrammer T 5 AE BT 5 28 44 N _encryptedandsignil#_sign(¥)
b, S8 58 GProgrammerEDFU T e Bl Flash o

L7 {53 RB:

GProgrammer I =2 in % [E 4445 F B product.json SCAH 062555 N %0 Fr - eFuse 7 A5 S AH UL IC

5.2 il MR

[EFE B
i FGProgrammer L 3T INZ NZERS, Tk S Nhextg A SCHFEE 3 H “Encrypt and sign

“xxx.hex” failed” .
i) /53 BT
1.2.252 Hi fA i GProgrammer T B AR Y Fhextt 0 SN
Renas 1 E 1 2t after_build. bat IS 4 T2 I (1 [ 4 .
UGB WIRFR
AR 222561.2.25 8058 B kit A B GProgrammer T A, .
152 LA I 5K M after_build. bat B4, {8 H 24 57 R 28T A2 K hex Bl bin S

5.3 AN =R A E BN EE

A L i
RPN B R a7 2k, RESH LB
1] & 73 A

S AR AR AR B I B S PRI SO AN B B E R
PR T 75
B T B AR PR LR ) 24, BT 1R GProgrammer A il G S5 B SO R [ AR R
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