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‘ J-Link 4 FH 18 B «
J-LinkF J1 46 7
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Keil FH ' 48 74
www.keil.com/support/man/docs/uv4/
Bluetooth® 5 hr#ERZ Lo E5.1:
Bluetooth Core Spec v5.1
https://www.bluetooth.com/specifications/bluetooth-core-specification/
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Bluetooth GATT Spec
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2 HID over GATT Profile

K E FHEA4IHID over GATT Profile (HOGP) & X )14 fA{h. HID Service DA J2 % 4= KR .

21 8%AE

HOGPE X 1% % fi 1 fL:5HID Device ATHID Host .

HID Device
NRZEE NG, 7K4HGAP Peripheral ffi 5, YENGATTHR S5 %o 5 WATHID Device g Blbr A5

HID Device A ZifL 5 22/ —NHID Service3£ . —/MHIARS: (Battery Service, BAS) =E£fl, —/Mi%
%15 B % (Device Information Service, DIS) 3£, PLK—ANAIiEfScan Parameters ServiceSZf
HID Devicet 7] LA, & — P EE Z AN HiAl SR U GATT Service 5245, {H 21X LEGATT Service [ SE 51 FEA1E
AHOGP—H#B4) o

GR551x SDKH SZEHID Devicefble_app_hids_mouses~ £ & — A HID Service L. —4>BASSLZ A Fl—
ANDISSLH .

HID Host

fAHTHID Device & 1% [ N B3R, 7KIHGAP Centralffith, {ENGATTZ i, #liAndroid FHLZE ., HID
Host i T3 414, 4 SHLEHID Device, FEGERST, FILIXTHID Device#H AT E#EH20. sLHUNE A
B,

2.2 HID Service

HID ServicetHID Device I fE#E A5 2 B A% (HHUSB HID Specificationi® X)) 2 IZ5HID Host.

HID Servicef|Characteristicsf& it J XJHIDE & 1115 7], XfCharacteristicHI FEAIiIAS HE K 2-1 &

%% 2-1 HID ServiceHiCharacteristics

Characteristic Requirement Description
Mandatory for Boot Protocol Mode Expose the current protocol mode, or set
Protocol Mode
support the desired protocol mode.
Input Report Type Mandatory to support at least
Exchange data between HID Device and HID
Report Output Report Type one Report Type if the Report
Host.
Feature Report Type characteristic is supported
Define formatting information for the data
Report Map Mandatory transferred between HID Device and HID
Host.
Transfer fixed format and length Input
Boot Keyboard Input Report Mandatory for keyboards
Report data in Boot Protocol Mode
Transfer fixed format and length Output
Boot Keyboard Output Report Mandatory for keyboards

Report data in Boot Protocol Mode

JRBUITAT © 2020 PRYINTHIC TR I 05 A7 R A 7 2
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Characteristic

Boot Mouse Input Report
HID Information

HID Control Point

23 ZEEK

Requirement

Mandatory for mice

Mandatory

Mandatory

LE Security Mode 1% Security Level 213,

Description

Transfer fixed format and length Input
Report data in Boot Protocol Mode
Hold a set of values known as the HID
Device's HID Attributes

A control-point for switching Suspend

status

. Security Level 2: Encrypted Link required; MITM protection not necessary.

. Security Level 3: MITM-protected encrypted link required.

H 4R HOGP Specification ] 5& , HID Device W Zi 2 Ff LA AT E —Fh & %62 (Security level) :

*  HID Servicefil & [fJcharacteristics]Security Property i % B JNLE Security Mode 17 iR i FiSecurity

LevelZ—

*  Device Information Service, Scan Parameters ServiceflIBattery Servicef & [fJcharacteristics 23 15 4% %
B NEIFE I Security ModeflISecurity Level.

GR551x R br 1% HR LR ZE R fE gap_params_init()H 1% B Security parameters, 1§2%4.3.3 %4240

H.
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© BRfEE

B
Windows
J-Link Driver
Keil MDK5

GProgrammer (Windows)

3.2 IR

R 1BEHES
i
GR5515 Starter KitFf A& i)
Android 4.4 (KitKat) % LA EJRAS HSCHFHOGP 4L
Micro USB 2.0 [ #:2%

K3 2HHESE
Eiipe
Windows 7% DL F#1E RS

J-LinkBE IR, TFEMAE: www.segger.com/downloads/jlink/

IDETH, F#Mik: www.keil.com/download/product/

GR551x Programming L EL, £ FTSDK_Folder\tools\GProgrammer

fif i Micro USB 2.0 4f £k R IT AR LN, SERTR B 0K 3-1:

-
I — et

& 3-1 B ERTERE
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3.3 TEEH

1 FiGProgrammer¥tble_app_hids_mouse_fw.bin N & EFF K. GProgrammerf{JffifHl ik, &S
% (GProgrammerf ' FH) .

L1 {5 BB
ble_app_hids_mouse_fw.binfsi T

SDK_Folder\projects\ble\ble peripherall\ble app hids mouse\build\.

3.4 M3z BGF
ffi Fi Android F AL RN AT PR EGAIE SR bR~ ] o
1 FFIFRWCER “RESET” &, JFRBGENT MRS

2. HAFHRZEEWETFH, FTHETI L. SREFHHEZEBIZ AN “Goodix_Mouse” A 4 15
%o

3. TEFHLEF St At “Goodix_Mouse” EHZIEA -

TERCXT R , %48 “Goodix_Mouse” 1% %2> B ILEF-HLWE A FLH ) “Paired devices” (&
Boxt &) d, HERIRESN “Connected”  (EERE) .« W 3-2fR, FI KL KR L 4%
B “UP” / “DOWN” / “LEFT” / “RIGHT” , AU ERARET k.

% 09:52 ¢ 0= @)
< Bluetooth
Bluetooth @)

Device name HID Hosf

Paired devices

") Carkit ®

* -
) PhilipsBT ®
) SBHB2 D)
~  Goodix_Mouse o)

Connected

& 3-2 FHLRE & BARET L5
BB SR ORI FRLPAGE “UP” S, HEANEEE, XUk “DOWN” B, WUNTR, A
d OK” B, BRI, Wk “RIGHT” 8, VIR R, M CLEFT B, DL H . W
FERE, 5 Android T-LE THRF RIS, T A5 &R R .
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4 N FRiERR

A FEN PRI TR H 3 BT DU RS .

41 TEEF

bR 7~ 9 RS AR A0 A2 X7 T SDK_Folder\projects\ble\ble peripheral
\ble app hids mouse, HH THFEXHALI T Keil 530 %

X TFECEble_app_hids_mouse.uvprojx, fEKeil"F & E AR~ [Ible_app_hids_mouse L% H 5t 45
F, MRS ER 4-1 P

Group
gr_profiles

user_callback

user_platform

user_app

4.2 BITRIE

GR551x SR bR~ 3B 47 A vl LAy

X
hids.c

bas.c

dis.c
user_xxx_callback.c
user_periph_setup.c
main.c

user_app.c

user_mouse.c

% 4-1 ble_app_hids_mouse3Z i}t Af
i
Human Input Device Ik %% 5230,
FLE R 55 S EL
B SRS 52
BLE SDK [=] 1/ b £ 5 1
F P SN BATHR AN I 0 i Ak 2 o 5 S TR
main() A\ I B %
R R BT RS 2 sl

VIR HOGPHLE I GATT Service FlMouse B g & 1%

NEANE: B3, ©5HID Hosti®ER:. C.5HID Hosti It
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4.2.1 BEhidtE

YIURALBLE Stack
v
VI AGRE AL 88 5F 5 B i 8%
v

VI4E4EDIS. BAS. FIHIDS Service

HIUGGAP 8. ZaZHM
PrivacyZ$

v

LIRS ¢

v

No—  HID Device fHID Host/& 7545 7€ ? —Ye51

R 1%1.28sff]Low Latency

Advertising
R 1%180s I Fast % 1%30s[fHigher Latency
Advertising Advertising
- J% i%Permanent
AR5 5 LT 5 Advertising

4-1 GR551x RARRHBIB IR

JABNAFE 7 B R, HID Device 5 HID Host 2 [H] 48 € % 0K 72 Advertising 11 2488, 1 ILHOGP

Specification' “Section 5 Connection Establishment” .

(L] 15 AR:
void adv_params_init(bool erase_bond) I AZUNIHR A “true” , K FEEIRE G & &G, FhefE BEWIER.

4.2.2 B 5HID HostiE 1%

HID Host 5 HID Device5E iliEfz . lioXl. g€ )G, 2 fiFEHID Device JHID Report Notification

SR8 i key_continue_press_task() 2 U 35k H BSPZ &4 S £F, H1d FH HIDSHR B
[¥hids_input_rep_send ()2 1K bR 205 R 1% 45 HID Host.

4.2.3 2 5HID Hostl# FF

HID Host 5 HID DeviceZ [ FIIEE KT J5, BLEWMUAR &1 S48
idgap_cb_fun_t::app_gap_disconnect_cb()if %145 fR AR5 . app_disconnected_handler() 2 AR #5142 W7 - 1 Ji
K, g BEIITE 7.
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HOGP Specification 5%, U1 4% HH T Link LossTi i FF, HID Device s B H 4R #&. (H2 A ML, Xt
T-Remote User Terminated Connection i [Xl, FRAFRREIBEH MG #. WROAEG e, Binnfleikix
F 45 % % Low Latency Advertising, Higher Latency AdvertisingflIPermanent Advertising.

4.3 KB
B 1 0 M 25 2 4 5 T el TR L T LA S o

* user_app\user_app.c
*+ user app\user mouse.cC
. user callback\user gap callback.c

. user callback\user sm callback.c

4.3.1 B HARRRBYHI I8 1L

user_app.c ffJhw_simulator_init()#¥]451t.Battery Simulator. HARZS I TimerffJTimeout Handlerk&
#hw_simulator_timer_handler() 5 #f .

void ble init cmpl callback(void)

{
hw_simulator init();

error code = app timer create(&s hw simulator timer id, ATIMER REPEAT,
hw simulator timer handler);

APP ERROR CHECK (error code) ;

error code = app timer start(s hw simulator timer id,
HW SIM UPDATE INTERVAL, NULL);

APP ERROR CHECK (error code) ;

R BT 9] 58 VT AR 2 )5, Battery Simulator a5 U) B 2 AR 4K,

static void hw_simulator timer handler (void *p_ arg)
{
uint8 t battery level = (uint8 t)sensorsim measure (&s_battery sim state,
&s_battery sim cfg);
bas batt 1vl update (0, 0, battery level);

(10 {52 AR
SR bm 7 91145 Sensor Simulator [ AT HE I (R APISR AR HUL FL it FE 2 (1) 254k . Sensor Simulator & ARG AL

T'SDK_Folder\components\libraries\sensorsim\.
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4.3.2 HID Service B #1151k
user_mouse.cH {hids_init() & % 71 57 5€ iHID Service KI¥I 4R S HL & -

%R 5E ST static const uint8_t rep_map_data[]. #%MBUSB HID Specification#l & HIHE 2, X PE4H & X
T A5 BUFRReport F1 £ i 4A 44 Report ) Report Map .

[ 354 RR:

static uint8_t rep_map_data[1%04H 1K FEA g it hids.h 1 & L IFIREPORT MAP MAX SIZE.

/**Limitation of length, as per Section 2.6.1 in HIDS Spec, V 1.0 */
#define REPORT MAP MAX SIZE 512

R hids_init_t::hid_info::flagsfJNormallyConnectable bit#i B iz, N “s_normally_connectable” 5 Z:4 1% &
A “true” .

hid info flags = HIDS INFO FLAG REMOTE WAKE MSK |
HIDS INFO FLAG NORMALLY CONNECTABLE MSK;

s normally connectable = true;

433 ZESYEE

user_app.c figap_params_init()BREOX B | W N L4254, LA £ HOGP Specification ITHILE [ 4H552.3 %
BER,

//set the default security parameters.
sec_param t sec param =
{
.level = SEC_MODEl LEVEL3,
.io cap = IO DISPLAY ONLY,
.00b = false,
.auth = AUTH BOND | AUTH MITM | AUTH SEC CON,
.key size = 16,
.ikey dist = KDIST ALL,
.rkey dist = KDIST ALL,

FKTFsec_param_tfJ 5 E, 1ES% (GR551x BLE Stack[H ' #5F) “4 &8 H#H (SM) 7 .
gap_params_init() R0 H LR BT B T B

ble gap privacy params_set (900, true);

FEIAEER, BB £ B [ O00F) BT A il il &4 ki, FLANIR B2 L4552 [FTHID Host{# F Public Address’&
HZ ) Connecti =K o

user_sm_callback.c*' ffJapp_sec_rcv_enc_req_cb() &% H T S HID Host & S I BC 6 hn 25 iE sk . 75£3.4 M58
HEFR,  FHLEH N FIPin Codelll 1% o B0 15 B Itk A8 &5 .

// user need to input the password

case TK_REQ:

AT © 2020 IR A A R A 7 9
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APP LOG INFO ("Please Input pin code: 123456");
cfm enc.req type = TK REQ;
cfm enc.accept = true;
tk = 123456;
memset (cfm enc.data.tk.key, 0, 16);
cfm enc.data.tk.key[0] = (uint8 t) ((tk & 0x000000FF) >> 0);
cfm enc.data.tk.key[1l] = (uint8 t) ((tk & 0x0000FFO00) >> 8);
cfm enc.data.tk.key[2] = (uint8 t) ((tk & 0xO00FF0000) >> 16);
cfm enc.data.tk.key[3] = (uint8 t) ((tk & OxFF000000) >> 24);
break;
KT hFE X N iER, 3% (GR551x BLE Stack[H 146 )  “4.2.1 PR 4R EThfe” .
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