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2 HID over GATT Profile

K E FHEA4IHID over GATT Profile (HOGP) & X )£ fA{h. HID Service LA J2 % 4= HKR .

21 8%AE
HOGPE X 1% % fi 1 L HE5HID Device ATHID Host

. HID Device
NRZEE N B, 7K4HGAP Peripheral ffi 5, 1ENGATTHR S5 %o 5 WATHID Device g Blbr A5

HID Device A 2L & %/ —/NHID Servicesiiffl . —ANHEIARSS (Battery Service, BAS) SEff], —/Mix
%15 Bk % (Device Information Service, DIS) SEfi], LK —/NAJ &L Scan Parameters Service SE4) .
HID Deviceth i] LA & — k2 AN HAh R GATT Service (52, {HEIXLEGATT Service () S FEAE
NHOGPIH—H& 43

GR551x SDKH SZEHID Devicefble_app_hids_mouses~ £ & — A HID Service L. —A>BASSLZ A Fl—
ADISSLH .

. HID Host

fEHTHID Device & 1% [ N B3R, 7KIHGAP Centralffith, {ENGATTZ i, liAndroid FHLZE . HID
Host i Bi A & S5HC B HID Device; FE@ENIERL)E, 1 LAXTHID Device AT HIE W . SEUAIE A
B,

2.2 HID Service

HID Service:HID Device I fE#E A1 5 2 B AI#% . (HHUSB HID Specificationi® X)) 2 IZ3HID Host.

HID ServicefICharacteristicsf& it  XJHIDE & 1115 7], XJCharacteristicHI FEAIiIAS HE K 2-1 &

%% 2-1 HID ServiceHiCharacteristics

Characteristic uuID Type Support Security Properities
Mandatory for
Protocol Mode 2A4E 16 bits Boot Protocol None Read, Write
Mode support
Input Report Type Mandatory to Read, Notify, Write
support at least Read, Write, Write
Output Report Type
one Report Type Without Response
Report 2A4D 16 bits None

if the Report
Feature Report

characteristic is Read, Write
Type
supported
Report Map 2A4B 16 bits Mandatory None Read
Mandatory for
Boot Keyboard Input Report 2A22 16 bits None Read, Notify, Write
keyboards

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 2


http://www.usb.org

GA@DIiX

Characteristic uuiD Type Support Security Properities
Mandatory for Read, Write, Write
Boot Keyboard Output Report 2A32 16 bits None
keyboards Without Response
Mandatory for
Boot Mouse Input Report 2A33 16 bits None Read, Notify, Write
mice
HID Information 2A4A 16 bits Mandatory None Read
Write Without
HID Control Point 2A4C 16 bits Mandatory None
Response

2.3

Protocol Modef#1t:: /7 ] Lhd i 12 1 5 B B HUHID Service 4 if I PSR 2
Report4Ff4:: FT-7EHID Device FTHID Host[] A2 5 5 ;

Report Map$Ftt: HI T %€ X HID Device FIHID Host[a] 4% i i Input Report. Output ReportfllFeature
ReportZ#f (1A% 5 B

Boot Keyboard Input Report/Boot Keyboard Output Reportfit4: 4HID Hostiz 17 T Boot s 20
i, WJLLi#E T Boot Keyboard Input Reportf§ {45 Boot Keyboard Output Report’ 4 Fl1—4~ 5 Boot
Keyboard A%} M [JHID Devicef& 4y [ & #% zUF1HK FE T Input Reporta{Output Report%i#i;

Boot Mouse Input Report4F4:: 24HID Hostiz 4T TBooth AR X NI, #] LLiE it Boot Mouse Input
Report4 4 F1—> 5 Boot MouseAH % M [{IHID Devicef& i l# 5& #& 2 ATK: [ Input ReportEi g -

HID Informationf#tE:  H T-{& 47— FXNHID DeviceJHIDJ& VE 11 ;
HID Control PointF{h: & — ANzl @i, F - nlilid e e 5 50R H 15 ITHID Command.

REEK

LE Security Mode 113, % Security Level 213,

Security Level 2: Encrypted Link required; MITM protection not necessary.

Security Level 3: MITM-protected encrypted link required.

FRPEHOGP Specification[\I#l 7€, HID Device A2 3 5 LA AT —Fh e 42562 (Security level) :

HID Servicefd, & ffJcharacteristicsf{]Security Property: s 254 % B ALE Security Mode 11 & H FiSecurity
LevelZ —.

Device Information Service, Scan Parameters ServicefBattery Servicefl, & [fJcharacteristics tH ZE 1 ¥ 15
B NIFIFE R Security ModeFl1Security Level.

GR551x i bRz 15 44 8 IR ZE SR fEgap_params_init()H 15 & Security parameters, 152%4.2.2 %42 K00
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SDK_Folder’NGR551x SDKIFIHR H 5% .

3.1 B/ TIE

IBAT RAR I T, 18 56 AT e AR

- EER
R31BHES
BHR it
TR GR5515 Starter Kit 7P A H (LR IR “IFARR” D
ZEFHL Android 5.0 (KitKat) B¢ LA FRRA
TR Micro USB 2.0%(#i ¢

© BRfEE

®3-2HMMER
B iR
Windows Windows 7/Windows 10#:1F &4t
J-Link Driver J-LinkBXZh 27, TEMhE: www.segger.com/downloads/jlink/
Keil MDK5 IDETE, SZ¥FFMDK-ARM 5.20 K UL LA, T#EMAiE: www.keil.com/download/product/
GProgrammer (Windows) Programming L E, fi-TSDK Folder\tools\GProgrammer

3.2 B IR R

bR TREYRIS A, T SDK_Folder\projects\ble\ble peripheral\ble app hids mous

HH 7 ] f§ FHGProgrammerfble_app_hids_mouse.binlsesk 2 I KR . GProgrammer s [l i) B ARH:AE 77
%, 5% (GProgrammerf 7 Flt) .

(10 {55 BR:
ble_app_hids_mouse.binfii T"SDK_Folder\projects\ble\ble peripheral\ble app hids mouse\b
uild\o

3.3 MR GG E
15 FF| Android T HLED AT 0 R84 i SRR 751
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1. ¥ FIFRW R “RESET” f8, FFAMBGEN FHIRE.

2. FHATHRGWERES I, STFEAITR. TR “Goodix_Mouse” A %
o

3. TEFHUEF FH A “Goodix_Mouse” HEHIZ A
4. LEFHLIEH AR KHEHE A4 A pin code “1234567 .

EREXT TN G, %N “Goodix_Mouse” MW #52 HIAEFHLE F FLIHI ) “Paired devices” (&
BEXT e 26D 1, FRERIRAES N “Connected” (&) o WK 3-1Fx, H P KIEIF R b1
BEO“UP” . “DOWN” . “LEFT” . “RIGHT” , AJLLEEsh BTk,

%1 09:52 & Q= @
< Bluetooth
Bluetooth ()

Device name HID Hos

Paired devices

(7} Carkit )]
&

) PhilipsBT ®

") SBH52 ®

«»  Goodix_Mouse )

Connected

3-1 FHLRERFRET KR
N BE L RF AR R G B . P X “uP” B8, NS X “DOWN” 4, J/hEE; M
i “OK” B, EF/MEARG Al “RIGHT” 88, VT —H &% Al “LEFT” 8, Uik bE—E 8%, &4
R, #5rAndroid FALH THAE RS RIIR, SR8 58 4SRRI FscH il
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SRS BB AT WURE ] L N AN B SR SRR AN S BLAR B RS . RARIZATIRAZ W0 R R

JR iR

START

v
ECAL

'

YIUE1EDIS. BAS. FIHID Service

v

i#idapp_sec_init()¥I4HLGAP Z
. RAEZHHMPrivacySH

i@ idapp_adv_init()¥I4E1L
IR

v

ey o

F— HID DeviceATHID Host & 75 45 5 ? —kl

JRi%180s[¥Fast Ri%1.28s ] Low
Advertising Latency Advertising
l Jx1%30s[fIHigher
— RERMER? — Latency Advertising
@ = 1
l l R i%Permanent
Advertising
R f {52 Ak 4 R T IR 5t

I H AR

RV CE;

'

{#HEHID DeviceffJHID
Report Notification

'
——— RGHEANFHRS
v
Tr R W EE? _)EL
’ !
i— REA LAY app_gap_disconnect_cb()
bt N ]

! !

|

HRIEAG A RA R RIS BT IR S (R R R 2 TR
& bR HRE I

4-1 BARRBISITRIZ

JABNFE 7 EE R, HID Device 5HID Host 2 [B] 45 € % R 72 Advertising 11240, 1 ILHOGP

Specification™' “Section 5 Connection Establishment”

L7 354 8R:

void adv_sec_init(bool erase_bond)IJ AZ W HRA “true”

» REPEURRIRE S e e, IRE S B AERRR .

4.2 KRG

Bz ] b 2% 1 B ARRE A T Keil AR H 3% F I N S0

4.2.1 #]1%51LHID Service

hids_init() & £ 7 5T 5T HIDS Service IVIMEA S HUHATICE , VIMHASEH AL 1 rep_map_data[], 1Z%41%
HEUSB HID Specification #il € FIE X, & X T 5 R ARReportll £ 1A Report ) Report Map.
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BE: T E%Fﬁﬁuser_app\user_mouse .C

ZH#R: hids_init();

static void hids init (void)
{
hids init t hids init;

hids init.report map.p map = (uint8 t*)&rep map data;

hids init.report map.len = sizeof (rep map data);

hids service init (&hids init);

L {5 B

static uint8_t rep_map_data[120 2 1K A e I hids.h 1 72 X FJREPORT_MAP_MAX_SIZE

422 RESHEE
N T i £ HOGP Specification T HILE (UM< 2 4= B3R, app_sec_init()ERE I E T F 2 &5 8. %
Fsec_param_tiJi%E, iE5% (GR551x BLE Stack/H e/ “ZaEH (SM) 7 .

app_sec_init()BRE{F Hble_gap_privacy_params_set()JF/a T B, MR, Rbrnfles
B PRIVACY_RENEW_DURATIONF) 55 i A= it 4 gttt ELASHA S, 2245 5 FUHID Hostf# ] Public Address /% jtt
flJConnecti >k . H:H'PRIVACY_RENEW_DURATIONtEEuser_app.cHH € X .

B1E: THEHZX TMuser app\user app.c

ZFR: app_sec_init();

static void app sec init (bool erase bond)

error code = ble gap privacy params_ set (PRIVACY RENEW DURATION, true);
APP ERROR CHECK (error code);

//set the default security parameters.
sec_param t sec_param =
{
.level = SEC MODE1 LEVEL3,
.io cap = IO DISPLAY ONLY,
.oob = false,
.auth = AUTH BOND | AUTH MITM | AUTH SEC CON,
.key size = 16,
.ikey_dist = KDIST ALL,
.rkey dist = KDIST ALL,
}i

error code = ble sec params set (&sec param);

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 7
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APP ERROR CHECK (error code);

user_sm_callback.cH{fJapp_sec_rcv_enc_req_cb()ER % FH T-Wi R HID Host & &2 IRC X I 2513k . 763.3 WAL
EH, FHLEHAIPin Code B AZ R 1B B Itk D & .

B’1E: THEHFX THuser callbacks\user sm callback.c

ZH#R: app_sec_rcv_enc_req_cb();

static void app sec rcv _enc req cb(uint8 t conn idx, sec enc reqg t *p enc req)

{
switch (p_enc reg->req type)

case TK REQ:
APP LOG INFO ("Please Input pin code: 123456");
cfm enc.req type = TK REQ;
cfm enc.accept = true;
tk = 123456;
memset (cfm enc.data.tk.key, 0, 16);

cfm enc.data.tk.key[0] = (uint8 t) ((tk & 0x000000FF) >> O0);
cfm enc.data.tk.key[1l] = (uint8 t) ((tk & 0x0000FFO00) >> 8);
cfm enc.data.tk.key[2] = (uint8 t) ((tk & O0x00FF0000) >> 16);
cfm enc.data.tk.key[3] = (uint8 t) ((tk & 0xFF000000) >> 24);

break;

}

ble sec enc cfm(conn idx, &cfm enc);

T T REFRECR 251G R, 155 % (GR551x BLE StackF] 48 )  “FHS4FEThae”

4.2.3 ZiEIEFEFEK

L I R ACHAT 12 58 R R RS, app_key_evt_handler() 2 K H BSPJZ 12t
1, FEIH FHHIDSELHL T hids_input_rep_send ()42 FURF BRAREUE AIX 45 HID Hosto  BRAREE 7 i
25: mouse_data_t[]fimedia_data_t[].

B1E: THEHFX THgr profiles\hids.c
ZFR: hids_input_rep_send();

sdk err t hids input rep send(uint8 t conn idx, uint8 t rep idx,

uint8 t *p data, uintlé t length)

static const uint8 t char idx[] = {HIDS IDX INPUT1 REPORT VAL,
HIDS IDX INPUT2 REPORT VAL, HIDS IDX INPUT3 REPORT VAL};
sdk err t error code = SDK ERR NTF DISABLED;
if (rep idx >= IN REPORT MAX COUNT || p data == NULL || length == 0)
{
return SDK ERR INVALID PARAM;

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 8
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}
length = ((length > HIDS REPORT MAX SIZE) ? HIDS REPORT MAX SIZE : length);

memcpy (&s_hids env.input report val[rep idx], p data, length);
if (s_hids _env.input cccd[rep idx] [conn idx] == PRF CLI START NTF)
{
error code = hids in rep notify(conn idx, char idx[rep idx], p data, length);
}

return error code;

B’1E: THEHEHF FMuser app\use mouse.h

ZFR: mouse_data_t[]fImedia_data_t;

typedef struct

{
bool left button press;
bool middle button press;
bool right button press;
int8 t x delta;
int8 t y delta;
int8 t wheel delta;

} mouse data t;

typedef struct

{
uint8 t play pause:1l;
uint8 t al control:1;
uint8 t next track:1;
uint8 t previous track:1;
uint8 t volume down:1;
uint8 t volume up:1;
uint8 t ac foward:1;
uint8 t ac back:1;

} media data t;

4.2.4 EZ T FT

HID Host5HID DeviceZ [A] IEHZ T /5, BLEPMME: 4% S 1Fi8
itgap_cb_fun_t::app_gap_disconnect_cb()ifi A4 i A7~ 1] ble_adv_disconnected() MR 4 B WM IR K, ¥k
BB .

HOGP Specification 5, 1% $% HH T-Link LossTi Wi ¥, HID Device 5 S HTF4fi 3% . (H AT EMIK, Xt
FRemote User Terminated ConnectionJJR A, FArnBItE & EHIT6E . wRoggeid, Birnflaikik
FF4f /& 1% Low Latency Advertising, Higher Latency AdvertisingflPermanent Advertising.

B’1E: THEHFX Fble module\ble advertising.c

ZFR: ble_adv_disconnected();

static void ble adv disconnected (void)

JRBUITAT © 2022 PRYINTHIC TR I 03 A7 FR A 7 9
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{
if (adv_env.adv _mode cfg.adv_on disconnect enabled && !adv_env.adv act exist)
{
ble advertising start (BLE ADV MODE DIRECTED HIGH DUTY) ;
}
}
FRALITE © 2022 RINTHC TR (A IR A = 10
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