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J-Link ) 3B . www.segger.com/downloads/jlink/UM08001_JLink.pdf
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2 HID over GATT Profile

K E FHEA4IHID over GATT Profile (HOGP) & X )14 fA{h. HID Service DA J2 % 4= KR .

21 8%AE

HOGPE X 1% % fi 1 fL:5HID Device ATHID Host .
. HID Device
NRZEE NG, 7K4HGAP Peripheral ffi 5, YENGATTHR S5 %o 5 WATHID Device g Blbr A5

HID Device A 2L & %/ —/NHID Servicesiiffl . —ANHEIARSS (Battery Service, BAS) SEff], —/Mix
%15 B Jk% (Device Information Service, DIS) SEfi], LK —/NAJIEHScan Parameters Service 54 .
HID Device th i] LA & — Ak 2 AN HAh R GATT Service (I S2H, {HEIXLEGATT Service () S FEAE
NHOGPIH—H 43

GR5xx SDKHSZHIHID Deviceff]ble_app_hids_mouses~ 5 & —/NHID Service SEH1 . —ANBASSEZ I A1 —
ADISEEA

. HID Host

fAHTHID Device & 1% [ N B3R, 7KIHGAP Centralffith, {ENGATTZ i, #liAndroid FHLZE ., HID
Host i BiFa4Hi. &R S5HC B HID Device; FE@ENIERL)E, 1 PAXTHID Device AT HIE W . SEUFAIE A
B,

2.2 HID Service

HID ServicetHID Device I fE#E A5 2 B A% (HHUSB HID Specificationi® X)) 2 IZ5HID Host.

HID Servicef|Characteristicsf& it J XJHIDE & 1115 7], XfCharacteristicHI FEAIiIAS HE K 2-1 &

%% 2-1 HID ServiceHiCharacteristics

Characteristic uuID Type Support Security Properities
Mandatory for
Read, Write Without
Protocol Mode 2A4E 16 bits Boot Protocol None
Response
Mode support
Input Report Type Mandatory to Read, Notify, Write
support at least Read, Write, Write
Output Report Type
one Report Type Without Response
Report 2A4D 16 bits None
if the Report
Feature Report
characteristic is Read, Write
Type
supported
Report Map 2A4B 16 bits Mandatory None Read
Mandatory for
Boot Keyboard Input Report 2A22 16 bits None Read, Notify, Write
keyboards
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Characteristic uuiD Type Support Security Properities
Mandatory for Read, Write, Write
Boot Keyboard Output Report 2A32 16 bits None
keyboards Without Response
Mandatory for
Boot Mouse Input Report 2A33 16 bits None Read, Notify, Write
mice
HID Information 2A4A 16 bits Mandatory None Read
Write Without
HID Control Point 2A4C 16 bits Mandatory None
Response

Protocol Modef#1t:: /7 ] DL i 12 1 ¥ B B HUHID Service 4 if I PR 2
Report4F4:: - T-7EHID Device FITHID Host ] 32 4 £ ;

Report Map$Ftt:: HI T %€ X HID Device FIHID Host[a] 4% i i Input Report. Output ReportfllFeature
ReportZ#f (1A% 5 B

Boot Keyboard Input Report/Boot Keyboard Output Reportfit4: 4HID Hostiz 17 T Boot flp i3 20
i, W LLi#EdBoot Keyboard Input Reportf§ {45 Boot Keyboard Output Report’ {4 Fl1—4~ 5 Boot
Keyboard A%} M [JHID Devicef& 4y [ & #% zUF1HK FE 1T Input ReportE{Output Report%i i ;

Boot Mouse Input Report4F4:: 24HID Hostiz 4T T Booth AR X NI, 7] LLiE it Boot Mouse Input
Report4 4 F1—> 5 Boot MouseAH % M [{IHID Devicef& i l# & #& AT [ Input Report E g -

HID Informationf#tE: TR 47— FXNHID DeviceJHIDJ& VE 11 ;
HID Control Pointi{h: & — ANzl @, F - nlilid e e 5 50R H 15 ITHID Command.

23 REEK

LE Security Mode 113, % Security Level 213,

Security Level 2: Encrypted Link required; MITM protection not necessary.

Security Level 3: MITM-protected encrypted link required.

HRPEHOGP Specification[\IHl 7€, HID Device A3 LA AL R —Fh e 42562 (Security level) :

HID Servicefd, & ffJcharacteristicsf{]Security Property: 254 % B ALE Security Mode 171 & Fi FiSecurity
LevelZ —

Device Information Service, Scan Parameters ServicefBattery Servicefl, & [fJcharacteristics tH ZE 1 4% 15
B NIFFE R Security Mode Fl1Security Level .

GRSxx R bR 7~ Bl H4 iR iR B SR fEgap_params_init()H1 % B Security parameters, &2 %4.2.2 ‘#4225 E .
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L1358 8R:
SDK_Folder Xt B Fr SDKIHIAR H %

3.1 B/ TIE

IBAT RAR IR, 18 56 AT e AR

- EER
R31BHES
AR ik
TFRAR Xof RSy Starter Kit PR AR CBARERR “TFRI” D
ZEFHL Android 5.0 (KitKat) B¢ LA FRRA
B USB Type-C (GR551x 5 41/ ffiMicro USB 2.0iE 22k )

© BRfEE

®3-2HMMER
B iR
Windows Windows 7/Windows 10#:1F &4t
J-Link Driver J-LinkBXZh 27, TEMHE: www.segger.com/downloads/jlink/
Keil MDK5 IDETE, SZ¥FFMDK-ARM 5.20 & UL LA, T#EMAiE: www.keil.com/download/product/
GProgrammer (Windows) Programming L E, F#Mik: www.goodix.com/zh/software_tool/gprogrammer_ble
GRUart (Windows) B OAR T HE, FaEMuk: www.goodix.com/zh/download?objectid=64&objectType=software

3.2 [E R

bR~ A2 U5 T-SDK_Folder\projects\ble\ble peripheral\ble app hids mous

HH 7= ] fd FHGProgrammer¥ble_app_hids_mouse.binlsesk 2 FF Kk . GProgrammer k&g [ £ i) B ARIEAE 77
%, 5% (GProgrammerf S ) .

" 354 8R:
ble_app_hids_mouse.binfii T"SDK_Folder\projects\ble\ble peripheral\ble app hids mouse\b
uild\.

3.3 MR IE1iE
FERM . Android EHLAIGRUartHE & SaE 5, B AT PR IE BUbF 7.
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L PNIFRBRER “RESET” B, JFARBHENT IR .

2. HATHRGWERES I, TR IR ERTFHHEREIY N “Goodix_Mouse” A %
o

3. ETFHET R AT “Goodix_Mouse” EHZW -
4. TEFHLHRHE ECXS XS HE H % A pin code “123456”

TERXT TG, %N “Goodix_Mouse” 15 %2 HHILAE FHLIE A LY “Paired devices” (&
Fext 451 W, FHERIREA “Connected”  (CEEE) . 1M 3-1F7R, HI/ e LUE & D
A “up-” . “down--" . “left--" . “right--" F8 A KFEE M ARHE -k, HEFGRUart “Tx” Xk
1] “Hex” Al “Newline” AzJik.

€8 GRUart — m] P4
PortName: [cOM17  -| 43 (D
Uart GLog  MultiSend
Rx
Zetting [] Hex Vhite [] Time SaveRx ClearRew I Search
W APP_I: HID Nouse example started.
1eetE AFP_T: Lacal Baard EA:CB:3E:CF:00:08.
[] HideRxPara APP_I: BLE_ADV_EVT_DIE_ADDE_REQUEST.
[ TopHost LFP_T: BLE_ADV_EVT_FAST.
AFP_TI: BLE_ADV_EWT_SLOW.
APP_I: BLE_CONN_EVT_CONNECTED. Connection counts = 1
APP_I: Peer:42:CC:60:46:BA:G0.
AFP_T: BLE_COMNN_EVT_PATAN_UPDATED.
APP_I: Connection update completed, intvl 7.50ms, ltcy 0, to 5000ms
AFP_T: BLE_COMNN_EVT_PATAN_UPDATED.
APP_I: Connection update completed, intvl 45 00ms, ltecy 0, to 5000ms
AFP_I: Please Input pin code: 123456,
AFP_I: BLE_CONN_EVT_PATAN_UPDATED.
AFP_I: Comnection update completed, intvl 7.50ms, ltey 0, to 5000ms
APP_I: Link has been successfully encrypted.
AFP_TI: BLE_CONN_EVT_PATAN_UPDATED.
APP_I: Connection update completed, intvl 45 00ms, ltecy 0, to 5000ms
TuEx Data Count Tx
TxCnt 0 Bytes []Hex [] NewLine Loop [ ] Pericd®0 *ns
RxCnt 2208 Bvtes
Clear ~| Send Clear
Port: COM17 BaudRate: 115200 DataBits: 8 StopBit: 1 ParityBit: None CTS=0 DSR=0 DCD=0

3-1 BOMARRBEIHS
ORI 3-2F17R
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< Bluetooth

Bluetooth [ @
Device name HID Host

Paired devices

(1) Carkit X ®
(7} PhilipsBT ®
() SBH52 ©)
® Goodix_Mouse ©)

Connected

& 3-2 FHFHEBRIRET ARG
G BE SR AR ORI . P B & DN “up+” FERGE, PRGNS R S DN “down
+7 FFRIE, RTINS B GBI A “ok+” FERIE, WTLUE R/ ARSHRIG B DR “right+” IR
&, ATCAUIHCR —EE R S DA “leftr” JFAIE, WU E—EE R, WEVER, #7rAndroid T
HUE T30 RG], ANBE 58 4 SR IR AR TCH 2 il B
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3 77
4 1$ﬁ¢
A TG R bR~ RIS AT AR A SRR
s— /=310
4.1 BITRFE
SRS RAS AT IR AT LA N AN B 3 Shim AR A BARBER AR . BARSAT AR W R B R
Ja B T H AR FE
START
v
Z4 L !
' AT
YILELDIS. BAS. FTHID Service l
N l 5 {#HEHID DevicefHID
jE it app_sec_init() ¥4 {LGAP = Report Notification
B wESE R PrivacyS 5 l
v : \
Jiitapp_adv_init()¥I4G 1L ABENFERE
I #3H l
- RAWTREE? —
F— HID Device RIHID Host2 407 2 —31 ! l
P liikus
oy i i REAHDMA app_gap_disconnect_cb()
R i%Fast J%i%Low Latency 1 Bk
Advertising Advertising é
l R IEHi tL t \ l
igh Latency - e B
— R ERE? — Advertising ﬁﬁ%;g%ﬁ%ﬁ *ﬁ?ﬁﬁﬁgg%imf
l l J%i%Permanent
Advertising

I JE {5 1T 7R FARRAFTE R 5t

& 4-1 RFRRGIE

SITRFE

Ja SRR T ZE R, HID Device 5 HID Host Z [A] 4K 5E O% R KM Advertising 1241, 1 WLHOGP

Specification™' “Connection Establishment” .

[ 355 RR:
void adv_sec_init(bool erase_bond)[J A1 A “true”

» R REUFIRE R R, IR E S BAEERR .

4.2 KiERAS

SR 7 451 R MY 5532 AR AR A7 T Keil AR H 3 T BT S

4.2.1 #1451LHID Service

hids_init()E&

B4 5TXTHIDS Service WIS EUHATICLE, VIS H PR

HEUSB HID Specification®il & % =X, & X T 7 i brReport#l 2 144 1% 4 Report [/ Report Map.

B THEHRX T user app\user mouse.c

% T rep_map_data, %%
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Z#R: hids_init();

static void hids_ init (void)
{

hids init t hids init;

hids init.report map.p map = (uint8 t*)&rep map data;

hids init.report map.len = sizeof (rep map data);

hids service init (&¢hids init);

L1 352 8R:

static uint8_t rep_map_data%{ 2L ) K FE A GEHE I hids.h 52 XL FIREPORT_MAP_MAX_SIZE .

422 ZESHELE
A T i FRHOGP Specification ITHILE I AH S L A B3R, app_sec_init()BREU B T W N 2224

app_sec_init() ek 2 Hble_gap_privacy_params_set()JF & T e R, BT, Wirnflass
k% PRIVACY_RENEW_DURATIONF) 85 3 A= il e s i, ELASHA B 2245 5 FIHID Hostf# F Public Address /it
ffJConnectifi>k . H H'PRIVACY RENEW_DURATIONt.7Euser_app.cF #5E Lo

B THEHEHFX Fuser app\user app.c

ZFR: app_sec_init();

static void app sec_init (bool erase bond)

error code = ble gap privacy params set (PRIVACY RENEW DURATION, true);
APP ERROR CHECK (error code) ;

//set the default security parameters.
ble sec param t sec param =

{

.level = BLE SEC_MODEl LEVEL3,

.io _cap = BLE SEC_IO DISPLAY ONLY,

.00b = false,

.auth = BLE SEC_AUTH BOND | BLE SEC AUTH MITM | BLE SEC AUTH SEC_CON,
.key size = 16,

.ikey dist = BLE_SEC_KDIST ALL,
BLE SEC_KDIST ALL,

.rkey dist
i
error code = ble sec params_ set (&sec param) ;

APP ERROR CHECK (error code);

JRBUITAT © 2023 PRYINTHIC TR I 03 A7 PR A 7 8
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user_app.cffJapp_sec_rcv_enc_req_handler() & H T 1 N HID Host & 2 K BL X N5 & K . 7E£3.3 R 56
WEA,  FHL S IPin Code Bl 1% ki Bk B IRtk AS & .

B’ THEHEHFX FMuser app\user app.c

ZFR: app_sec_rcv_enc_req_handler();

static void app sec rcv _enc req handler (uint8 t conn idx, const ble sec evt enc req t
*p_enc_req)

switch (p_enc reg->req type)

case BLE SEC TK REQ:
APP LOG INFO ("Please Input pin code: 123456.");
cfm enc.req type = BLE SEC TK REQ;
cfm enc.accept = true;
tk = 123456;
memset (cfm enc.data.tk.key, 0, 16);
(uint8 t) ((tk & 0x000000FF) >> O0);
(uint8 t) ((tk & 0x0000FFO00) >> 8);
= (uint8_t) ((tk & 0x00FF0000) >> 16);
(uint8 t) ((tk & OxFF000000) >> 24);

cfm enc.data.tk.key([0

cfm enc.data.tk.key[1

]
]
cfm enc.data.tk.key[2]
]

cfm enc.data.tk.key([3
break;

}

ble sec enc cfm(conn idx, &cfm enc);

4.2.3 XEHF OIS

M P R IEERFE A, HE AT AT BESRARAERT,  uart_evt_handler() 2R EIR H
F s, IF I FTHIDSELR (T hids_input_rep_send()#% FURE SRR EHE A 12 45 HID Hosto  BRBREIHE 7 9
Z5: mouse_data_tflimedia_data_t.

B’1E: THHFX TFMgr profiles\hids.c

Z#R: hids_input_rep_send();

sdk err t hids input rep send(uint8 t conn idx, uint8 t rep idx,

uint8 t *p data, uintl6é t length)

static const uint8 t char idx[] = {HIDS IDX INPUT1 REPORT VAL,
HIDS IDX INPUT2 REPORT VAL, HIDS IDX INPUT3 REPORT VAL};

sdk err t error code = SDK ERR NTF DISABLED;
if (rep_idx >= IN_REPORT_MAX COUNT || p data == NULL || length == 0)
{

return SDK ERR INVALID PARAM;
}
length = ((length > HIDS REPORT MAX SIZE) ? HIDS REPORT MAX SIZE : length);

JRBUITAT © 2023 PRYINTHIC TR I 03 A7 PR A 7 9
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memcpy (&s_hids env.input report val[rep idx], p data, length);

if (s_hids env.input cccd[rep idx] [conn idx] == PRF CLI START NTF)
{

error code = hids_in rep notify(conn idx, char idx[rep idx], p_data, length);
}

return error code;

B’1E: THEHFX THuser app\use mouse.h

ZH#R: mouse_data_tflimedia_data_t;

typedef struct

{
bool left button press;
bool middle button press;
bool right button press;
int8 t x delta;
int8 t y delta;
int8 t wheel delta;

} mouse data t;

typedef struct

{
uint8 t play pause:1;
uint8 t al control:1;
uint8 t next track:1;
uint8 t previous track:1;
uint8 t volume down:1;
uint8 t volume up:1;
uint8 t ac foward:1;
uint8 t ac back:1;

} media data t;

4.2.4 EIERTFF
HID Host 5 HID DeviceZ [H] I ERE I T J5, Bluetooth LEFMXAR 23 1Z% Fi 44 il it ble_evt_handler()iH %145 F bR
7~ ble_adv_disconnected() = MR 4B W I A, W & A BRI UG T 4%

HOGP Specification 5, 415+ HH T-Link LossTi Wi ¥, HID Device s B 4fi 3% . (HZ AT EMIK, Xt
FRemote User Terminated ConnectionJJR A, AR BItE S EHITGE . wROEH e, BirnflSikik
F4f /& 1% High Latency Advertising. Low Latency Advertisingf1Permanent Advertising.

B1E: THEHZX Fble module\ble advertising.c

Z#R: ble_adv_disconnected();

static void ble adv disconnected (void)
{
if (adv_env.adv mode cfg.adv on disconnect enabled && !adv env.adv act exist)
{
ble advertising start (BLE ADV_MODE DIRECTED HIGH DUTY) ;

JEAUITA © 2023 I EHB AR A IR A 7 10
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